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Abstract

We present two new approaches to maliciously secure two-party computation
with practical efficiency:

• First, we present the first maliciously secure two-party computation pro-
tocol with practical efficiency based on the classic semi-honest protocol
given by Goldreich et al. at STOC 1987. Before now all practical proto-
cols with malicious security were based on Yao’s garbled circuits.
We report on an implementation of this protocol demonstrating its high
efficiency. For larger circuits it evaluates 20000 Boolean gates per second.
As an example, evaluating one oblivious AES encryption (around 34000
gates) takes 64 seconds, but when repeating the task 27 times it only
takes less than 3 seconds per instance.

• Second, we revisit the LEGO protocol of Nielsen and Orlandi presented
at TCC 2009. Their protocol demonstrated a more efficient technique to
get malicious security in secure two-party computation protocols based
on Yao’s garbled circuit. Namely, doing the cut-n-choose test on the gate
level instead of the circuit level. This idea speeds up the protocol by
a factor the logarithm of the size of the circuit to be evaluated. The
resulting protocol, however, was not considered practically efficient as it
relies on public-key operations for every gate of the circuit.
We demonstrate how to get rid of this dependency on public-key opera-
tions by replacing them with inexpensive Minicrypt type primitives. The
resulting protocol maintains the LEGO protocols good asymptotic com-
plexity, hopefully yielding a protocol of high practical efficiency.

• As a bi-product of these two new protocols for secure two-party computa-
tions we develop two new cryptographic tools of independent interest: for
the first protocol we give a highly practical OT-extension protocol that,
apart from a few OTs to bootstrap the construction, only needs 14 calls
to hash function for each OT. For the second protocol we develop a new
XOR-homomorphic commitment scheme based on OT.
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Resumé

Vi præsenterer to nye tilgange til aktivt sikre topartsberegninger med praktisk
effektivitet:

• Først præsenterer vi den første aktivt sikre topartsberegnings protokol
med praktiske effektivitet baseret på den klassiske passivt sikre protokol
givet af Goldreich et al. ved STOC 1987. Før nu var alle praktiske
protokoller med aktiv sikkerhed baseret på Yao’s forvanskede kredsløb.
Vi rapporterer om en implementation af denne protokol der demonstrerer
den høj effektivitet. For større kredsløb evaluerer denne 20.000 Boolske
gates per sekund. Som et eksempel, evaluering af en AES kryptering
(omkring 34.000 gates) tager 64 sekunder, og når vi gentage opgaven 27
gange tager det mindre end 3 sekunder per instans.

• For det andet, reviderer vi LEGO protokollen af Nielsen og Orlandi præsen-
teret til TCC 2009. Deres protokol viste en mere effektiv teknik til at
få aktiv sikkerhed i topartsberegninger protokoller baseret på Yao’s for-
vanskede kredsløb. Nemlig, at gøre skær-og-vælg testen på gate niveau i
stedet for på kredsløbs niveau. Denne ide gør protokollen hurtigere med
en faktor logaritmen af størrelsen af kredsløbet, der skal evalueres. Den
resulterende protokol blev i imidlertid ikke anset for værende praktisk
effektiv, da den bygger på offentlig nøgle operationer for hver gate af
kredsløbet.
Vi viser, hvordan man kan slippe af med denne afhængighed af offentlig
nøgle operationer ved at erstatte dem med billige primitiver af Minicrypt
typen. Den resulterende protokol fastholder LEGO protokollens gode
asymptotiske kompleksitet, og giver forhåbentligt en protokol for høj prak-
tiske effektivitet.

• Som et bi-produkt af disse to nye protokoller for sikre topartsberegninger,
udvikler vi to nye kryptografiske værktøjer af uafhængig interesse: for den
første protokol giver vi en meget praktisk OT-udvidelse protokol, bortset
fra nogle få OTs til at starte konstruktionen, behøver vi kun 14 kald til
en hash-funktion for hver OT. For den anden protokol vi udvikler en ny
XOR-homomorf commitment protokol, der er baseret på OT.
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Chapter 1

Introduction

In this dissertation we present two new protocols for secure two-party compu-
tation against malicious adversaries resulting from my phd studies. The focus
has been on attaining protocols with good practical efficiency, and on finding
alternative approaches to those commonly found in the known literature.

In the first part of the dissertation we give a protocol for secure two-party
computation against a malicious adversary, based on the semi-honestly secure
protocol of Goldreich et al. [GMW87]. Such a protocol was previously not
thought to be practical as the underlying protocol relies heavily on oblivious
transfer, and has a relatively high round complexity. However, by first giving
a new and very practical protocol for maliciously secure extension of oblivious
transfer and using message authentication codes to gain malicious security, we
end up with a very practical protocol. To back up this claim we report on
benchmarks of an implementation of the protocol showing that our new protocol
is competitive with all known implementation of secure two-party computation.
This part of the dissertation is joint work with Nielsen, Orlandi and Burra
[NNOB12].

The second part of the dissertation revisits the LEGO construction in-
troduced by Nielsen and Orlandi [NO09]. Their protocol gives a new and
more efficient way of gaining security against a malicious adversary from Yao’s
[Yao86,LP09] semi-honestly secure protocol. They achieve this result by using
the cut-n-choose technique in a more economical way. While the LEGO protocol
demonstrated a very good asymptotic complexity it has been viewed as imprac-
tical, as it heavily relies on the use of expensive asymmetric cryptography. We
show how to replace the use of asymmetric primitives with inexpensive sym-
metric ones, relying in part on the oblivious transfer extension result of the first
part of the dissertation. At the time of writing we have not yet implemented
the resulting protocol, but we are hopeful that it can lead to very practical im-
plementations of secure two-party computation. This part of the dissertation
is joint work with Frederiksen, Jakobsen, Nielsen and Orlandi [FJN+13].

In this chapter will start by giving a short introduction to secure two party
computation, and then give more in-depth introductions to the two protocols
presented in the dissertation.
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1.1 Secure Two-Party Computation

Consider Alice and Bob each holding an inputs x and y respectively. Suppose
Alice and Bob wants to compute some function f of their inputs. The task
is easily solved: Alice sends x to Bob, Bob computes z = f(x, y) and sends
z to Alice. However, suppose that the input x is private to Alice, or there is
mistrust between Alice and Bob. In that case the above solution is hardly very
satisfying.

Consider for example a situation where Alice and Bob represent companies
who want to know if they share customers. Each have a list of their private
customers, and they want to compute the intersection of these two lists. In this
case Alice may prefer to only reveal those customers she has in common with
Bob and not all of her customers. Furthermore, as Alice could be competing
with Bob, she may not fully trust that Bob will give her the correct result.

The aim of secure two-party computation is to solve this type of problem.
I.e. to allow Alice and Bob to jointly compute any function f in such a way
that 1) the parties learn nothing about the private input of the opposing party,
except what can be directly inferred from f(x, y), and 2) if an output z is given
to any of the parties, then that is correct output, i.e., the output is z = f(x, y)
and not some other value z′ 6= f(x, y).

In this dissertation we only consider a so calledmalicious or active adversary.
This means that a dishonest party can deviate from the protocol in any way
she wishes. Note that this means that we cannot give any guarantee that
the protocols will terminate they will not terminate prematurely. To see this
consider an adversary that simply chooses to not participate in the protocol.

An different type of adversary that is also often considered is a so called
semi-honest or passive adversary. Such an adversary follows the protocol faith-
fully, but uses the information she obtains from the protocol to try to compute
some information she is not supposed to know. Such an adversary seems much
less natural than a malicious one. However, as we shall see, protocols secure
against semi-honest adversaries are often a valuable stepping stone towards
protocols with malicious security.

In this dissertation we will also restrict our selves to functions f that are
described as a Boolean circuit C. An alternative is to consider functions de-
scribed as arithmetic circuits. While recent protocols and implementations has
shown impressive results for this setting [BDOZ11,DPSZ12,DKL+12], we will
not discuss it further as it lies outside the scope this dissertation.

1.2 Practical Secure Two-Party Computation

Secure two-party computation (2PC) was first introduced in 1982 by Yao [Yao82],
who also gave the first protocol, albeit only with semi-honest security. The pro-
tocol essentially consists of Alice (A) sending an encrypted version of the circuit
C to Bob (B) along with an encrypted version of her input. Bob then evaluates
the encrypted circuit, and obtains an encrypted output, which is then decoded
by A. In 1987 Goldreich et al. [GMW87] gave a conceptually very different
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protocol. In this protocol A and B first secret share their inputs among each
other. For each gate of C A and B then run a small protocol to obtain a se-
cret sharing of the output of the given gate. After doing this for all gates A
and B can securely reconstruct the output. This base protocol is also only
semi-honestly secure. However, by essentially requiring both parties to give
zero-knowledge proofs that they performed each step correctly, Goldreich et al.
achieved malicious security.

While these early results of Yao and Goldreich et al. are mainly viewed as
feasibility results, recently great attention has been given to developing proto-
cols with practical efficiency (see e.g., [ST04,MNPS04, LP07,BDNP08, IPS08,
LPS08,KS08, IKOS08,NO09,PSSW09,HKS+10, LP11, LOP11, SS11,HEK+11,
KSS12,DKL+12, NNOB12,HKE12, BHR12] and references therein). Interest-
ingly, most (if not all) protocols for malicious security still uses a pattern sim-
ilar to that of Goldreich et al.: namely they get malicious security by starting
from a semi-honestly secure protocol, and then add some mechanism to force
a malicious adversary to follow the protocol. Since the underlying semi-honest
protocols are usually quite efficient, much of the effort in producing maliciously
secure protocols goes into reducing the overhead associated with enforcing ma-
licious security. Unlike Goldreich et al., most practical protocols no longer use
zero-knowledge proofs to enforce malicious security. Instead most protocols
now use the more efficient cut-n-choose technique, first used for 2PC in 2007 by
Lindell and Pinkas [LP07]. We describe this technique in more detail below.

Asymmetric primitives such as public-key encryption, are typically orders of
magnitude more computationally expensive than symmetric primitives, such as
hash functions or one-way permutations. Therefore, a lot of focus of practical
2PC protocols is on reducing the use of – or all together replacing – asymmetric
primitives with cheap symmetric primitives. Consequently the underlying semi-
honest protocol most commonly used is Yao’s protocol, described above, as it
almost exclusively uses symmetric primitives.

The protocols presented in this dissertation share this focus on both reduc-
ing the overhead of achieving malicious security and reducing the number of
expensive asymmetric primitives used in the protocol. All though, as we dis-
cuss in the following section we slightly change our view on what primitive we
consider to be expensive.

Very recently a few works has come out that focuses strongly on how to par-
allellize 2PC protocols [KSS12,FN13]. These works use massively parallelized
hardware, such as GPU’s and computer clusters, to gain large speed ups of their
implementations. Work in this direction seems very promising, and has so far
resulted in the fastest known implementations of 2PC. The protocols presented
here has not explicitly been developed with this focus in mind. However, they
do have do have characteristics that would allow them to be easily parallelized,
so it is likely that they to could be sped up with this approach.

1.3 Our Techniques

Here we describe the main techniques our protocols have in common.
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1.3.1 OT-Extension

We abandon the view of oblivious transfer as being an expensive primitive, and
view it instead as being as cheap as symmetric primitives such as hash-functions.
Consequently we allow our protocols to heavily rely on OT. We justify this view
using the technique of OT-extension:

All known implementations of OT requires expensive public-key primitives,
and there is evidence to suggest that we can not base OT solely on cheap
symmetric primitives. E.g. [IR89] shows that a black box reduction of OT to
one-way functions (or one-time permutations) would imply a proof that P 6=
NP, meaning that it will likely be very hard to find such a reduction (as it
would be an amazing breakthrough for all of computer science). Therefore, OT
has traditionally been viewed as an expensive primitive. However, in [Bea96]
Beaver showed that given a small number of initial OTs we can implement
a much larger number of OTs using only symmetric primitives. We call this
process OT-extension. I.e. while OT seems to require public-key cryptography,
it does not require the use of public-key operations for every OT needed in a
protocol.

While Beaver’s initial result was mainly of theoretical interest and not prac-
tically efficient, subsequent works has greatly reduced the complexity of the
OT-extension technique [IKNP03, Nie07, HIKN08]. Indeed one of the contri-
butions of this dissertation (presented in Chapter 3) is an OT-extension pro-
tocol that, while matching the best known asymptotic complexity of Harnik
et al. [HIKN08], is perhaps the most efficient maliciously secure OT-extension
protocol known in terms of practical efficiency. Beyond the few OTs needed
to bootstrap, this protocol requires only a small constant of calls to a hash
function (modeled as a random oracle) per additional OT. This means that for
any protocol using a large amount of OTs we can easily amortize away the cost
of the public-key primitives used in the initial OTs, thus justifying our view of
OT as essentially a symmetric-primitive in terms of complexity.

1.3.2 LEGO-Style Cut-n-Choose

To get active security techniques similar to the LEGO style cut-n-choose tech-
nique introduced by Nielsen and Orlandi [NO09]. This technique improves on
the standard cut-n-choose technique, as seen in many Yao-based protocols, in
the following way.

On an abstract level the cut-n-choose technique works in two phases: First
we semi-honestly produce a set of gadgets G. I.e., the gadgets in G are secure
if both parties are semi-honest, but could be insecure if one party is malicious.
Second we randomly partition the gadgets into two sets, the usable set U , and
the test set T . We then perform a test on each gadget in T that will detect if
that gadget was generated dishonestly. If any gadget in T does not pass the
test we know that one party is corrupted and we can safely abort the protocol.
On the other hand, if all gadgets in T passes the test, then with probability
1− 2−O(k) at most k gadgets in U are dishonestly generated. If we let k be the
statistical security parameter we can assume that all but k gadgets in U are
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secure. We then use some method to combine the gadgets in U into a smaller
set of gadgets S, which will be maliciously secure given the above assumption.

One way to measure the efficiency of using the cut-n-choose method is the
replication factor r = |G|/|S|. This measures the number of semi-honest gad-
gets we need to produce in the first phase, for each maliciously secure gadget
resulting from the second phase. In other words, the replication factor gives us
a measure of the overhead involved in getting malicious security compared to
semi-honest security.

The standard way of using the cut-n-choose technique in 2PC is to let the
gadgets represent a secure version of the circuit to be evaluated C. I.e., U will
be a set of semi-honestly secure circuit-gadgets where at most k are dishonestly
generated. To produce one maliciously secure circuit-gadget from the gadgets in
U , we simply evaluate all circuit-gadgets in U and take the majority result. I.e.,
we have |S| = 1 and r = |G| and the replication parameter must be such that
|U | > 2k and this means we must have r = O(k). As the work to produce one
circuit-gadget is proportional to the size of the circuit, the overall complexity
becomes O(r|C|) = O(k|C|).

On the other hand in the LEGO construction we let the gadgets represent
a secure version of gates. I.e. U becomes a set of semi-honestly secure gate-
gadgets where at most k are dishonestly generated. We then combine the
gadgets in U into |S| = |C| maliciously secure gate-gadgets. These maliciously
secure gate-gadgets are then used to evaluate a secure version of C. Since we
need at least one semi-honest gate-gadget to produce one maliciously secure
gate-gadget we have that |U | ≥ |C|. However, the cut-n-choose test gives
us that at most k of the |U | gadgets are dishonest, where k is a statistical
security parameter independent of |C|. Therefore, as |C| grows the fraction of
dishonest gate-gadgets in U decreases. Since the number of semi-honest gate-
gadgets needed to implement one maliciously secure gate-gadget depend on this
fraction, this means that as |C| grows the replication factor decreases. Skipping
many details this means we get a replication factor of r = O(k/ log(|C|)). Since
the work to produce a gate-gadget is constant, the overall complexity using this
technique becomes O(r|C|) = O(k|C|/ log(|C|)).

We note that the approach we use to get malicious security in the protocol
described in the first part of the dissertation, can not strictly speaking be seen
as a cut-n-choose variant. However, the approach is strongly inspired by the
LEGO-style cut-n-choose technique, and has similar characteristics in terms of
the replication factor and asymptotic complexity.

Concretely this means that we for a circuit of size 220 ≈ 1,000,000, can get
statistical security 2−40 with replication factor only 4 for our first protocol and
24 for our second protocol. In contrast in, e.g., shelat et al. [SS11], using the
standard cut-n-choose technique, they must use a replication factor of 125 to
get the same security level regardless of the circuit size.
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1.4 Our Protocols
Here we give a more in depth introduction to the two 2PC protocols presented
in this dissertation.

1.4.1 Part 1: TinyOT

The protocol presented in the first part of the dissertation we call the TinyOT
protocol. The name originates from Jesper Buus Nielsen who, one day while
examining the output of his implementation of the OT-extension protocol in-
volved, exclaimed with joy “Look at all these tiny OT’s!”.

Our starting point is the efficient semi-honestly secure OT-extension pro-
tocol of Ishai et al. [IKNP03] and the semi-honestly secure 2PC protocol of
Goldreich et al. [GMW87]. The protocol of Ishai et al. allows to turn ψ seed
OTs based on public-key crypto into any polynomial ` = poly(ψ) number of
OTs, using only O(`) invocations of a cryptographic hash function. As men-
tioned above this means that, for big enough `, the cost of the ψ seed OTs
can be amortized away and OT extension essentially turns OT into a symmet-
ric primitive in terms of its computational complexity. Meanwhile, the basic
2PC protocol of Goldreich et al. is efficient in terms of consumption of OTs
and communication. Thus, the idea is to combine these two protocols to get
highly practical 2PC. In order to gain malicious security and preserve the high
practical efficiency of these protocols we develop substantially different tech-
niques, differentiating from other works that were only interested in asymptotic
efficiency [HIKN08,Nie07, IPS08]. Our contributions are the following:

1. We introduce a new technical idea to the area of extending OTs efficiently,
which allows to dramatically improve the practical efficiency of active-
secure OT extension. Our protocol has the same asymptotic complexity
as the previously best known protocol in [HIKN08], but it is only a small
factor slower than the passive-secure protocol in [IKNP03].

2. We introduce new technical ideas which allow to relate the outputs and
inputs of OTs in a larger construction, via the use of information theoretic
tags. This can be seen as a new flavor of committed OT that only requires
symmetric cryptography. In combination with our first contribution, our
protocol shows how to efficiently extend committed OT. Our protocols
assume the existence of OT and are secure in the random oracle model.

3. We give the first implementation of practical 2PC not based on Yao’s
garbled circuit technique.

4. We implement all the above mentioned protocols: The implementation
of our OT-extension protocol extends a few hundred maliciously secure
OTs into tens of millions of OTs at a rate of around 500,000 maliciously
secure OTs per second, demonstrating that implementations needing a
large number of OTs can be practical. We use this to implement our
2PC protocol which also gives very competitive benchmarks compared to
Yao-based implementations.
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Technical Overview

To give our OT-extension protocol we first notice that it suffices to extend the
seed OTs to a variant of OT we call ∆-OT. In ∆-OT all messages are correlated
by a constant XOR ∆. I.e. the messages of the sender are always of the form
M0 and M1 so that M0 ⊕M1 = ∆. It then turns out, that when using the OT
extender in [IKNP03] and starting from seed OTs where the XORs of message
pairs are constant, one also produces OTs where the XORs of message pairs are
constant, and for this use the protocol happens to be maliciously secure. I.e. if
we can make sure that the XOR of message pairs in the seed OT’s are correlated
in this way, we can efficiently extend a few OTs to an essentially unbounded
number of ∆-OTs. Then using a cut-and-choose like technique we ensure that
most of the XORs of message pairs offered in the seed OTs are constant, and
with a new and inexpensive trick we offer privacy and correctness even if few
of these XORs have different values.

For our 2PC protocol we start from the protocol of Goldreich et al. Say A
holds secret shares xA and yA and B holds secret shares xB and yB of some
bits x and y s.t. xA ⊕ xB = x and yA ⊕ yB = y. To compute a secret sharing
of the AND z = ab, A and B need to compute a random sharing zA, zB of
z = xy = xAyA ⊕ xAyB ⊕ xByA ⊕ xByB. The parties can compute the AND
of their local shares (xAyA and xByB), while they can use OT to compute the
cross products (xAyB and xByA). On the other hand A and B can compute a
secret sharing of the XOR z = x⊕y, by simply letting A compute zA = xA⊕yA
and B compute zB = xB ⊕ yB (note that this does not require any interaction
between A and B). Now the parties can iterate for each gate of the circuit, until
they have evaluated the entire circuit. Finally, they will reconstruct the output
values by revealing their shares.

This protocol is secure against a semi-honest adversary: assuming the OT
protocol to be secure, A and B learn nothing about the intermediate values of
the computation. It is easy to see that if a large circuit is evaluated, then the
protocol is not secure against a malicious adversary: any of the two parties
could replace values on any of the internal wires, leading to a possibly incorrect
output and/or leakage of information.

To cope with this, we put MACs on all bits. The starting point of our
protocol is oblivious authentication of bits. One party, the key holder, holds a
uniformly random global key ∆ ∈ {0, 1}ψ. The other party, the MAC holder,
holds some secret bits (x, y, say). For each such bit the key holder holds a
corresponding uniformly random local key (Kx,Ky ∈ {0, 1}ψ) and the MAC
holder holds the corresponding MAC (Mx = Kx ⊕ x∆, My = Ky ⊕ y∆). The
key holder does not know the bits and the MAC holder does not know the keys.
Note that Mx ⊕My = (Kx ⊕Ky)⊕ (x⊕ y)∆. So, the MAC holder can locally
compute a MAC on x ⊕ y under the key Kx ⊕ Ky which is non-interactively
computable by the key holder. This homomorphic property comes from fixing
∆ and we exploit it throughout our constructions. From a bottom-up look, our
protocol is constructed as follows:

Bit Authentication: We first notice that oblivious authentication of bits (aBit),
as described above is essentially the same as the ∆-OT we implemented as
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part of our OT-extension protocol. As described above we can construct
a virtually unbounded number of such ∆-OTs by extending a few seed
OTs.

Authenticated local AND: From aBits we then construct authenticated lo-
cal ANDs (aAND), where the MAC holder locally holds random authenti-
cated bits a, b, c with c = ab. To create authenticated local ANDs, we let
one party compute c = ab for random a and b and get authentications on
a, b, c (when creating aANDs, we assume the aBits are already available).
The challenge is to ensure that c = ab. We construct an efficient proof
for this fact. This proof might, however, leak the bit a with small but
noticeable probability. We correct this using a combiner.

Authenticated OT: From aBits we also construct authenticated OT s (aOT),
which are normal

(2
1
)
-OTs of bits, but where all input bits and output

bits are obliviously authenticated. This is done by letting the two parties
generate authenticated bits representing the sender messages x0 and x1
and the receiver choice bit c. To produce the receiver’s output, first
a random authenticated bit is sampled. Then this bit is “corrected” in
order to be consistent with the run of an OT protocol with input messages
x0 and x1 and choice bit c. This correction might, however, leak the bit
c with small but noticeable probability. We correct this using an OT
combiner.

2PC: Given two aANDs and two aOTs one can evaluate in a very efficient way
any Boolean gate: only 4 bits per gate are communicated, as the MACs
can be checked in an amortized manner.

That efficient 2PC is possible given enough aBits, aANDs and aOTs is no
surprise. In some sense, it is the standard way to base passive-secure 2PC
on passive-secure OT enhanced with a particular flavor of committed OT (as
in [CvdGT95,GMY04]). What is new is that we managed to find a particu-
lar committed OT-like primitive which allows both a very efficient generation
and a very efficient use: while previous results based on committed OT require
hundreds of exponentiations per gate, our cost per gate is in the order of hun-
dreds of hash functions. To the best of our knowledge, we present the first
practical approach to extending a few seed OTs into a large number of com-
mitted OT-like primitives. Of more specific technical contributions, the main
is that we manage to do all the proofs efficiently, thanks also to the prepro-
cessing nature of our protocol: Creating aBits (∆-OTs), we get active security
paying only a constant overhead over the passive-secure protocol in [IKNP03].
In the generation of aANDs and aOTs, we use efficient proofs that are similar
to the LEGO-style cut-n-choose technique: when we preprocess for ` gates and
combine B leaky objects to get an unleaky object, the probability of protocol
failing is (2`)−B = 2− log2(`)(B−1). Thus for statistical security parameter k we
get negligible probability of failure when B = O(k/ log(`)). As an example, if
we preprocess for 220 gates with an overhead of B = 6, then we get leakage
probability 2−100.
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Protocols Security Model Rounds Time
(a) [SS11] Active SM O(1) 192s
(b) [HEK+11] Passive ROM O(1) 0.2s
(c) [IPS08,LOP11] Active SM O(d) 79s
(d) TinyOT (single) Active ROM O(d) 64s
(e) TinyOT (27, amortized) Active ROM O(d) 2.5s
(f) [FN13] Active ROM O(1) 2s
(g) [KSS12] (One core) Active SM O(1) 115s
(h) [KSS12] (265 cores) Active SM O(1) 1.4s

Table 1.1: Brief comparison with other implementations.

Comparison with Related Work

A brief comparison of the time needed for oblivious AES evaluation for the best
known implementations are shown in Table 1.1.1 The column Round indicates
the round complexity of the protocols, d being the depth of the circuit while the
column Model indicates whether the protocol was proved secure in the standard
model (SM) or the random oracle model (ROM).

Row (a) shows the previous fastest protocol with malicious security before
ours. Row (b) shows the time for a state of the art protocol with semi-honest
security to demonstrate the low overhead in getting malicious security. Row (c)
is an estimate made by [LOP11] on the running time of their optimized version
of the OT-based protocol in [IPS08].

The performance of our protocol is shown in row (d) and (e). The reason
for the dramatic drop between row (d) and (e) is that in (d), when we only
encrypt one block, our implementation preprocesses for many more gates than
is needed, for ease of implementation. In (e) we encrypt 27 blocks, which is the
minimum value which eats to up all the preprocessed values. In this case the
time of 2.5 seconds is per AES block.

In row (f), (g) and (h) we show the performance of some more recent im-
plementations based on Yao’s protocol.

We stress that the comparison is inherently unfair, as the different experi-
ments were all run on different hardware, network, with different security pa-
rameters and so on. As an example: the results in row (f), (g) and (h) were
run on massively parallelized hardware. The significance of running on such
hardware can be seen in the difference between row (g) and (h) running on 1
and 256 cores respectively.

In spite of the experiments not being directly comparable, we conclude from
the comparison that our protocol at least runs in reasonable time compared to
the Yao based alternatives.

1Oblivious AES has become one of the most common circuits to use for benchmarking
generic MPC protocols, due to its reasonable size (about 30000 gates) and its relevance
as a building block for constructing specific purpose protocols, like private set intersec-
tion [FIPR05].
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1.4.2 Part 2: MiniLEGO

The protocol in the second part of the dissertation we call MiniLEGO, as it is
an implementation of the LEGO protocol of Nielsen and Orlandi [NO09] relying
essentially only on primitives from Minicrypt.

As described above Nielsen and Orlandi in the LEGO protocol gave a twist
on the standard approach for maliciously secure 2PC based on Yao’s proto-
col: their approach consists of performing a cut-n-choose test at the gate level
(instead of at the circuit level), and allows to save a factor log |C| in the com-
putation and communication complexity w.r.t., standard cut-n-choose test at
the circuit level. That is, A prepares many encrypted gates, B checks some of
them and, if no inconsistency is detected, the unopened gates are “soldered”
together in a redundant version of the original circuit that computes the right
result even in the presence of a few faulty gates.

The LEGO approach has been praised for its novelty [Gol09], but did not
have a practical impact for the efficiency of Yao-based protocols. There are
several reasons for this:

1. LEGO uses public-key primitives for each gate in the circuit: Each gate
has in fact associated three commitments to its input/output keys. Those
commitments are used for the “soldering” and need to be homomorphic.
For this purpose LEGO uses Pedersen commitments (based on the hard-
ness of computing discrete logarithms in some group – e.g., the group of
points of an elliptic curve). This is a drawback for the efficiency of the
protocol (group operations, even in an elliptic curve, are orders of mag-
nitude slower than symmetric crypto primitives such as hash functions or
private-key encryption). Moreover, this is also a drawback as LEGO can
only be implemented using a few computational assumptions – it is unclear
how to implement LEGO under a variety of computational assumptions
(including assumptions that are believed to withstand quantum attacks).

2. LEGO is not compatible with known optimization for Yao’s protocol: Keys
in LEGO are elements of Zp for some prime p, while using binary strings
{0, 1}k is more natural and standard. Therefore, it is not possible to use
the “free-XOR” trick with LEGO, nor many of the others optimizations
that are tailored for bit-string keys.

3. LEGO has too many bricks: there are many different kind of objects
in LEGO (key-filters, not-two gates, etc.) that make the use of LEGO
complex to understand and implement.

Here we present a generalization and a simplification of the LEGO approach.
The main technical difference is to replace the Pedersen commitments with
XOR-homomorphic commitments based on OT. Doing so allows us to:

1. Maintain LEGO’s good complexity and achieve security 2−k when the
replication factor is only O(k/ log(|C|)) against a replication factor of
O(k) for the standard cut-n-choose methods such as the one in [LP07].
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2. Implement a variant on LEGO whose security only relies on generic, sym-
metric crypto primitives (except for the few seed OTs needed to bootstrap
the OT extension).

3. Achieve a variant of LEGO that uses “standard” garbled gates (ANDs
and free XORs), compatible with garbled gates optimization.

In conclusion, we propose the first real alternative to standard cut-n-choose
for practical purposes Yao-based 2PC. Whether our proposed protocol will be
more efficient in practice than protocols with standard cut-n-choose [LP07,
PSSW09,SS11,KSS12] will only be decided by performing a serious comparison
of similar implementations running on the same hardware-network configuration
of our and other approaches. This is an interesting direction for future work.

Technical Overview

The main idea of the protocol we present is the same as in [NO09]: A prepares
many garbled gates together with commitments to the input and output garbled
keys. If A prepares a gate dishonestly we view it as a faulty gate, i.e. one that
does not give the correct output on some inputs. B asks A to open a random
subset of the gates and checks them for correctness. If the check goes through,
B randomly permutes the unopened gates to form a redundant circuit that
computes the function even in the presence of few faulty gates.

As the gates have been generated independently, the output keys of the
gates in one layer of the circuit cannot be directly fed as input to the next
layer. Therefore, A reveals the difference between the output keys in the first
layer with the corresponding input keys in the second layer (using the XOR-
homomorphic properties of the commitment scheme). This allows B to “align”
the input keys of the gates in one layer with the output keys of the gates
in the previous layer. The main intuition for the security of LEGO cut-n-
choose is as follows: If A had sent B t faulty gates, B would detect this with
probability 1− 2−t. Therefore, if B accepts the test, with very high probability
there are only a few faulty gates among the unopened ones. As all gates are
permuted at random and placed in random positions in the circuit, only very
little redundancy is needed to correct for all faulty gates.

The original LEGO construction in [NO09] used a set of specially tailored
garbled gates and a complex design for the redundant circuit used to deal with
faulty gates. This meant that it was not possible to apply standard garbling
techniques and optimizations. In contrast, the construction here can be instan-
tiated with essentially any free-XOR compatible garbled gate scheme and is
compatible with various state of the art optimizations (such as free-XOR, row-
reduction, point-and-permute). Additionally we can design the fault tolerant
circuit in a very simple way: we implement each gate of the original circuit by
replicating it ρ times, and take the output of the gate to be any output agreed
upon by more than ρ/2 of the replicated gates. Thus we can tolerate up to ρ/2
faulty gates used to implement each gate of the original circuit.

The main technical contribution of this protocol is a novel construction of
XOR homomorphic commitment based on OT. The main intuition is as follows:
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let E be a linear error correcting code with the property that seeing a few bits
of the codeword does not leak any information about the encoded message.

Then to commit to a set of messages {mi}i A encodes her messages ci =
E(mi) ∈ {0, 1}n and inputs them into a

(n
t

)
-FOT, so that the first bit of all ci’s

are the first input to the OT, and so on. B chooses t positions in the OT and
learns t bits of all codewords (note that B gets to see the same subset of bits
for all codewords). We call this B’s watch list, as it is reminiscent of the watch
lists construction in [IKOS08, IPS08].

The commitment is intuitively hiding because, by the property of E, seeing
only t position of c does not leak any information about m. At the same
time as the code is linear E(m1) ⊕ E(m2) = E(m1 ⊕ m2) and therefore it is
possible to open the XOR of two committed messages without revealing any
extra information about the original messages.

To argue that the commitment is binding we observe that, if A inputs ac-
tual codewords, she cannot later change her mind: if A wants to open the
commitment ci to a different message m′i, she needs to find an encoding of m′i
that agrees with ci on the t positions seen by B during the OT. As the error
correction property implies that the code has a high minimal distance, any en-
coding of m′i will disagree with ci in many positions and therefore B has a high
probability of detecting cheating.

However, if A’s input to the OT are not codewords, this argument does
not hold. To make sure that A’s is behaving honestly we will use a cut-n-
choose style test: A commits to 2` random messages and B checks half of
them for consistency. In the analysis, we show that this implies that with
high probability most of the unopened commitments are very close to actual
codewords – this would be enough if commitments were to be opened one at
the time since, given the error correcting property of the code, something close
to a codeword is essentially a codeword for all practical purposes. But, as we
want the commitments to be XOR-homomorphic (for an a unbounded number
of times), even if every codeword only contains few “errors”, when combining
them together the number of errors could grow arbitrarily. In the analysis we
carefully show that, due to the way our commitments are constructed, this does
not happen.

The few “bad” commitments left will not influence the security of the overall
protocol, as they will simply be absorbed by the analysis of the 2PC protocol
which, as discussed before, due to the LEGO cut-n-choose and the use of a
redundant circuit ensures privacy and correctness even in the presence of a few
faulty gates.

1.5 Overview The Dissertation

In the following chapter we give a very short set of preliminaries and nota-
tion commonly used through out the dissertation. In part one we present the
TinyOT protocol and in part two the MiniLEGO protocol.

For each of the two main protocols presented, we will be developing a new
cryptographic tool: for TinyOT an OT-extension protocol and for MiniLEGO
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a new type of XOR-homomorphic commitments. To ease the presentation of
the 2PC protocols, and to give these tools the attention they deserve, we will
factor their description out into separate chapters.

It has been our goal to make each chapter as self contained as possible, and
it should be possible to understand them separately given the preliminaries in
Chapter 2.
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Chapter 2

Preliminaries

2.1 Notation

Sets and Strings

We let [n] = {1, . . . , n}. For a finite set S we will use |S| to denote the size
of S. For a bit-string S ∈ {0, 1}∗ let |S| be the length of S, and we define
0S def= 0|S| and 1S def= S. For a subset R ⊆ S we let R̄ be the set S \R (when it
is clear from context what set R is a subset of). We will use (ei)i∈I to denote a
sequence of elements ei indexed by the set I, and we will use {ei}i∈I to denote
a set of elements ei indexed by the set I.

Probabilities

For a finite set S we use s ∈R S to denote that s is chosen uniformly at random
in S. For a finite distribution D we use x ← D to denote that x is sampled
according to D.

We say that a function f is negligible in n and we write f = negl(n) if for any
polynomial p and large enough n f(n) < 1/p(n) (this goes for any function, but
usually a negligible function is used to describe vanishingly small probabilities).
If g is a function describing a probability and g(n) ≥ 1 − f(n) where f is
negligible in n we say that g is overwhelming in n. If for some polynomial p we
have g(n) ≥ 1/p(n) for large enough n we say that g is noticeable in n. If we
just say f is negligible, overwhelming or noticeable it is taken to mean in the
security parameter.

Security Parameters

We use ψ to denote the computational security parameter and σ to denote the
statistical security parameter. We require that a poly-time adversary break our
protocols with probability at most poly(ψ)2−ψ, and we allow our protocols to
break with probability at most 2−σ independent of the computational power of
the adversary.
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2.2 The UC Framework and Functionalities

We prove our results statically secure in the UC framework [Can01] against a
malicious adversary. We assume the reader to be familiar with the UC frame-
work. To simplify the statements of our results we use the following terminology:

Definition 2.1. We say that a functionality FA is reducible to a functionality
FB if there exist an actively secure implementation π of FA which uses only
one call to FB. We say that FA is locally reducible to FB if the parties of π do
not communicate (except through the one call to FB). We say that FA is linear
reducible to FB if the computing time of all parties of π is linear in their inputs
and outputs. We use equivalent to denote reducibility in both directions.

It is easy to see that if FA is (linear, locally) reducible to FB and FB is
(linear, locally) reducible to FC, then FA is (linear, locally) reducible to FC.

Hash Functions

We use a hash function H : {0, 1}∗ → {0, 1}ψ, which we model as a random
oracle (RO). We sometimes use H to mask a message, as in H(x) ⊕ M . If
|M | 6= ψ, this denotes prg(H(x))⊕M , where prg is a pseudo-random generator
prg : {0, 1}ψ → {0, 1}|M |. We also use a collision-resistant hash function G :
{0, 1}2ψ → {0, 1}ψ.

We typically use H for two task: 1) As a prg to extend a string s ∈R {0, 1}ψ
to some longer string s′ ∈ {0, 1}` for some ` = poly(ψ). 2) To hash a long
string s ∈ {0, 1}` to a short string for some s′ ∈ {0, 1}ψ. When we attempt to
sketch the complexity of these tasks we count both tasks as `/ψ calls to the
hash function H.

As other 2PC protocols whose focus is efficiency [KS08,HEK+11], we are
content with a proof in the random oracle model. What is the exact assumption
on the hash function that we need for our protocol to be secure, as well as
whether this can be implemented under standard cryptographic assumptions is
an interesting theoretical question, see [AHI11,CKKZ12].

Oblivious Transfer

We use different types of oblivious transfer (OT) functionalities: we denote by
FOT the regular

(2
1
)
-OT functionality. I.e. A inputs two messages m0 and m1

to FOT and B inputs a choice bit b. Nothing is output to A and mb output to
B. Generally we denote by

(n
t

)
-FOT the

(n
t

)
-OT functionality. Here A inputs

messages m1, . . .mn and B inputs a choice set I ⊆ [n] of size t. Again nothing
is output to A and the messages (mi)i∈I are output to B. We use the notation
FOT(`, τ) respectively

(n
t

)
-FOT(`, τ) for the OT functionalities that provide `

OTs with messages in {0, 1}τ . When the length of messages and/or amount of
OTs are clear from context we may drop these parameters.

We will often make use of the randomized versions of these functionalities.
I.e. versions where A and B do not give any input and the functionality just
picks uniformly random outputs. E.g. the randomized version of the FOT
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functionality samples m0,m1 and b uniformly at random and then outputs m0
and m1 to A and b and mb to B. When considering the randomized version
of OT we will let corrupted players choose their own random values. Say B
above was corrupted, he then first gets to input mb and b, the functionality
then samples mb⊕1 uniformly at random and outputs m0 and m1 to A. We
denote these randomized versions of OT by ROT and name the corresponding
functionalities FROT and

(n
t

)
-FROT.

We note that we can easily implement FROT(`, τ) for any τ = poly(ψ) using
a prg and a FROT(`, ψ) functionality: simply use FROT(`, ψ) to transfer seeds
of length ψ and then use the prg to extend the seeds to τ bits.

Equality Check

We use a functionality FEQ(`) which allows two parties to check that two strings
of length ` are equal. If they are different the functionality leaks both strings
to the adversary, which makes secure implementation easier. We define and
use this functionality to simplify the exposition of our protocol. In practice we
implement the functionality by letting the parties compare exchanged hash’s of
their values: this is a secure implementation of the functionality in the random
oracle model.

For completeness we give a protocol which securely implements FEQ in the
RO model. Let H : {0, 1}∗ → {0, 1}ψ be a hash function, modeled as a RO as
described above. Let ψ be the security parameter. To test strings x and y for
equality A and B do the following.

1. A chooses a random string r ∈R {0, 1}ψ, sends c = H(x||r) to B.

2. B sends y to A.

3. A sends x, r to B. A outputs x ?= y.

4. B outputs (H(x||r) ?= c) ∧ (x ?= y).

This is a secure implementation of the FEQ(`) functionality in the ROmodel.
If A is corrupted, the simulator extracts x, r from the simulated call to the RO,
if the hash function was queried with an input which yielded the c sent by
A. Then, it inputs x to FEQ and receives (x, y) from the ideal functionality
(if x 6= y). If the hash function was not queried with an input which yielded
the c sent by A, then the simulator inputs a uniformly random x to FEQ and
receives (x, y). It then sends y to the corrupted A. On input x′, r′ from A,
if (x′, r′) 6= (x, r) the simulator inputs “abort” to the FEQ functionality on
behalf of A, or “deliver” otherwise. If (x′, r′) = (x, r), simulation is perfect.
If they are different, the only way that the environment can distinguish is
by finding (x′, r′) 6= (x, r) s.t. H(x||r) = H(x′||r′) or by finding (x′, r′) such
that c = H(x′||r′) for a c which did not result from a previous query. In the
random oracle both events happen with probability less than poly(ψ)2−ψ, as
the environment is only allowed a polynomial number of calls to the RO.

If B is corrupted, then the simulator sends a random value c ∈R {0, 1}` to
B. Then, on input y from B it inputs this value to the FEQ functionality and
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receives (x, y). Now, it chooses a random r ∈R {0, 1}ψ and programs the RO
to output c on input x||r, and sends x and r to B. Simulation is perfect, and
the environment can only distinguish if it had already queried the RO on input
x||r, and this happens with probability poly(ψ)2−ψ, as r ∈ {0, 1}ψ is uniformly
random, and the environment is only allowed a polynomial number of calls to
the RO.
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Part I

TinyOT
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Chapter 3

Extending Oblivious Transfer

In this chapter we show how we can produce a virtually unbounded number of
OTs from a small number of seed OTs. The amortized work per produced OT
is linear in ψ, the security parameter, or simply a few calls to a hash function.

In fact we will concentrate on extending a few OTs to random OTs (ROTs).
I.e. we will show generate a very large number of ROTs from a few OTs. As
shown in [Bea95] one can easily obtain OT from precomputed ROTs, thus this
is essentially with out loss of generality.

To implement our OT-extension protocol we go via yet an other variant
of OT we call ∆-ROT, inspired by an intermediate step of the highly efficient
semi-honest OT-extender of [IKNP03]. A ∆-ROT is a variant of ROT where the
senders messages M0 and M1 are correlated in such a way that M0 ⊕M1 = ∆,
for some constant ∆ unknown to B, which we will call the global key. Given
a functionality that provides ∆-ROTs it is very easy to implement ROT, thus
the main work of this chapter goes into extending a few OTs to many ∆-ROTs
efficiently and with malicious security.

Overview

• As we shall see our construction goes via a number of leaky functionalities.
I.e. functionalities where the adversary might mount an attack to gain
some leakage. Therefore, we will start this chapter by introducing the idea
of a leakage agent to abstract away the concrete attacks of the adversary.

• In Section 3.2 we implement FROT using a functionality providing a vari-
ant of ∆-ROT which are leaky. By leaky we mean that B may learn a few
bits of the global key ∆. We call this functionality a leaky F∆-ROT func-
tionality. The implementation simply uses a hash function (modeled as a
random oracle) to break the correlation between messages from F∆-ROT.

• In Section 3.3 we then consider a a functionality similar to the F∆-ROT
functionality but with reversed roles. I.e. with A as the receiver and B
as sender. We call this functionality FΓ-ROT. We notice that if we relax
this functionality, by allowing a few of A’s choice bits to leak to B the
resulting leaky FΓ-ROT functionality is essentially equivalent to the leaky
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F∆-ROT functionality. I.e. the leakage on choice bits in FΓ-ROT becomes
leakage on ∆ in F∆-ROT.

• In Section 3.4 we implement the leaky FΓ-ROT functionality using a few
OT’s in the following way: A inputs random choice bits ci in an OT, and
B is supposed to input random messages (N i

0, N
i
0 ⊕ Γ) so that A receives

N i
ci = N i

0 ⊕ ciΓ. To ensure that B is being honest and uses the same Γ in
most OTs a check is performed, which restricts B to cheat in at most a few
OTs. We notice that what B gains by using inconsistent Γ’s in a few OTs
is no more than learning a few of A’s choice bits ci, thus implementing
the FΓ-ROT functionality.

• While the leaky F∆-ROT functionality is all we need for our OT-extension
protocol, in Chapter 4 it is useful to have a non-leaky version of this
functionality. Therefore, in Section 3.6, using privacy amplification, we
use the leaky F∆-ROT functionality to implement a F∆-ROT functionality
where the ∆ value is shorter than in the leaky functionality but fully
secure.

• Finally in Section 3.7 we sketch a complexity analysis counting the sym-
metric primitives used in the protocol.

3.1 Leakage Agent

As described above, our construction will go via a number of functionalities that
are leaky in some way. The setting is that there is a secret string ∆ ∈R {0, 1}τ
and an adversary A who tries to guess ∆. A can launch an attack which might
leak some of the bits of ∆, but with some probability A’s attack will be detected.
In this section we introduce the idea of a leakage agent, in order to abstract
away the concrete leakage attacks.

A leakage agent LA will be an interactive PPT algorithm that will interact
with A and then possibly specify what leakage to give to A: A gets to first
interact with LA in some way (specified by the interface of LA). Following this
interaction we input ∆ ∈R {0, 1}τ to LA. Based on the interaction with A LA
computes some S ⊆ [τ ] and c ∈ {0, 1} and outputs (S, c). Here S indicates the
bits of ∆ to be leaked to A if the attack is undetected, and c whether or not
the attack is detected (c = 0 indicating detection). This models that during
A’s attack, i.e. the interaction with LA, no bits of ∆ leak, but after the attack
the set of bits that does leak may depend on ∆ it self.

We need a measure of how many bits a leakage agent LA leaks. We do this
via a game against an unbounded adversary A.

LeakageGame(LA,A, τ)
∆ ∈R {0, 1}τ
A(τ)↔ LA(τ)
(S, c)← LA(∆)
(gi)i∈S̄ ← A(S, (∆i)i∈S)
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Where S̄ = [τ ] \ S and A(τ)↔ LA(τ) means A and LA interact each given τ as
input.

We say that A wins if c = 1 and (∆i)i∈S̄ = (gi)i∈S̄ . Furthermore, we say that
an adversary A is optimal if she has the highest probability of any adversary
of winning LeakageGame(LA,A, τ). If there were no leakage, i.e., S = ∅, then
it is clear that an optimal A wins the game with probability exactly 2−τ . If
A is always given exactly s bits and is never detected, then it is clear that an
optimal A can win the game with probability exactly 2s−τ . This motivates
defining the number of bits leaked by LA to be leakLA

def= log2(successLA) + τ ,
where successLA is the probability that an optimal A wins the leakage game.

We say that LA is κ-secure if τ − leakLA ≥ κ, and if LA is κ-secure, then no
A can win the game with probability better than 2−κ.

We now rewrite the definition of leakLA to make it more workable. We de-
note by (LA,A)(τ) the experiment sampling (S, c) as in LeakageGame(LA,A, τ).
It is clear that an optimal A can guess all ∆i for i ∈ S̄ with probability exactly
2|S|−τ . This means that an optimal A wins with probability

τ∑
s=0

Pr ((S, c)← (LA,A)(τ) : |S| = s ∧ c = 1) 2s−τ .

To simplify this expression we define index variables Is, Js ∈ {0, 1} where Is
is 1 iff c = 1 and |S| = s and Js is 1 iff |S| = s when (S, c) ← (LA,A)(τ).
Note that Is = cJs and that

∑
s Js2s = 2|S|. So, if we take expectation over

(S, c)← (LA,A)(τ), then we get that

τ∑
s=0

Pr ((S, c)← (LA,A)(τ) : |S| = s ∧ c = 1) 2s =
τ∑
s=0

E [Is] 2s ,

where
τ∑
s=0

E [Is] 2s = E
[
τ∑
s=0

Is2s
]

= E
[
τ∑
s=0

cJs2s
]

= E
[
c

τ∑
s=0

Js2s
]

= E
[
c2|S|

]
.

Hence successLA = maxA(2−τ E
[
c2|S|

]
) and

log2(successLA) = −τ + log2 max
A

(
E
[
c2|S|

])
,

which shows that
leakLA = max

A
log2

(
E
[
c2|S|

])
.
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Honest Parties
On input start from both A and B the functionality does the following.

1. The functionality samples (Xi
0, X

i
1)i∈[`] ∈R {0, 1}2ψ`, and outputs

(Xi
0, X

i
1) to A.

2. The functionality samples (bi)i∈[`] ∈R {0, 1}` and outputs (Xi
bi
, bi)i∈[`]

to B.

Corrupt Parties
1. If A is corrupted the functionality waits for her to input (Xi

0, X
i
1)i∈[`] ∈

{0, 1}2ψ`. The functionality then outputs as above using these values.
2. If B is corrupted the functionality waits for him to input (Xi

bi
, bi)i∈[`] ∈

{0, 1}`(ψ+1). The functionality then outputs as above using these values.

Figure 3.1: The Random OT functionality FROT(`, ψ)

3.2 FROT from F∆-ROT

In this section we show how we implement the FROT as described in Figure 3.1.
To this end we introduce the notion of a ∆-ROT. In contrast to ROT, in ∆-

ROT the sender A first receives random global key ∆ and then for each ∆-ROT
A receives only one random message M i

0. The other message is defined to be
M i

1 = M i
0⊕∆. I.e. B receives random choice bit bi and messageM i

bi
= M i

0⊕bi∆.
To implement ROT it will suffice for us to consider a leaky variant of ∆-ROT.
Namely, a variant where B may learn some bits of the global key ∆. We call the
functionality that provides such leaky ∆-ROTs a LA-leaky F∆-ROT functionality
and describe it in detail Figure 3.2, where LA is a leakage agent as described
above. As long as the leakage agent LA is ψ-secure such a functionality turns
out to be enough to implement ROT.

To implement FROT using LA-leaky F∆-ROT, we notice that the F∆-ROT
functionality resembles an intermediate step of the passive-secure OT extension
protocol of [IKNP03]: F∆-ROT is a random OT, where all the sender’s messages
are correlated, so that the XOR of the messages in any OT is a constant (the
global key of the F∆-ROT). This correlation can be easily broken using the
random oracle. This idea leads to the protocol for FROT described in Figure 3.3.

Theorem 3.1. Let ψ be the security parameter. The protocol in Figure 3.3 se-
curely implements FROT(`, ψ) in the LA-leaky F∆-ROT(`, τ)-hybrid model, where
LA is ψ-secure on τ bits. The work is O(τ`)1.

Proof. Correctness is simple: we have that M i
bi

= M i
0⊕ bi∆, so Y i = H(M i

bi
) =

H(M i
0 ⊕ bi∆) = Xi

bi
. Clearly the protocol leaks no information on the bi as

there is no communication from B to A. It is therefore sufficient to look at
the case of a corrupted B∗. We are not going to give a simulation argument
but just show that Xi

1⊕bi is uniformly random to B∗ except with probability
poly(ψ)2−ψ.

Since Xi
1⊕bi = H(M i

0⊕ (1⊕ bi)∆) and H is a random oracle, it is clear that
Xi

1⊕bi is uniformly random to B∗ until B∗ queries H on Q = M i
0 ⊕ (1 ⊕ bi)∆.

1counting hashing of τ bits as O(τ) work.
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Honest Parties
On input start from both A and B the functionality does the following.

1. The functionality samples ∆ ∈R {0, 1}τ and outputs it to A.
2. For all i ∈ [`] the functionality samples bi ∈R {0, 1} and M i

0 ∈R {0, 1}τ .
3. The functionality outputs (M i

0 ⊕ bi∆, bi)i∈[`] to B and (M i
0)i∈[`] to A.

Corrupted Parties
1. If B is corrupted the functionality runs LA to sample (S, c), with B

playing the role of the adversary and where the functionality inputs ∆
to LA as its secret string. If c = 0 the functionality outputs fail to A
and terminates. Otherwise, the functionality outputs (i,∆i)i∈S to B.

2. Furthermore, if B is corrupted, the functionality waits to give output till
it receives the message (M̂ i

b̂i
, b̂i)i∈[`] from B, where M̂ i

b̂i
∈ {0, 1}τ and

b̂i ∈ {0, 1}. The functionality then sets bi = b̂i and M i
0 = M̂ i

bi
⊕ bi∆

and outputs as described above.
3. If A is corrupted, the functionality waits to give output till it receives

the message (∆̂, (M̂ i
0)i∈[`]) from A, where ∆̂, M̂ i

0 ∈ {0, 1}τ . The func-
tionality then sets ∆ = ∆̂ and M i

0 = M̂ i
0 and outputs as described

above.

Figure 3.2: The LA-leaky F∆-ROT(`, τ) functionality

1. A and B call a LA-leaky F∆-ROT(`, τ) functionality. The output to B is
(M i

bi
, bi)i∈[`]. The output to A is (∆, (M i

0)i∈[`]).
2. B computes Y i = H(M i

bi
) ∈ {0, 1}ψ and outputs (Y i, bi)i∈[`].

3. A computes Xi
0 = H(M i

0) ∈ {0, 1}ψ and Xi
1 = H(M i

0 ⊕ ∆) ∈ {0, 1}ψ and
outputs (Xi

0, X
i
1)i∈[`].

Figure 3.3: The protocol for reducing FROT(`, ψ) to LA-leaky F∆-ROT(`, ψ)

Since M i
bi

= M i
0 ⊕ bi∆ we have that Q = M i

0 ⊕ (1 ⊕ bi)∆ would imply that
M i
bi
⊕Q = ∆. So, if we let B∗ query H, say, on Q⊕M i

bi
each time it queries H

on some Q, which would not change its asymptotic running time, then we have
that all Xi

1⊕bi are uniformly random to B∗ until it queries H on ∆.
However this happens with probability at most 2−ψ by the ψ-security of

LA. Namely notice that all inputs to B∗ are independent of ∆ except for what
leakage he may get from LA. Thus, a B∗ that queries H on ∆ with probability
better than 2−ψ would contradict the ψ-security of LA.

3.3 Leaky F∆-ROT From Leaky FΓ-ROT

We now consider a functionality similar to the leaky F∆-ROT functionality, but
reversed in the sense that A plays the role of receiver and B the role of sender
and that the leakage is on the choice bits instead of the global key. We call this
functionality a leaky FΓ-ROT, and formally describe it in Figure 3.4.

The LA-leaky FΓ-ROT(τ, `) provides τ leaky Γ-ROTs with messages of length
`. It turns out that the leaky FΓ-ROT functionality is actually equivalent to the
leaky F∆-ROT functionality. I.e. given one functionality simply renaming the
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Honest Parties
On input start from both A and B the functionality does the following.

1. The functionality samples Γ ∈R {0, 1}` and outputs it to B.
2. For all i ∈ [τ ] the functionality samples ci ∈R {0, 1} and N i

0 ∈R {0, 1}τ .
3. The functionality outputs (N i

0 ⊕ ciΓ, ci)i∈[τ ] to A and (N i
0)i∈[τ ] to B.

Corrupted Parties
1. If B is corrupted the functionality runs LA to sample (S, c), with B

playing the role of the adversary and where the functionality inputs
(ci)i∈[τ ] to LA as its secret string. If c = 0 the functionality outputs fail
to B and terminates. Otherwise, the functionality outputs (i, ci)i∈S to
B.

2. As in the Figure 3.2 any corrupted player is allowed to specify the value
of its output.

Figure 3.4: The LA-leaky FΓ-ROT(τ, `) functionality

outputs of gives us the other, as demonstrated in Figure 3.5. We say this more
formally in Theorem 3.2.

1. A and B invoke a LA-leaky FΓ-ROT(τ, `) functionality. A learns (N i
ci , ci)i∈[τ ]

and B learns (Γ, (N i
0)i∈[τ ]).

2. B lets bj be the j’th bit of Γ and M j
bj

the string consisting of the j’th bits
from all the strings N i

0, i.e. M
j
bj

= N1
0,j ||N2

0,j || . . . ||N `
0,j .

3. A lets ∆ be the string consisting of all the bits ci, i.e. ∆ = c1||c2|| . . . ||cτ ,
and lets M j

0 be the string consisting of the j-th bits from all the strings N i
ci ,

i.e. M j
0 = N1

c1,j
||N2

c2,j
|| . . . ||Nτ

cτ ,j
. a

aIt may be easier to think of this renaming in terms of bit matrices as in (3.1)

Figure 3.5: Protocol reducing LA-leaky F∆-ROT(`, τ) to LA-leaky FΓ-ROT(τ, `)

Theorem 3.2. For all `, τ and LA the LA-leaky F∆-ROT(`, τ) and FΓ-ROT(τ, `)
functionalities are linear locally equivalent, i.e., can be implemented given the
other in linear time without interaction.

Proof. The first direction (reducing leaky F∆-ROT to FΓ-ROT) is shown in Fig-
ure 3.5. The other direction (FΓ-ROT to F∆-ROT) will follow by the fact that
the renamings are reversible in linear time. One can easily verify that for all
j ∈ [`], M j

bj
is the correct message given choice bit bj and the values M j

0 and
∆, i.e. M j

bj
= M j

0 ⊕ bj∆. This is perhaps easiest seen by viewing the renaming
described in Figure 3.5 in terms of bit matrices where the strings N i

c,Γ ∈ {0, 1}`
are viewed as column vectors and strings M j

b ,∆ ∈ {0, 1}τ are viewed as row
vectors. Taking this view the following holds
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N1
c1 . . . N τ

cτ

 =

N1
0 . . . N τ

0

⊕
c1Γ . . . cτΓ



=


M1
b1...

M `
b`

⊕
 b1∆

...
b`∆

 (3.1)

=

 M1
0
...
M `

0

 ∈ {0, 1}`×τ ,
where the first equality is by definition of FΓ-ROT and the second is by

design of the protocol in Figure 3.5.
It is easy to verify (as the protocol only consists of renamings) that leakage

on the choice bits ci is equivalent to leakage on the global key ∆ under this
transformation. Giving a simulation argument is then straight forward when
LA is the same for both functionalities.

Note that doing this simple renaming we turn a LA-leaky FΓ-ROT(`, τ) func-
tionality into a LA-leaky F∆-ROT(τ, `) functionality. If we choose ` = poly(ψ)
this means that we can turn τ leaky Γ-ROTs into a very larger number (`)
of leaky ∆-ROTs. I.e. implementing the leaky FΓ-ROT functionality for a ψ-
secure leakage agent LA on τ = O(ψ) bits, using only FOT(τ, `) we have our
OT-extension protocol. In the following section we give such an implementation
of the leaky FΓ-ROT functionality.

3.4 A Protocol For leaky FΓ-ROT

In this section we show how to construct leaky FΓ-ROT from FOT. The protocol
ensures that most of the choice bits are kept secret.

The main idea of the protocol, described in Figure 3.6, is the following: B
and A run many OTs using an FOT functionality. In the i’th OT B inputs
messages N i

0 and N i
1 and A inputs choice bit ci. An honest B sets her messages

so that N i
0⊕N i

1 = Γ for all i. To test that B used the same value for Γ in every
OT the parties randomly partition the OTs into pairs. Say that one such pair
consists of the i’th and j’th OT. A then sends d = ci ⊕ cj to B and computes
D = N i

ci⊕N
i
cj . If B is honest she can also compute D as D = N i

0⊕N i
0⊕dΓ. On

the other hand if she used different values for Γ in the i’th and j’th OT she can
guess D with at most probability 1

2 , as we shall demonstrate below. Therefore,
to test that B behaved honestly the parties can use the FEQ functionality to
test that they are both able to compute D. As A reveals ci⊕ cj , they waste the
j’th OT and only use the output of the i’th OT as output from the protocol—as
cj is uniformly random ci⊕ cj leaks no information on ci. Note that we cannot
simply let B reveal the D, as a malicious A could send d = 1 ⊕ ci ⊕ cj : this
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would allow A to learn both D and D ⊕ Γ, thus leaking Γ. Using FEQ forces
a A who uses this attack to guess a random message he did not see, which he
can do only with negligible probability 2−`.

1. B samples Γ ∈R {0, 1}` and for i = 1, . . . , 2τ samples N i
0 ∈R {0, 1}`.

2. A samples (c1, . . . , c2τ ) ∈R {0, 1}2τ .
3. The parties run a FOT(2τ, `) functionality, where for i = 1, . . . , 2τ B inputs

messages N i
0 and N i

0⊕Γ. A inputs choice bit ci and receives N i
ci = N i

0⊕ ciΓ.
4. A picks a uniformly random pairing π (a permutation π : [2τ ] → [2τ ] where
∀i, π(π(i)) = i), and sends π to B. Given a pairing π, let Sπ = {i|i ≤ π(i)},
i.e., for each pair, add the smallest index to Sπ.

5. For all τ indices i ∈ Sπ:
(a) A announces di = ci ⊕ cπ(i).
(b) A computes Di = N i

ci ⊕N
j
cj and B computes D̂i = N i

0 ⊕N
j
0 ⊕ diΓ.

The parties then compare the strings (Di)i∈Sπ and (D̂i)i∈Sπ using FEQ(τ`)
and abort if they are different. Otherwise the protocol continues.

6. B outputs (Γ, (N i
0)i∈Sπ ) and A outputs (N i

ci , ci)i∈Sπ .

Figure 3.6: The protocol for reducing FΓ-ROT(τ, `) to FOT(2τ, `) and FEQ(τ`).

Theorem 3.3 tell us that the protocol in Figure 3.6. The proving this will
take a lot of work and therefore, we push the proof to Section 3.5 and immedi-
ately present Cor. 3.2 summing up the results of this chapter so far.

Theorem 3.3. Let κ = 3
4τ , and let LA be a κ-secure leakage agent on τ bits.

The protocol in Figure 3.6 securely implements LA-leaky FΓ-ROT(τ, `) in the
(FOT(2τ, `),FEQ(τ`))-hybrid model. The communication is O(τ). The work is
O(τ`).

Corrollary 3.1. Let ψ denote the security parameter and let ` = poly(ψ).
The functionality FROT(`, ψ) can be reduced to (FOT(8

3ψ,ψ),FEQ(ψ)). The
communication is O(`ψ) and the work is O(ψ`).

Proof. Combining Theorem 3.1, 3.2 and 3.3 and setting τ = 4
3ψ we have that

FROT(`, ψ) can be reduced to (FOT(8
3ψ, `),FEQ(4

3ψ`)) with communication
O(`ψ) and work O(ψ`). For any polynomial `, we can implement FOT(8

3ψ, `)
given FOT(8

3ψ,ψ) and a pseudo-random generator prg : {0, 1}ψ → {0, 1}`.
Namely, seeds are sent using the OTs and the prg is used to one-time pad en-
crypt the messages. The communication is 2`. If we use the RO to implement
the pseudo-random generator and count the hashing of ψ bits as O(ψ) work,
then the work is O(`ψ) (using `/ψ calls to H to expand ψ bit seeds to ` bits).
We can implement FEQ(4

3ψ`) by comparing short hashes produced using the
RO. The work is O(ψ`) (using 4

3` calls to H to hash the 4
3ψ`-bit string down

to ψ-bits).

Since the oracles (FOT(8
3ψ,ψ),FEQ(ψ)) are independent of `, the cost of

essentially any reasonable implementation of them can be amortized away by
picking ` large enough.
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3.5 Proof Of Theorem 3.3

In this section we give the full proof of Theorem 3.3. The cases where no party
is corrupted and where A is corrupted is straight forward, so we will focus on
the case of corrupted B∗.

The proof goes via a two intermediary functionalities, each modelling a dif-
ferent aspect of the intuition given in Section 3.4. Between these intermediate
functionality we show linear reducibility. We will then construct a specific leak-
age agent LA so that the LA-leaky FΓ-ROT is linearly reducible to the interme-
diate functionalities. Finally the proof concludes by showing that this leakage
agent LA is κ-secure. Before we get into the proof we will present convenient
way to model the protocol of Figure 3.6.

Modeling The Protocol

It will be helpful to model the protocol in Figure 3.6 in terms of balls colored
by B∗. More specifically with each pair of messages N i

0 and N i
1 input to FOT

by B∗ we associate a ball i. If N i
0 ⊕N i

1 = Γi, then we associate with Γi a color
in [2τ ], say j, and say that B∗ colors ball i with the color j. Since there is
2τ message pair (N i

0, N
i
1) in the protocol there can be at most 2τ balls of 2τ

different colors. We will denote by col the coloring function col : [2τ ] → [2τ ]
that maps each ball to its color. An honest B picks a single Γ and for all i ∈ [2τ ]
picks messages so that N i

0 ⊕N i
1 = Γi = Γ. I.e. an honest B will color all balls

with the same color, so in this case col is a constant function. A corrupted B∗,
on the other hand, can use any coloring function col.

Let col0, . . . , col2τ−1 be the possible colors, then for a coloring function col
we will let Ci be the set of balls of color coli, i.e. Ci = {j ∈ [2τ ]| col(j) = coli}.
Without loss of generality we will let col0 be most common color of col, i.e.
|C0| ≥ |Ci| for all i ∈ [2τ ]. We will sometimes refer to the value Γ associated
with col0 as the right value and all other Γ′ 6= Γ as being wrong.

The pairing π used in the protocol defines pairs of balls. That is, each ball
j ∈ [2τ ] is paired with π(j). If we let S = Sπ = {i|i ≤ π(i)} as in Figure 3.6
we can view each i ∈ S as representing the pair of balls (i, π(i)). Furthermore,
we will define the setM =Mπ,col ⊆ S to be the set representing mismatched
pairs, i.e. M = {i ∈ S| col(i) 6= col(π(i))}. In the protocol i ∈ M corresponds
to the situation where for the two messages pairs (N i

0, N
i
1) and (Nπ(i)

0 , N
π(i)
1 )

we have
N i

0 ⊕N i
1 6= N

π(i)
0 ⊕Nπ(i)

1 .

It will also be useful to define the set N = Nπ,col to be the subset of matched
pairs in S \M which are not of color col0, i.e. N = {i ∈ S \M| col(i) 6= col0}.
In the protocol i ∈ N corresponds to the situation where for the two messages
pairs (N i

0, N
i
1) and (Nπ(i)

0 , N
π(i)
1 ) we have

N i
0 ⊕N i

1 = N
π(i)
0 ⊕Nπ(i)

1 = Γ′ ,

but Γ′ is not the value associated with col0.
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In other wordsM and N are the pairs where B∗ deviated from the protocol.
For each i ∈ N B∗ will not get caught, while for i ∈M B∗ will get caught with
probability 1

2 as we shall show below.

Intermediate Functionality 1

We now present our first intermediate functionality FIB1. This functionality
captures the idea that a corrupted B∗ can only get away with using a few
different values of Γ.

To see this let i ∈ Sπ and j = π(i) and note that if B∗ chose the two message
pairs (N i

0, N
i
1) and (N j

0 , N
j
1 ) so that

Γi = N i
0 ⊕N i

1 6= N
π(i)
0 ⊕Nπ(i)

1 = Γj ,

i.e. i ∈M, then A computes

Di = N i
ci ⊕N

j
cj

= (N i
0 ⊕ ciΓi)⊕ (N j

0 ⊕ cjΓj)
= (N i

0 ⊕N
j
0 )⊕ (ci ⊕ cj)Γj ⊕ ci(Γi ⊕ Γj)

= (N i
0 ⊕N

j
0 )⊕ diΓj ⊕ ci(Γi ⊕ Γj)

Since (Γi ⊕ Γj) 6= 0` and ci ⊕ cj is fixed by announcing di, guessing this Di is
equivalent to guessing ci. As B∗ only knows N i

0, N
j
0 ,Γi,Γj and di, all of which

are independent of ci, she can guess ci with probability at most 1
2 . If B∗ cheats

and uses many different values of Γ, then with high probability the pairing π
will be such that there are many pairs where Γi 6= Γπ(i), and B∗ will get caught
with high probability. However, if she uses only few values of Γ she might pass
the test.

This corresponds to saying that for B∗ to get away with using coloring
function col, she must guess ci for all i ∈ M. I.e. B∗ gets away with using col
with probability at most 2−|M|. Therefore, she is not likely to get away with
using a coloring function that colors the balls many different colors, because
such a coloring will result in |M| being large with high probability.

Lemma 3.1. The protocol in Figure 3.6 implements FIB1 in the (FOT(2τ, `),
FEQ(τ`))-hybrid model. I.e. FIB1 is linear reducible to (FOT(2τ, `),FEQ(τ`)).

Proof. By observing B∗’s inputs to the OTs, the simulator learns all (N i
0, N

i
1).

Let Li = N i
0 and Γi = N i

0 ⊕N i
1.

Let f be the number of distinct values in (Γi)2τ
i=1 and pick distinct Λ1, . . . ,Λf

and col : [2τ ] → [2τ ] so that Γi = Λcol(i). For i = f + 1, . . . , 2τ pick the
remaining Λi ∈ {0, 1}` in any arbitrary way (these will not be used anyway).
By construction

N i
1 = Li ⊕ Γi

= Li ⊕ Λcol(i) .
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Honest-Parties
As in the leaky FΓ-ROT functionality.

Corrupted Parties
1. If A is corrupted: As in the leaky FΓ-ROT functionality.
2. (a) If B∗ is corrupted, the functionality waits to give output till B∗

inputs (colors, col, (Λi, Li)i∈[2τ ]), where Li,Λi ∈ {0, 1}` and col is
a coloring function.

(b) Then the functionality samples a uniformly random pairing π :
[2τ ] → [2τ ] and outputs (pairs, π) to B∗. Let S = Sπ and let
M =Mπ,col.

(c) The functionality then waits for B∗ to input (guess, (gi)i∈M).
(d) The functionality samples (ci)i∈[2τ ] ∈R {0, 1}2τ . Then the func-

tionality lets c = 1 if gi = ci for all i ∈ M, otherwise it lets c = 0.
If c = 0 the functionality outputs fail to A and terminates. Oth-
erwise, for i ∈ S it computes N i

ci = Li ⊕ ciΛcol(i) and outputs
(N i

ci , ci)i∈S to A.

Figure 3.7: The First Intermediate Functionality FIB1

Input (colors, col, (Λi, Li)i∈[2τ ]) to FIB1 on behalf of B∗ and receive (pairs, π).
Send π to B∗ as if coming from A along with uniformly random {di}i∈S .

Then observe the inputs D̂i from B∗ to the FEQ functionality. The simulator
must now pick the guesses gi for i ∈ M. Note that i ∈ M implies that
Λcol(i) 6= Λcol(π(i)), which means that Γi 6= Γπ(i). We use this to pick gi, as
follows: after seeing di, B∗ knows that ci = di⊕ cπ(i). Hence an honest A would
input to the comparison the following value for Di depending on ci

Di(ci) = (Li ⊕ Lπ(i))⊕ diΛcol(π(i)) ⊕ ci(Λcol(i) ⊕ Λcol(π(i))) .

As Λcol(i) 6= Λcol(π(i)) we have Di(0) 6= Di(1). Thus if B∗’s input to the FEQ

functionality D̂i is equal to Di(0) (resp. Di(1)), the simulator sets gi = 0 (resp.
gi = 1). If the simulator is able to set all (gi)i∈[τ ] in this manner, i.e. all D̂i equal
either Di(0) or Di(1), it inputs (guess, (gi)i∈[τ ]) to the F(IB1) functionality.
Otherwise, the simulator outputs fail and aborts.

Notice that in the real world protocol, if gi = ci, then Di = Di(gi) = D̂i

and B∗ passes the test. If gi 6= ci, then Di = Di(1 ⊕ gi) 6= D̂i and B∗ fails the
test. So, the protocol and the simulation fails on the same event. Note then
that when the functionality does not fail, then it outputs

Li ⊕ ciΛcol(i) = N i
0 ⊕ ciΓi

= N i
0 ⊕ ci(N i

0 ⊕N i
1)

= N i
ci ,

exactly as the protocol. Hence the simulation is perfect.
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Intermediate functionality 2

The second intermediate functionality FIB2 in Figure 3.8 captures the idea that
an adversary that gets away with using multiple values of Γ is equivalent to one
that only uses a single value of Γ but instead learns some of A’s choice bits ci.

To see this first recall that we above showed that for B∗ to get away with
using multiple values of Γ she must guess all ci for i ∈ M. Doing so confirms
her guess on ci, so if she passes the test she learns these ci. Now we can let Γ
be the value associated with the most common color col0. Assume then that
B∗ cheated and for some i (not necessarily inM) used a message pair (N i

0, N
i
1)

where N i
0 ⊕N i

1 = Γ′ 6= Γ. We can explain this as an honest run: If ci = 0, the
run is equivalent to B∗ having inputted (N i

0, N
i
0 ⊕ Γ), as A gets no information

on the second message when ci = 0 (by privacy of FOT). If ci = 1, then the run
is equivalent to having input message (N i

1⊕Γ, N i
1) as A gets no information on

the first message when ci = 1. So, any cheating strategy of B∗ can be simulated
by letting her honestly use the same Γ in all message pairs and then let her try
to guess the bits ci for i ∈M. If her guess is incorrect, the deviation is reported
to A. If her guess is correct, she is told so and the deviation is not reported to
A.

Note that in order to make the simulation work using this idea the simulator
must know ci for all i ∈ S where col(i) 6= col0 even if i 6∈ M, i.e. it must know
ci for all i ∈M∪N . Thus to make the simulation work functionality FIB2 will
leak the bits ci i ∈ N "for free".

Honest-Parties
As in the leaky FΓ-ROT functionality.

Corrupted Parties
1. If A is corrupted: As in the leaky FΓ-ROT functionality.
2. If B∗ is corrupted:

(a) The functionality waits to give output till B∗ inputs (colors, col)
where col is a coloring function.

(b) The functionality samples a uniformly random pairing π : [2τ ] →
[2τ ] and outputs (pairs, π) to B∗. Let S = Sπ, M = Mπ,col and
N = Nπ,col.

(c) The functionality then waits for B∗ to input (guess, (gi)i∈M).
(d) The functionality samples (ci)i∈[2τ ] ∈R {0, 1}2τ . Then the func-

tionality lets c = 1 if gi = ci for all i ∈ M, otherwise it lets
c = 0. If c = 0 the functionality outputs fail to A and terminates.
Otherwise, the functionality determines col0 and for i ∈ N , the
functionality outputs (i, ci) to B∗.

(e) The functionality waits for B∗ to input (Γ, (Li)i∈[2τ ]) where Γ, Li ∈
{0, 1}`.

(f) For i ∈ S the functionality computes N i
ci = Li ⊕ ciΓ and outputs

(N i
ci , ci)i∈S to A.

Figure 3.8: The Second Intermediate Functionality FIB2

Lemma 3.2. FIB2 is linear locally reducible to FIB1.
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Proof. To implement FIB2 simply call FIB1. Note that the simulator must sim-
ulate FIB2 to the environment and fully controls the FIB1 towards the corrupted
B∗.

First the simulator observes the input (colors, col, (Λi, Li)i∈2τ ) of B∗ to
FIB1 and inputs (colors, col) to FIB2. FIB2 outputs (pairs, π) and the simu-
lator inputs (pairs, π) to B∗ on behalf of FIB1, and computesM as FIB1 and
FIB2 would have done. Then the simulator observes the input (guess, (gi)i∈M)
from B∗ to FIB1 and inputs (guess, (gi)i∈M) to FIB2. If FIB2 outputs fail to A
the simulation is over, and it is perfect as FIB1 and FIB2 fail based on the same
event. If FIB2 does not fail it determines col0 and for i ∈ M, if col(i) 6= col0,
the functionality outputs (i, ci) to the simulator. Note that the simulator can
also determine col0 from col.

Now let Γ = Λcol0 and for i ∈ M ∪ N , if col(i) = col0, let L′i = Li. Then
for i ∈ M ∪ N , if col(i) 6= col0, let L′i = (Li ⊕ ciΛcol(i)) ⊕ ciΓ. Finally input
(Γ, (L′i)i∈[2τ ]) to FIB2.

As a result FIB2 will for i ∈ S where col(i) = col0, output L′i ⊕ ciΓ =
Li ⊕ ciΛcol0 , and for for i ∈ S where col(i) 6= col0 it will output L′i ⊕ ciΓ =
Li⊕ ciΛcol(i). Hence FIB2 gives exactly the outputs that FIB1 would have given
after interacting with B∗, giving a perfect simulation.

The Leakage Agent

Finally we now specify a leakage agent LA so that the LA-leaky FΓ-ROT func-
tionality is equivalent to FIB2.

The interaction between LA and the adversary is as follows.

1. LA waits for the adversary to input (colors, col) where col is a function
[2τ ]→ [2τ ].

2. Then LA outputs (pairs, π) to the adversary, where π : [2τ ] → [2τ ] is a
uniformly random pairing as defined above.

3. LA waits for the adversary to input (guess, (gi)i∈Mπ,col).

After this interaction and on input (ci)i∈[τ ] ∈ {0, 1}τ the leakage agent LA
does the following. Here we let Π : S → [τ ] be an order preserving function
(simply to map S onto [τ ]).

1. LA computesM =Mπ,col and N = Nπ,col. If
∧
i∈M(gΠ(i) = ci) sets c = 1,

otherwise it sets c = 0.

2. LA computes S = {j = Π(i)|i ∈M∪N} and outputs (c, S).

Notice that when we define LA in this way FIB2 and LA-leaky FΓ-ROT is
exactly the same. Therefore we trivially get the following.

Lemma 3.3. For LA as defined above the LA-leaky FΓ-ROT(τ, `) functionality
is linear locally equivalent to the FIB2 functionality.

And this leads us to the following theorem.
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Theorem 3.4. For LA as defined above LA-leaky FΓ-ROT(τ, `) is linear reducible
to (FOT(2τ, `),FEQ(τ`)).

Proof. This follows from Lemma 3.1, 3.2 and 3.3 and by the transitivity of
linear local reducibility.

What remains then to complete the proof of Theorem 3.3 is to prove that
LA defined in this way is κ = 3

4τ -secure.

Lemma 3.4. Let B∗ be an adversary playing in LeakageGame(LA,B∗, τ). As-
sume that during the interaction between B∗ and LA, B∗ inputs (colors, col)
and LA outputs (pairs, π). Let S = Sπ, M = Mcol,π and N = Ncol,π. Then
the success probability of B∗ is at most 2−|S\N|.

Proof. Let S ′ = Π(S), M′ = Π(M) and N ′ = Π(N ), i.e. S ′,M′ and N ′ are
essentially the same sets as S,M and N only mapped to interval [τ ] instead of
[2τ ]. In order for B∗ to win the game LA must set c = 1. For this to happen B∗
must guess the uniformly random bits (ci)i∈M′ . This happens with probability
2−|M|. Furthermore, to win B∗ must also guess the bits (ci)i∈S′\(M′∪N ′). This
happens with probability 2−|S\(M∪N )|. Since the sets M and N are disjoint,
this gives a total success probability of 2−|S\N|.

Now let π be chosen uniformly at random. It is then easy to see that the
probability of B∗ winning LeakageGame(LA,B∗, τ) when she picks a coloring
col is at most

successcol =
τ∑
p=0

Pr (|S \ N | = p) 2−p .

For each size p, let Pp be an index variable which is 1 if |S \ N | = p and
0 otherwise. Note that E [Pp] = Pr (|S \ N | = p), and note that

∑τ
p=0 Pp2−p =

2−|S\N| as Pp = 0 for p 6= |S \ N | and Pp = 1 for p = |S \ N |. Then

successcol =
τ∑
p=0

Pr (|S \ N | = p) 2−p

=
τ∑
p=0

E [Pp] 2−p

= E

 τ∑
p=0

Pp2−p


= E
[
2−|S\N|

]
.

Now since φ(x) = 2−x is a concave function we have by Jensen’s inequality
that

successcol = E
[
2−|S\N|

]
≤ 2−E[|S\N |] .
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It follows that if we can compute m0 = mincol(E [|Sπ \ Nπ,col|]), then 2−m0

is an upper bound on the success probability of any adversary B∗. Thus if we
can show that m0 ≥ 3

4τ we have that LA is κ = 3
4τ -secure. We give this bound

in Lemma 3.5.

Lemma 3.5. For uniformly random pairing π we have

E [|Sπ \ Nπ,col|] ≥
3
4τ = κ ,

for any coloring function col.

Proof. Let coli for i ∈ [2τ − 1] denote each of the colors different from col0.
Furthermore, let Ci be the balls in [2τ ] of color coli, i.e., Ci = {j ∈ [2τ ]| col(j) =
coli}. Also consider each ball j such that j or π(j) is in S \N . Denote this set
B, i.e.,

B = |{j ∈ [2τ ]|{j, π(j)} ∩ (S \ N ) 6= ∅} .

Note that by definition of S only one ball, j or π(j), can be in S \N . Therefore,
if we count the balls in B we find that |B| = 2|(S \ N )|. I.e. in counting the
size of B we count each member of S twice.

Now note that the set of all balls [2τ ] is a disjoint union of C0, . . . , C2τ−1.
This means that we can write

|S \ N | = 1
2 |B| =

1
2

2τ−1∑
i=0
|Ci ∩B| .

Hence we have that

E [|S \ N |] = 1
2

2τ−1∑
i=0

E [|Ci ∩B|] .

We will use this to get a bound on E [|S \ N |].
By definition of N and S the set S \ N is the set of pairs that are either

mismatched or of color col0. This means that

|C0 ∩B| = |C0| .

Furthermore, it means that for all i ∈ [2τ − 1] and each j ∈ Ci we have that
j ∈ Ci ∩ B iff col(j) 6= col(π(j)). Since π(j) is uniform in [2τ ] \ {j} and there
are a total of |Ci| − 1 balls of color coli in [2τ ] \ {j} we have that

Pr (j ∈ Ci ∩B) = (2τ − 1)− (|Ci| − 1)
2τ − 1 = 2τ − |Ci|

2τ − 1 .

This implies that

E [|Ci ∩B|] = |Ci|
2τ − |Ci|
2τ − 1 = (2τ |Ci| − |Ci|2) 1

2τ − 1 ,
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and hence
2τ−1∑
i=1

E [|Ci ∩B|] = 1
2τ − 1

2τ−1∑
i=1

(2τ |Ci| − |Ci|2)

= 1
2τ − 1(2τ

2τ−1∑
i=1
|Ci| −

2τ−1∑
i=1
|Ci|2)

= 1
2τ − 1(2τ(2τ − |C0|)−

2τ−1∑
i=1
|Ci|2) ,

where the last equation follows from
∑2τ−1
i=0 |Ci| = 2τ . Combining the above

equations we have that

2τ−1∑
i=0

E [|Ci ∩B|] = |C0|+
1

2τ − 1(2τ(2τ − |C0|)−
2τ−1∑
i=1
|Ci|2)

= |C0| −
2τ

2τ − 1 |C0|+
1

2τ − 1(4τ2 −
2τ−1∑
i=1
|Ci|)

= − 1
2τ − 1 |C0|+

1
2τ − 1(4τ2 −

2τ−1∑
i=1
|Ci|2)

= 4τ2

2τ − 1 −
1

2τ − 1(|C0|+
2τ−1∑
i=1
|Ci|2) .

To minimize this expression we have to maximize |C0| +
∑2τ−1
i=1 |Ci|2. Recall

that col0 is defined to be the most common color, so we must have |C0| ≥
|Ci| for i > 0. Under this restriction it is easy to see that |C0| +

∑2τ−1
i=1 |Ci|2

is maximal when |C0| = |C1| = τ and |C2| = · · · |C2τ | = 0, in which case
|C0|+

∑2τ−1
i=1 |Ci|2 = τ + τ2. So,

E [|S \ N |] = 1
2

2τ−1∑
i=0

E [|Ci ∩B|]

= 1
2

(
4τ2

2τ − 1 −
1

2τ − 1(τ + τ2)
)

= 1
2

(
3τ2 − τ
2τ − 1

)

= 1
2τ

3τ − 1
2τ − 1 >

1
2τ

3τ
2τ = 3

4τ = κ

3.6 F∆-ROT From Leaky F∆-ROT

Finally we will give a functionality F∆-ROT which does not leak any bits of the
global key. I.e. the LA-leaky F∆-ROT functionality where LA is the leakage
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agent that leaks nothing. This functionality will be useful in Chapter 4 when
we prove security of the TinyOT protocol. We present the non-leaky F∆-ROT
functionality in Figure 3.9.

Honest Parties
On input start from both A and B the functionality does the following.

1. The functionality samples ∆ ∈R {0, 1}τ and outputs it to A.
2. For all i ∈ [`] the functionality samples bi ∈R {0, 1} and M i

0 ∈R {0, 1}τ .
3. The functionality outputs (M i

0 ⊕ bi∆, bi)i∈[`] to B and (M i
0)i∈[`] to A.

Corrupted Parties
1. If B is corrupted, the functionality waits to give output till it receives

the message (M̂ i
b̂i
, b̂i)i∈[`] from B, where M̂ i

b̂i
∈ {0, 1}τ and b̂i ∈ {0, 1}.

The functionality then sets bi = b̂i and M i
0 = M̂ i

bi
⊕ bi∆ and outputs

as described above.
2. If A is corrupted, the functionality waits to give output till it receives

the message (∆̂, (M̂ i
0)i∈[`]) from A, where ∆̂, M̂ i

0 ∈ {0, 1}τ . The func-
tionality then sets ∆ = ∆̂ and M i

0 = M̂ i
0 and outputs as described

above.

Figure 3.9: The F∆-ROT(`, τ) functionality

In Figure 3.10 we describe a protocol which takes a leaky F∆-ROT function-
ality, where one quarter of the bits of the global key might leak, and amplifies
it to the non-leaky F∆-ROT functionality. We prove the following theorem.

1. The parties invoke a LA-leaky F∆-ROT(`, τ) with τ = 22
3 ψ. The output to A

is (M̂ i
bi
, bi)i∈[`]. The output to B is (∆̂, (M̂ i

0)i∈[`]).
2. B samples A ∈R {0, 1}ψ×τ , a random binary matrix with ψ rows and τ

columns, and sends A to A.
3. A computes M i

bi
= AM̂ i

bi
∈ {0, 1}ψ and outputs (M i

bi
, bi)i∈[`].

4. B computes ∆ = A∆̂ and M i
0 = AM̂ i

0 and outputs (∆, (M̂ i
0)i∈[`]).

Figure 3.10: Protocol for reducing F∆-ROT(`, ψ) to LA-leaky F∆-ROT(`, τ).

Theorem 3.5. Let τ = 22
3 ψ and LA be a

(
3
4τ
)
-secure leakage agent on τ bits.

The protocol in Figure 3.10 securely implements F∆-ROT(`, ψ) in the LA-leaky
F∆-ROT(`, τ)-hybrid model with security parameter ψ. The communication is
O(ψ2) and the work is O(ψ2`).

Correctness of the protocol is straight forward: We have that

M̂ i
bi = M̂ i

0 ⊕ bi∆̂ ,

so
M i
bi = AM̂ i

bi = AM i
0 ⊕ biA∆̂ = M i

0 ⊕ bi∆.

In addition it is clear that the protocol leaks no information on the bi’s to B:
there is only communication from B to A. It is therefore sufficient to look at
the case where A is corrupted. To prove security against corrupted A∗ we will
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prove that ∆ is uniformly random in the view of A∗ except with probability
22−ψ.

When we say that ∆ is uniform to A∗ we mean that ∆ is uniformly ran-
dom in {0, 1}ψ and independent of the view of A∗. When we say except with
probability 22−ψ we mean that there exists a failure event F for which it holds
that:

1. F occurs with probability at most 22−ψ.

2. When F does not occur, then ∆ is uniform to A∗.

To prove this we consider the following experiment LeakExp. Assuming
that LA is a leakage agent on τ bits which is κ-secure LeakExp corresponds to
the leakage on ∆̂ a corrupt A∗ receives during the protocol.

LeakExp(LA,A∗)
∆ ∈R {0, 1}τ
A∗(τ)↔ LA(τ)
(S, c)← LA(∆)
A ∈R {0, 1}ψ×τ
Input A to A∗
Output ∆ = A∆̂

To show that ∆ is uniform to A∗, we give the following three technical
lemmas on on LeakExp.

For a subset S ⊂ [τ ] of the column indices, let AS be the matrix where
column j is equal to the j’th column of A if j ∈ S, and column j is the 0 vector
if j 6∈ S. We say that we blind out column j with 0’s if j 6∈ S. Similarly, for a
column vector v we use the notation vS to mean that we set all indices vi where
i 6∈ S to be 0. Note that AvS = ASv = ASvS .

Lemma 3.6. Let S and A be the values sampled in LeakExp(LA,A∗). If AS̄

spans {0, 1}ψ, then ∆ is uniform to A∗.

Proof. We start by making two simple observations. First of all, if A∗ learns ∆̂j

for j ∈ S, then it learns ∆̂S2, so it knowsA∆̂S = AS∆̂. The second observation
is that A∆̂ = AS∆̂+AS̄∆̂, as A = AS +AS̄ . The lemma follows directly from
these observations and the premise: We have that AS̄∆̂ is uniformly random
in {0, 1}ψ when the columns of AS̄ span {0, 1}ψ. Since AS̄∆̂ = A∆̂S̄ and ∆̂S̄

is uniformly random and independent of the view of A∗ it follows that AS̄∆̂
is uniformly random and independent of the view of A∗. Since only AS∆̂ is
known by A∗ it follows that AS∆̂+AS̄∆̂ is uniform to A∗. The proof concludes
by using that ∆ = AS∆̂ + AS̄∆̂.

Lemma 3.7. Let n = 9
2ψ, α = 44

27 and κ = 3
4τ s.t. τ = αn and LA is κ-secure.

Let W be the event that |S| ≥ τ − n and c = 1 (where S and c are sampled as
in LeakExp(LA,A∗)). Then Pr (W ) ≤ 2−ψ.

2Here we are looking at the string ∆̂ as a column vector of bits.
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Proof. Without loss of generality we can assume that A∗ interacts optimally
with LA, i.e., log2(E

[
c2|S|

]
) = leakLA. Since LA is κ secure on τ bits, it follows

that leakLA ≤ τ − κ = 1
4τ . This gives that

E
[
c2|S|

]
≤ 2

1
4 τ , (3.2)

which we use later.
Now let W̄ be the event that W does not happen. By the properties of

conditional expected value we have that

E
[
c2|S|

]
= Pr (W ) E

[
c2|S||W

]
+ Pr

(
W̄
)

E
[
c2|S||W̄

]
.

When W happens, then |S| ≥ τ − n = (α − 1)n and c = 1, so c2|S| = 2|S| ≥
2(α−1)n. This gives that

E
[
c2|S||W

]
≥ 2(α−1)n .

Hence
E
[
c2|S|

]
≥ Pr (W ) 2(α−1)n .

Combining with (3.2) we get that

Pr (W ) ≤ 2
1
4 τ−(α−1)n .

It is, therefore, sufficient to show that 1
4τ−(α−1)n = −ψ, which can be verified

to be the case by definition of τ, α, n and ψ.

Lemma 3.8. As above let n = 9
2ψ. Furthermore, let x1, . . . , xn ∈R {0, 1}ψ.

Then x1, . . . , xn spans {0, 1}ψ except with probability 21−ψ.

Proof. Define random variables Y1, . . . , Yn where Yi = 0 if x1, . . . , xi−1 spans
{0, 1}ψ or the span of x1, . . . , xi−1 does not include xi. Let Yi = 1 in all other
cases. Note that if x1, . . . , xi−1 spans {0, 1}ψ, then Pr (Yi = 1) = 0 ≤ 1

2 and
that if x1, . . . , xi−1 does not span {0, 1}ψ, then they span at most half of the
vectors in {0, 1}ψ and hence again Pr (Yi = 1) ≤ 1

2 . This means that it holds
for all Yi that Pr (Yi = 1) ≤ 1

2 independently of the values of Yj for j 6= i. This
implies that if we let Y =

∑n
i=1 Yi, then

Pr (Y ≥ 1
2(a+ n)) ≤ 2e−a2/2n ,

using the random walk bound. Namely, letXi = 2Yi−1. ThenXi ∈ {−1, 1} and
it holds for all i that Pr (Xi = 1) ≤ 1

2 independently of the other Xj . If the Xi

had been independent and Pr (Xi = 1) = Pr (Xi = −1) = 1
2 , and X =

∑n
i=1Xi,

then the random walk bound gives that

Pr (X ≥ a) ≤ 2e−a2/2n .

Since we have that Pr (Xi = 1) ≤ 1
2 independently of the other Xj , the upper

bound applies also to our setting. Then use that X = 2Y − n.
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If we let a = 5
2ψ, then

1
2(a+ n) = 7

2ψ = n− ψ

and
2e−a2/2n = 2e−( 5

2ψ)2
/2 9

2ψ = 2e−
25
36ψ ,

and e−
25
36 < 1

2 . It follows that Pr (Y ≥ n− ψ) ≤ 21−ψ. When Y ≤ n− ψ, then
Yi = 0 for at least ψ values of i. This is easily seen to imply that x1, . . . , xn
contains at least ψ linear independent vectors.

Given the lemmas above we are now ready to conclude the proof of Theo-
rem 3.5 for corrupt A∗.

Proof. As mentioned above we will not give a simulation argument but just
prove that ∆ is uniformly random in the view of a corrupt A∗ except with
probability 22−ψ. Turning this argument into a simulation argument is straight
forward.

Recall that W is the event that |S| ≥ τ − n and c = 1. By Lemma 3.7 we
have that Pr (W ) ≤ 2−n ≤ 2−ψ. For the rest of the analysis we assume that W
does not happen, i.e., |S| < τ − n and hence |S̄| ≥ τ = 9

2ψ. Since A is picked
uniformly at random and independent of S it follows that 9

2ψ of the columns in
AS̄ are uniformly random and independent. Hence, by Lemma 3.8, they span
{0, 1}ψ except with probability 21−ψ. We let D be the event that they do not
span. If we assume that D does not happen, then by Lemma 3.6 ∆ is uniform
to A∗. I.e., if the event F = W ∪D does not happen, then ∆ is uniform to A∗.
Since

Pr (F ) ≤ Pr (W ) + Pr (D) ≤ 2−ψ + 21−ψ ≤ 22−ψ ,

we have that ∆ is uniform to A∗ with overwhelming probability.

Similar to Cor. 3.1 we can derive the following corollary for the F∆-ROT
functionality.

Corrollary 3.2. Let ψ denote the security parameter and let ` = poly(ψ).
The functionality F∆-ROT(`, ψ) can be reduced to (FOT(2τ, ψ),FEQ(ψ)). The
communication is O(ψ`+ ψ2) and the work is O(ψ2`).

Proof. Combining Theorem 3.5, 3.2 and 3.3 we have that F∆-ROT(`, ψ) can
be reduced to (FOT(44

3 ψ, `),FEQ(22
3 ψ`)) with communication O(ψ2) and work

O(ψ2`). For any polynomial `, we can implement FOT(44
3 ψ, `) given FOT(44

3 ψ,ψ)
and a pseudo-random generator prg : {0, 1}ψ → {0, 1}`. Namely, seeds are sent
using the OTs and the prg is used to one-time pad encrypt the messages. The
communication is 2`. If we use the RO to implement the pseudo-random gen-
erator and count the hashing of ψ bits as O(ψ) work, then the work is O(`ψ)
(using `/ψ calls to H to expand ψ bit seeds to ` bits). We can implement
FEQ(22

3 ψ`) by comparing short hashes produced using the RO. The work is
O(ψ`) (using 22

3 ` calls to H to hash the 22
3 ψ`-bit string down to ψ-bits).
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3.7 Complexity Analysis
We sketch a complexity analysis of the protocol in terms of the number of calls
to the hash function H. We will count the number of total calls made by both
A and B:

To implement FROT(`, ψ) from LA-leaky F∆-ROT(`, τ) for ψ-secure LA, in
Section 3.2 we used 3` calls to H. From Cor. 3.1 we have that LA-leaky
F∆-ROT(`, 4

3ψ) for ψ-secure LA, can be reduced to (FOT(8
3ψ,ψ),FEQ(ψ)). Do-

ing this involves usingH to expand 3 ψ-bits seeds to ` bits for each OT, meaning
a total of 8` calls to H. We also need to use H to hash a 4

3ψ`-bit string to
ψ-bits. Both A and B must do this giving a total of 8

3` calls to H. Thus in total
we get (3 + 8

3 + 8)` ≤ 14` to calls H or 14 calls to H pr. ROT, apart from the
cost of (FOT(8

3ψ,ψ),FEQ(ψ)).
To implement non-leaky version of F∆-ROT as in Section 3.6 we will need

somewhat longer keys in the leaky-F∆-ROT functionality, meaning more work
to expand seeds and so on. Doing a similar calculation to the one above, we
get that the price for this functionality is around 59` calls to H or 59 calls to
H pr. ∆-ROT.
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Chapter 4

TinyOT

In this chapter we present the TinyOT protocol. As described in Chapter 1,
the protocol is essentially the classic semi-honestly secure protocol of [GMW87],
where all shared bits are authenticated using MACs in order to gain malicious
security. Using the MACs we make sure that a malicious adversary can never
deviate from the protocol with out being detected, as this would correspond to
forging a MAC.

The MACs are of the following form: If A holds a bit b then the MAC on
b is a string Mb = Kb ⊕ b∆ ∈ {0, 1}ψ where Kb and ∆A are uniformly random
strings held by B. Here Kb is a local key for b and ∆A is a global key used for
all of A’s MACs. Intuitively, forging such a MAC should be equivalent to A
guessing the value of ∆A. The MACs are defined symmetrically for B.

Apart from a way to authenticate bits in this way, we will need two addi-
tional tools to implement the TinyOT protocol: namely a way to do authenti-
cated local ands (aANDs) and authenticated OTs (aOTs). I.e. for aANDs we
will need a protocol so that if A has authenticated bits a and b (i.e. she has
valid MACs on these bits) she can obtain the authenticated bit c = ab. For
aOT we need protocol, so that if A as authenticated message bits m0 and m1
and B has authenticated choice bit b, B can obtain an authenticated bit z = mb.

Given just these tools we have the TinyOT protocol.

Overview

We present the TinyOT protocol in a top-down fashion as follows.

• In Section 4.1 we first show how to implement a malicious secure 2PC
protocol using a dealer functionality that provides random bit authen-
tications (aBits), authenticated local ANDs (aANDs) and authenticated
OTs (aOTs). The argument for security is essentially as stated above: a
malicious adversary can never deviate from the protocol without being
detected, as this would correspond to forging a MAC. As forging a MAC
involves guessing the random string ∆ ∈ {0, 1}ψ this can only happen
with negligible probability.

• Then in Section 4.2 we start implementing the dealer functionality by
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giving a way to produce random aBits. This turns out to be equivalent
∆-ROT functionality we implemented very efficiently in Chapter 3.

• In Section 4.3 we extend the dealer functionality with a way of giving
random aANDs. We do this in a two step fashion similar to the LEGO-
style cut-n-choose method: we first produce a large amount aANDs in
a slightly naive way such that up to σ them may be insecure. Then we
combine these into a slightly smaller amount of fully maliciously secure
aANDs.

• In Section 4.4 we finish the implementation of the the dealer functionality
by extending it with a way to give random aOTs. As for aANDs we use
an approach similar to the LEGO-style cut-n-choose.

• In Section 4.5 we sketch a complexity analysis of the protocol counting
the symmetric primitives used in the protocol.

• Finally in Section 4.6 we report on our experimental implementation of
the TinyOT protocol. We briefly discuss the implementation and give
benchmarks for oblivious AES evaluation for different parameters.

4.1 Secure Two-Party in the Dealer Model

We want to implement the functionality F2PC for Boolean two-party secure
computation as described in Figure 4.2. We will implement the F2PC function-
ality in the FDeal-hybrid model of Figure 4.3. The FDeal functionality provides
the parties with aBits, aANDs and aOTs, and models the preprocessing phase
of our protocol. We introduce notation in Figure 4.1 for working with authen-
ticated bits. The protocol implementing F2PC in the dealer model is described
in Figure 4.4. The dealer offers random authenticated bits (to A or B), ran-
dom authenticated local AND triples and random authenticated OTs. Those
are all the ingredients that we need to build the 2PC protocol. Note that the
dealer offers randomized versions of all commands: this is not a problem as
the “standard” version of the commands (the one where the parties can specify
their input bits instead of getting them at random from the functionality) are
linearly reducible to the randomized version, as can be easily deduced from the
protocol description. We prove the following theorem.

Theorem 4.1. The protocol in Figure 4.4 securely implements the functionality
F2PC in the FDeal-hybrid model with security parameter ψ.

Proof. The simulator can be built in a standard way, incorporating the FDeal
functionality and learning all the shares, keys and MACs that the adversary
was supposed to use in the protocol.

In a little more detail, knowing all outputs from FDeal to the corrupted
parties allows the simulator to extract inputs used by corrupted parties and
input these to the functionality F2PC on behalf of the corrupted parties. As an
example, if A is corrupted, then learn the xA sent to A by FDeal in Input and
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Global Key
We call ∆A,∆B ∈ {0, 1}ψ the two global keys, held by B and A respectively.

Authenticated Bit
• We write [x]A to represent an authenticated secret bit held by A. Here

B knows a key Kx ∈ {0, 1}ψ and A knows a bit x and a MAC Mx =
Kx ⊕ x∆A ∈ {0, 1}ψ. Let [x]A

def= (x,Mx,Kx).a
• If [x]A = (x,Mx,Kx) and [y]A = (y,My,Ky) we write [z]A = [x]A⊕ [y]A

to indicate [z]A = (z,Mz,Kz)
def= (x⊕ y,Mx⊕My,Kx⊕Ky). Note that

no communication is required to compute [z]A from [x]A and [y]A.
• We authenticate a constant bit (a value known both to A and B) b ∈
{0, 1} as follows: A sets Mb = 0ψ, B sets Kb = b∆A, now [b]A

def=
(b,Mb,Kb). For a constant b we let [x]A ⊕ b

def= [x]A ⊕ [b]A, and we let
b[x]A be equal to [0]A if b = 0 and [x]A if b = 1.

• We say that A reveals [x]A by sending (x,Mx) to B who aborts if Mx 6=
Kx ⊕ x∆A. Alternatively we say that A announces x by sending x to
B without a MAC.

• Authenticated bits belonging to B are written as [y]B and are defined
symmetrically, changing side of all the values and using the global value
∆B instead of ∆A.

Authenticated Share
• We write [x] to represent the situation where A and B hold [xA]A, [xB ]B

and x = xA ⊕ xB , and we write [x] = ([xA]A, [xB ]B) or [x] = [xA|xB ].
• If [x] = [xA|xB ] and [y] = [yA|yB ] we write [z] = [x] ⊕ [y] to indicate

[z] = ([zA]A, [zB ]B) = ([xA]A ⊕ [yA]A, [xB ]B ⊕ [yB ]B). Note that no
communication is required to compute [z] from [x] and [y].

• We create an authenticated share of a constant b ∈ {0, 1} as follows: A
and B create [b] = [b|0]. For a constant b ∈ {0, 1}, we define b[x] to be
equal to [0] if b = 0 and [x] if b = 1.

• When an authenticated share is revealed, the parties reveal to each other
their authenticated bits and abort if the MACs are not correct.

aSince ∆A is a global value we will not always write it explicitly. Note that in x∆A,
x represents a value, 0 or 1, and that in [x]A, Kx and Mx it represents a variable name.
I.e., there is only one key (MAC) per authenticated bit, and for the bit named x, the key
(MAC) is named Kx (Mx). If x = 0, then Mx = Kx. If x = 1, then Mx = Kx ⊕∆A.

Figure 4.1: Notation for authenticated and shared bits.

observe the value xB sent by A to B. Then input x = xA ⊕ xB to F2PC. This
is the same value as shared by [x] = [xA|xB] in the protocol.

Honest parties are run on uniformly random inputs, and when a honest
party (A say) is supposed to help open [x], then the simulator learns from F2PC
the value x′ that [x] should be opened to. Then the simulator computes the
share xB that B holds, which is possible from the outputs of FDeal to B. Then
the simulator learns the key KxA that B uses to authenticate xA, which can
also be computed from the outputs of FDeal to B. Then the simulator lets
xA = x′ ⊕ xB and and lets MxA = KxA ⊕ xAKxA and sends (xA,MxA) to B.

The simulator aborts if the adversary ever successfully sends some inconsis-
tent bit, i.e., a bit different from the bit it should send according to the protocol
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Rand
On input (rand, vid) from A and B, with vid a fresh identifier, the function-
ality picks r ∈R {0, 1} and stores (vid, r).

Input
On input (input,P, vid, x) from P ∈ {A,B} and (input,P, vid, ?) from the
other party, with vid a fresh identifier, the functionality stores (vid, x).

XOR
On command (XOR, vid1, vid2, vid3) from both parties (if vid1, vid2 are defined
and vid3 is fresh), the functionality retrieves (vid1, x), (vid2, y) and stores
(vid3, x⊕ y).

AND
On command (AND, vid1, vid2, vid3) from both parties (if vid1, vid2 are defined
and vid3 is fresh), the functionality retrieves (vid1, x), (vid2, y) and stores
(vid3, x ∧ y).

Output
On input (output,P, vid) from both parties, with P ∈ {A,B} (and vid de-
fined), the functionality retrieves (vid, x) and outputs it to P.

At each command the functionality leaks to the environment which command is
being executed (keeping the value x in Input secret), and delivers messages only
when the environment says so.

Figure 4.2: The functionality F2PC for Boolean Two-party Computation.

and its outputs from FDeal.
It is easy to see that the protocol is passively secure and that if the adversary

never sends such an inconsistent bit, then he is perfectly following the protocol
up to input substitution. So, to prove security it is enough to prove that, in the
real world protocol, the adversary can only get away with using an inconsistent
bit with negligible probability. Note that, to get away with using an inconsistent
bit includes the adversary providing a correct MAC for the inconsistent bit.
By Cor. 4.1 we have that using an inconsistent bit is equivalent to guessing
the global key ∆ of the opposing player. Since all inputs to the adversary are
independent of ∆ the adversary can guess ∆ with at most negligible probability.

We now show that an adversary getting away with using an inconsistent bit
in the protocol in Figure 4.4 is equivalent to guessing the global key ∆ of the
opposing player.

To formalize this claim we consider the following game GameI,I played by
an attacker A:

Global key: A global key ∆← {0, 1}ψ is sampled with some distribution and
A might get side information on ∆.

MAC query I: If A outputs a query (mac, b, l), where b ∈ {0, 1} and l is a
label which A did not use before, sample a fresh local key K ∈R {0, 1}ψ,
give M = K ⊕ b∆ to A and store (l,K, b).
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Initialize
On input (init) from A and (init) from B, the functionality samples
∆A,∆B ∈ {0, 1}ψ, stores them and outputs ∆B to A and ∆A to B. If A
(resp. B) is corrupted, she gets to choose ∆B (resp. ∆A).

Authenticated Bit (A)
On input (aBIT,A) from A and B, the functionality samples a random [x]A =
(x,Mx,Kx) with Mx = Kx ⊕ x∆A and outputs it (x,Mx to A and Kx to
B). If B is corrupted he gets to choose Kx. If A is corrupted she gets to
choose (x,Mx), and the functionality sets Kx = Mx ⊕ x∆A.

Authenticated Bit (B)
On input (aBIT,B) from A and B, the functionality samples a random [x]B =
(x,Mx,Kx) with Mx = Kx ⊕ x∆B and outputs it (x,Mx to B and Kx to
A). As in Authenticated Bit (A), corrupted parties can choose their own
randomness.

Authenticated local AND (A)
On input (aAND,A) from A and B, the functionality samples random [x]A,[y]A
and [z]A with z = xy and outputs them. As in Authenticated Bit (A),
corrupted parties can choose their own randomness.

Authenticated local AND (B)
Defined symmetrically.

Authenticated OT (A-B)
On input (aOT,A,B) from A and B, the functionality samples random
[x0]A,[x1]A,[c]B and [z]B with z = xc = c(x0⊕x1)⊕x0 and outputs them. As
in Authenticated Bit, corrupted parties can choose their own randomness.

Authenticated OT (B-A)
Defined symmetrically.a

Global Key Queries
The adversary can at any point input (A,∆) and be told whether ∆ = ∆B .
And it can at any point input (B,∆) and be told whether ∆ = ∆A.

aThe dealer offers aOTs in both directions. Notice that the dealer could offer aOT only
in one direction and the parties could then “turn” them: as regular OT, aOT is symmetric
as well.

Figure 4.3: The functionality FDeal for dealing preprocessed values.

Break query I: If A outputs a query (break, a1, l1, . . . , ap, lp,M
′), where p

is some positive integer and values (l1,K1, b1), . . . , (lp,Kp, bp) are stored,
then let K = ⊕pi=1aiKi and b = ⊕pi=1aibi. If M ′ = K ⊕ (1⊕ b)∆, then A
wins the game. This query can be used only once.

We want to prove that if any A can win the game with probability q, then
there exist an adversary B which does not use more resources than A and which
guesses ∆ with probability q without doing any MAC queries. Informally this
argues that breaking the scheme is linear equivalent to guessing ∆ without
seeing any MAC values.

For this purpose, consider the following modified game GameII,II played by
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Initialize
When activated the first time, A and B activate FDeal and receive ∆B and
∆A respectively.

Rand
A and B ask FDeal for random authenticated bits [rA]A, [rB ]B and stores
[r] = [rA|rB ] under vid.

Input
If P = A, then A asks FDeal for an authenticated bit [xA]A and announces
(i.e., no MAC is sent together with the bit) xB = x ⊕ xA, and the parties
build [xB ]B and define [x] = [xA|xB ]. The protocol is symmetric for B.

XOR
A and B retrieve [x], [y] stored under vid1, vid2 and store [z] = [x]⊕ [y] under
vid3. For brevity we drop explicit mentioning of variable identifiers below.

AND
A and B retrieve [x], [y] and compute [z] = [xy] as follows:

1. The parties ask FDeal for a random AND triplet [u]A, [v]A, [w]A with
w = uv.
A reveals [f ]A = [u]A ⊕ [xA]A and [g]A = [v]A ⊕ [yA]A.
The parties compute [xAyA]A = f [yA]A ⊕ g[xA]A ⊕ [w]A ⊕ fg.

2. Symmetrically the parties compute [xByB ]B.
3. The parties ask FDeal for a random authenticated OT

[u0]A, [u1]A, [c]B, [w]B with w = uc.
They also ask for an authenticated bit [rA]A.
Now B reveals [d]B = [c]B ⊕ [yB ]B.
A reveals [f ]A = [u0]A⊕ [u1]A⊕ [xA]A and [g]A = [rA]A⊕ [u0]A⊕ d[xA]A.
Compute [sB ]B = [w]B ⊕ f [c]B ⊕ g. Note that at this point
[sB ]B = [rA ⊕ xAyB ]B.

4. Symmetrically the parties compute [sA]A = [rB ⊕ xByA]A.
A and B compute [zA]A = [rA]A⊕ [sA]A⊕ [xAyA]A and [zB ]B = [rB ]B⊕ [sB ]B⊕
[xByB ]B and let [z] = [zA|zB ].

Output
The parties retrieve [x] = [xA|xB ]. If A is to learn x, B reveals xB . If B is to
learn x, A reveals xA.

Figure 4.4: Protocol for F2PC in the FDeal-hybrid model

an attacker A:

Global key: No change.

MAC query II: If A outputs a query (mac, b, l,M), where b ∈ {0, 1} and l is
a label which A did not use before and M ∈ {0, 1}ψ, let K = M ⊕ b∆ and
store (l,K, b).

Break query II: If A outputs a query (break,∆′) where ∆′ = ∆, then A wins
the game. This query can be used only once.

We let GameII,I be the hybrid game with MAC query II and Break
query I.
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We say that an adversary A is no stronger than adversary B if A does not
perform more queries than B does and the running time of A is asymptotically
linear in the running time of B.
Lemma 4.1. For any adversary AI,I for GameI,I there exists an adversary
AII,I for GameII,I which is no stronger than AI,I and which wins the game
with the same probability as AI,I .
Proof. Given an adversary AI,I for GameI,I , consider the following adversary
AII,I for GameII,I . The adversary AII,I passes all side information on ∆ to
AI,I . If AI,I gives the output (mac, b, l), then AII,I samples M ∈R {0, 1}ψ,
outputs (mac, b, l,M) to GameII,I and returns M to AI,I . If AI,I outputs
(break, a1, l1, . . . , ap, lp,M

′), then AII,I outputs (break, a1, l1, . . . , ap, lp,M
′) to

GameII,I . It is easy to see that AII,I makes the same number of queries as AI,I
and has a running time which is linear in that of AI,I , and that AII,I wins with
the same probability as AI,I . Namely, in GameI,I the value K is uniform and
M = K ⊕ b∆. In GameII,I the value M is uniform and K = M ⊕ b∆. This
gives the exact same distribution on (K,M).

Lemma 4.2. For any adversary AII,I for GameII,I there exists an adversary
AII,II for GameII,II which is no stronger than AII,I and which wins the game
with the same probability as AII,I .
Proof. Given an adversary AII,I for GameII,I , consider the following adversary
AII,II for GameII,II . The adversary AII,II passes any side information on ∆
to AII,I . If AII,I outputs (mac, b, l,M), then AII,II outputs (mac, b, l,M) to
GameII,II and stores (l,M, b). If AII,I outputs (break, a1, l1, . . . , ap, lp,M

′),
where values (l1,M1, b1), . . . , (lp,Mp, bp) are stored, then letM = ⊕pi=1aiMi and
b = ⊕pi=1aibi and output (break,M ⊕M ′). For each (li,Mi, bi) let Ki be the
corresponding key stored by GameII,II . We have thatMi = Ki⊕bi⊕∆, so if we
let K = ⊕pi=1aiKi, then M = K ⊕ b∆. Assume that AII,I would win GameII,I ,
i.e.,M ′ = K⊕(1⊕b)∆. This implies thatM⊕M ′ = K⊕b∆⊕K⊕(1⊕b)∆ = ∆,
which means that AII,II wins GameII,II .

Consider then the following game GameII played by an attacker A:
Global key: No change.

MAC query: No MAC queries are allowed.

Break query II: No change.
Lemma 4.3. For any adversary AII,II for GameII,II there exists an adversary
AII for GameII which is no stronger than AII,II and which wins the game with
the same probability as AII,II .
Proof. Let AII = AII,II . The game GameII simply ignores the MAC queries,
and it can easily be seen that they have no effect on the winning probability,
so the winning probability stays the same.

Corrollary 4.1. For any adversary AI,I for GameI,I there exists an adversary
AII for GameII which is no stronger than AI,I and which wins the game with
the same probability as AI,I .
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Why the global key queries?

The FDeal functionality (Figure 4.3) allows the adversary to guess the value of
the global key, and it informs it if its guess is correct. This is needed for technical
reasons: When FDeal is proved UC secure, the environment has access to either
FDeal or the protocol implementing FDeal. In both cases the environment
learns the global keys ∆A and ∆B. In particular, the environment learns ∆A

even if B is honest. This requires us to prove the sub-protocol for FDeal secure
to an adversary knowing ∆A even if B is honest: to be able to do this, the
simulator needs to recognize ∆A if it sees it—hence the global key queries. Note,
however, that in the context where we use FDeal (Figure 4.4), the environment
does not learn the global key ∆A when B is honest: A corrupted A only sees
MACs on one bit using the same local key, so all MACs are uniformly random
in the view of a corrupted A, and B never makes the local keys public.

Amortized MAC checks

In the protocol of Figure 4.4, there is no need to send MACs and check them
every time we do a “reveal”. In fact, it is straightforward to verify that before
an Output command is executed, the protocol is perfectly secure even if the
MACs are not checked. Notice then that a keyholder checks a MACMx on a bit
x by computing M ′x = Kx ⊕ x∆ and comparing M ′x to the Mx which was sent
along with x. These equality checks can be deferred and amortized. Initially
the MAC holder, e.g. A, sets N = 0ψ and the key holder, e.g. B, sets N ′ = 0ψ.
As long as no Output command is executed, when A reveals x she updates
N ← G(N,H(Mx)) for the MAC Mx she should have sent along with x, and
B updates N ′ ← G(N ′, H(M ′x)). Before executing an Output, A sends N to
B who aborts if N 6= N ′. Security of this check is easily proved in the random
oracle model. The optimization brings the communication complexity of the
protocol down from O(ψ|C|) to O(|C|+oψ), where o is the number of rounds in
which outputs are opened. For a circuit of depth O(|C|/ψ), the communication
is O(|C|).

Implementing FDeal

In the following sections we show how to implement FDeal. In Section 4.2
we describe how to implement the Initialize command and the Authenti-
cated Bit commands providing aBits. In Section 4.4 we show how to extend
with the Authenticated OT commands, by showing how to implement many
aOTs from many aBits. In Section 4.3 we then show how to extend with the
Authenticated local AND commands, by showing how to implement many
aANDs from many aBits. We describe the extensions separately, but since they
all maintain the value of the global keys, they will produce aANDs and aOTs
with the same keys as the aBits used, giving an implementation of FDeal. We
name the functionalities that provides aBits, aOTs and aANDs FABIT, FAOT
and FAAND respectively. These functionalities will all provides large batches of
their respective primitive. I.e. each of the functionalities take a parameter `
and produces ` aBits, aOTs or aANDs as one batch. The implementation of
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FDeal is taken to run each of the underlying functionalities when initialized,
and then draw from these batches to implement its commands. We note that
this imposes a restriction on how many times we can use each of FDeal’s com-
mands. However, this is not a problem as long as we have an upper bound on
the number of aBits, aANDs and aOTs we will need. For our concrete use of
FDeal in Figure 4.4 this bound is easily computed from the size of circuit A and
B wants to compute.

4.2 Bit Authentication

We describe how to implement the Initialize and Authenticated Bit com-
mands of the FDeal functionality. I.e. we show how to provide oblivious au-
thentication of random bits (aBits). As the command is completely symmetric
for A and B we will just describe how to provide authenticated bits to A. As
described above an aBit outputs to A a bit x ∈R {0, 1} and MACMx ∈R {0, 1}ψ
and to B a key Kx ∈R {0, 1}ψ, so that Mx = Kx ⊕ x∆A. Here ∆A ∈R {0, 1}ψ
output to B in the initialization, is the global key used to authenticate A’s bits
in each aBit. In the short hand notation of Figure 4.1 an aBit simply outputs
[x]A = (x,Mx,Kx).

To implement the functionality FABIT providing aBits we simply notice
that aBits corresponds exactly to the ∆-ROTs we implemented in Chapter 3.
Namely a ∆-ROT is a random OT that outputs to A a choice bit b and a
message Nb and to B a message N0 so that Nb = N0 ⊕ b∆ for a global value ∆
known by B. Thus if we let x = b, Mx = Nb, Kx = N0 and ∆A = ∆ we have
exactly the aBit described above.

To be compatible with notation used in this chapter in Figure 4.5 we
rephrase F∆-ROT from Chapter 3, as the functionality FABIT providing ` aBits
with keys of length ψ. There is only one significant difference between the
F∆-ROT and FABIT functionalities, namely the global key queries, which were
not present the F∆-ROT functionality. However, since we can clearly use the
functionality without the global key queries to implement the functionality with,
we can also use the protocol for F∆-ROT from Chapter 3 to implement FABIT.
We get the following theorem simply restating Cor. 3.2 of Chapter 3.

Theorem 4.2. Let ψ denote the security parameter and let ` = poly(ψ). The
functionality FABIT(`, ψ) can be reduced to (FOT(44

3 ψ,ψ),FEQ(ψ)). The com-
munication is O(ψ`+ ψ2) and the work is O(ψ2`).

4.3 Authenticated local AND

In this section we show how to implement the functionality FAAND providing
authenticated local ANDs (aANDs). I.e. how to implement the dealer function-
ality when it outputs [x]A, [y]A, [z]A with z = xy. As aAND for B is symmetric,
we only present how to construct FAAND providing aANDs to A.

We first construct a leaky version of FAAND, described in Figure 4.6. The
leaky FAAND functionality is leaky in the sense that B may learn some of the
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Honest Parties
On input start from both A and B the functionality does the following.

1. The functionality samples ∆A ∈R {0, 1}ψ and outputs it to A.
2. For all i ∈ [`] the functionality samples xi ∈R {0, 1} and Kxi ∈R {0, 1}ψ

and lets Mxi = Kxi ⊕ xi∆A.
3. The functionality outputs ([xi]A = (xi,Mxi ,Kxi))i∈[`]. I.e. for each

i ∈ [`] it outputs (Mxi , xi) to A and Kxi to B.

Corrupted Parties
1. If A is corrupted, the functionality waits to give output till it receives

the message (M̂x̂i , x̂i)i∈[`] from A, where M̂x̂i ∈ {0, 1}ψ and x̂i ∈ {0, 1}.
The functionality then sets xi = x̂i, Mxi = M̂x̂i and Kxi = Mxi⊕xi∆A

and outputs as described above (with ∆A sampled as above).
2. If B is corrupted, the functionality waits to give output till it receives

the message (∆̂A, (K̂xi)i∈[`]) from A, where ∆̂A, K̂xi ∈ {0, 1}ψ. The
functionality then sets ∆A = ∆̂A, Kxi = K̂xi and Mxi = Kxi ⊕ xi∆A

and outputs as described above (with xi sampled as above).

Global Key Queries
If the adversary inputs (guess, ∆̂) to the functionality, the functionality out-
puts back correct if ∆̂ = ∆ and incorrect otherwise.

Figure 4.5: The FABIT(`, τ) functionality

Honest Parties
For i = 1, . . . , `, the functionality outputs random [xi]A, [yi]A, [zi]A with zi =
xiyi.

Corrupted Parties
1. If A is corrupted she gets to choose all her random values, similar to

how she gets to choose them in FABIT.
2. If B is corrupted he gets to choose all his random values, including

the global key ∆A. Also, he may, at any point prior to output being
delivered to A, input (i, gi) to the functionality in order to try to guess
xi. If gi 6= xi the functionality will output fail to A and terminate.
Otherwise the functionality proceeds as if nothing has happened and B
will know the guess was correct. He may make as many guesses as he
desires.

Global Key Queries
The adversary can input ∆ and will be told if ∆ = ∆A.

Figure 4.6: The functionality leaky FAAND(`) for ` Leaky Authenticated local
ANDs.

values xi: a corrupted B is allowed to try to guess the xi bits, but if the guess
is wrong the functionality aborts revealing that B cheated. This means that
if the functionality does not abort, with very high probability B only tried to
guess a few bits.

The intuition behind the protocol for leaky FAAND, described in Figure 4.7,
is to let A compute the AND locally and then authenticate the result. A and
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B then perform some computation on the keys and MACs, in a way so that A
will be able to guess B’s result only if she behaved honestly during the protocol:
A behaved honestly (sent d = z ⊕ r) iff she knows W0 = (Kx||Kz) or W1 =
(Kx ⊕∆A||Ky ⊕Kz). In fact, she knows Wx. As an example, if x = 0 and A
is honest, then z = 0, so she knows Mx = Kx and Mz = Kz. Had she cheated,
she would know Mz = Kz ⊕ ∆A instead of Kz. B checks that A knows W0
or W1 by sending her H(W0) ⊕ H(W1) and ask her to return H(W0). This,
however, allows B to send H(W0)⊕H(W1)⊕E for an error term E 6= 0ψ. The
returned value would be H(W0)⊕ xE. To prevent this attack, we use the FEQ
functionality to compare the values instead. If B uses E 6= 0ψ, he must now
guess x to pass the protocol. However, B still may use this technique to guess
a few x bits. The prove of the following theorem.

The protocol runs ` times in parallel. Here described for a single leaky authenticated
local AND:

1. A and B ask the dealer for [x]A, [y]A, [r]A.
2. A computes z = xy and announces d = z ⊕ r.
3. The parties compute [z]A = [r]A ⊕ d.
4. B sends U = H(Kx||Kz)⊕H(Kx ⊕∆A||Ky ⊕Kz) to A.
5. If x = 0, then A lets V = H(Mx||Mz). If x = 1, then A lets V = U ⊕

H(Mx||My ⊕Mz).
6. A and B call the FEQ functionality, with inputs V and H(Kx||Kz) respec-

tively. All the ` calls to FEQ are handled using a single call to FEQ(`ψ).
7. If the strings were not different, the parties output [x]A, [y]A, [z]A.

Figure 4.7: Protocol for leaky authenticated local AND

Theorem 4.3. The protocol in Figure 4.7 securely implements leaky FAAND(`)
in the (FABIT(3`, ψ),FEQ(`ψ))-hybrid model.

The simulator answers global key queries to the dealer by doing the identical
global key queries on the leaky FAAND(`) functionality and returning the reply.
This gives a perfect simulation of these queries, and we ignore them below.

Notice that for honest A and B correctness of the protocol follows immedi-
ately from correctness of the FABIT functionality. Thus we prove Theorem 4.3
by proving security separately against corrupted A and B respectively. We do
this in Lemma 4.4 and 4.5.

Lemma 4.4. The protocol in Figure 4.7 securely implements the leaky FAAND
functionality against corrupted A.

Proof. We first focus on the simulation of the protocol before outputs are given
to the environment. Notice that before outputs are given to the environment,
the global key ∆A is uniformly random to the environment, as long as B is
honest.

We consider the case of a corrupt sender A∗ running the above protocol
against a simulator S for honest B.

1. S receives A∗’s input (Mx, x), (My, y), (Mr, r) to the dealer, and the bit
d ∈R {0, 1}.
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2. S samples a random U ∈R {0, 1}2ψ and sends it to A∗. Then S reads A∗’s
input to the FEQ functionality, V . If

V 6= (1− x)H(Mx,Mz)⊕ x(U ⊕H(Mx,My ⊕Mz))

or
d⊕ y 6= xy ,

S outputs abort. Otherwise, it inputs (x, y, z,Mx,My,Mz = Mr) to the
leaky FAAND functionality.

The first difference between the real protocol and the simulation is that

U = H(Kx,Kz)⊕H(Kx ⊕∆A,Ky ⊕Kz)

in the real protocol and U is uniformly random in the simulation. Since H
modeled as a random oracle, this is perfectly indistinguishable to the adversary
until it queries on both (Kx,Kz) and (Kx⊕∆A,Ky⊕Kz). Since ∆A is uniformly
random to the environment and the adversary during the protocol, this will
happen with negligible probability during the protocol. We later return to how
we simulate after outputs are given to the environment.

The other difference between the protocol and the simulation is that the
simulation always aborts if z 6= xy. Assume now that A∗ manages, in the real
protocol, to make the protocol continue with z = xy ⊕ 1. If x = 0, this means
that A∗ queried H on

(Kx,Kz) = (Mx,Mz ⊕∆A).

Since S knows the outputs of A∗, which includeMz, and sees the inputMz⊕∆A

to H, if A∗ queries the oracle on (Kx,Kz) = (Mx,Mz ⊕ ∆A), S can compute
∆A. If x = 1 then A∗ must have queried the oracle on

(Kx ⊕∆A,Ky ⊕Kz) = (Mx,My ⊕Mz ⊕∆A) ,

which again would allow S to compute ∆A. Therefore, in both cases we can
use such an A∗ to compute the global key ∆A and, given that all of A∗’s inputs
are independent of ∆A during the protocol, this happens only with negligible
probability.

Consider now the case after the environment is given outputs. These outputs
include ∆A. It might seem that there is nothing more to simulate after outputs
are given, but recall that H is a random oracle simulated by S and that the
environment might keep queryingH. Our concern is that U is uniformly random
in the simulation and

U = H(Kx,Kz)⊕H(Kx ⊕∆A,Ky ⊕Kz)

in the real protocol. We handle this as follows. Each time the environment
queries H on an input of the form (Q1, Q2) ∈ {0, 1}2ψ, go over all previous
queries (Q3, Q4) of this form and let ∆ = Q1⊕Q3. Then do a global key query
to FABIT(3`, ψ) to determine if ∆ = ∆A. If S learns ∆A this way, she proceeds
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as follows. Note that since A∗ is corrupted, S knows all outputs to A∗, i.e.,
S knows all MACs M and all bits b. If b = 0, then S also knows the key, as
K = M when b = 0. If b = 1, S computes the key as K = M ⊕∆A. So, when
S learns ∆A, she at the same time learns all keys. Then for each U she simply
programs the RO such that

U = H(Kx,Kz)⊕H(Kx ⊕∆A,Ky ⊕Kz) .

This is possible as S learns ∆A no later than when the environment queries
on two pairs of inputs of the form (Q1, Q2) = (Kx,Kz) and (Q3, Q4) = (Kx ⊕
∆A,Ky⊕Kz). So, when S learns ∆A, eitherH(Kx,Kz) orH(Kx⊕∆A,Ky⊕Kz)
is still undefined. If it is H(Kx,Kz), say, which is undefined, S simply programs
the RO so that

H(Kx,Kz) = U ⊕H(Kx ⊕∆A,Ky ⊕Kz) .

Lemma 4.5. The protocol described in Figure 4.7 securely implements the leaky
FAAND functionality against corrupted B.

Proof. We consider the case of a corrupt B∗ running the above protocol against
a simulator S. The simulation runs as follows.

1. The simulation starts by S getting B∗’s input to the dealer Kx,Ky,Kr

and ∆A.

2. The simulator samples a random d ∈R {0, 1}, sends it to B∗ and computes
Kz = Kr ⊕ d∆A.

3. S receives U from B∗, and reads V , B∗’s input to the equality functionality.

4. If
U = H(Kx,Kz)⊕H(Kx ⊕∆A,Ky ⊕Kz)

and
V = H(Kx,Kz) ,

S inputs (Kx,Ky,Kz) to the leaky FAAND functionality and completes
the protocol (in this case B∗ is behaving honestly). Otherwise, if

U 6= H(Kx,Kz)⊕H(Kx ⊕∆A,Ky ⊕Kz)

and
V = H(Kx,Kz)

or
V = U ⊕H(Kx ⊕∆A,Kz ⊕Kz) ,

S inputs g = 0 or g = 1 resp. to the leaky FAAND functionality as a guess
for the bit x. If the functionality output fail, output fail and abort,
and otherwise complete the protocol.
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The simulation is perfect: the view of B∗ consists only of the bit d, and
whether or not A aborts. Here d is uniformly distributed both in the real world
and in the simulation, and the protocol aborts based on the same event in the
real and in the simulated world.

Combining Lemma 4.4 and 4.5, we get the proof of Theorem 4.3.
We now handle a few guessed x bits by random bucketing and a straight-

forward combiner. In doing this efficiently, it is central that the protocol was
constructed such that only x could leak. Had B been able to get information
on both x and y we would have had to do the amplification twice.

The protocol is parametrized by positive integers B and `.
1. A and B call leaky FAAND(`′) with `′ = B`. If the call to leaky FAAND aborts,

this protocol aborts. Otherwise, let {[xi]A, [yi]A, [zi]A}`
′

i=1 be the outputs.
2. A picks a B-wise independent permutation π on {1, . . . , `′} and sends it to

B. For j = 0, . . . , `− 1, the B triples

{[xπ(i)]A, [yπ(i)]A, [zπ(i)]A}jB+B
i=jB+1

are defined to be in the j’th bucket.
3. A and B combine B triples in each bucket. Here we describe how to combine

two triples: Let be them [x1]A, [y1]A, [z1]A and [x2]A, [y2]A, [z2]A. Let the
result be [x]A, [y]A, [z]A.
(a) A reveals d = y1 ⊕ y2.
(b) A and B compute

[x]A = [x1]A ⊕ [x2]A , [y]A = [y1]A ,

and
[z]A = [z1]A ⊕ [z2]A ⊕ d[x2]A .

To combine all B triples in a bucket, just iterate by taking the result and
combine it with the next element in the bucket.

Figure 4.8: From Leaky Authenticated local ANDs to Authenticated local
ANDs

We start by producing B` leaky aANDs. Then we randomly distribute the
B` leaky aANDs into ` buckets of size B. Finally we combine the leaky aANDs
in each bucket into one aAND which is non-leaky if at least one leaky aAND
in the bucket was not leaky. The protocol is described in Figure 4.8. We prove
the following theorem.

Theorem 4.4. Let FAAND(`) denote the functionality providing ` non-leaky
aANDs as in FDeal. For B ≥ σ

1+log2(`) + 1, the protocol in Figure 4.8 securely
implements FAAND(`) in the leaky FAAND(B`)-hybrid model with statistical se-
curity parameter σ.

Proof. The simulator answers global key queries to leaky FAAND(B`) by doing
the identical global key queries on the ideal functionality FAAND(`) and return-
ing the reply. This gives a perfect simulation of these queries, and we ignore
them below.
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It is easy to check that the protocol is correct and secure if both parties are
honest or if A is corrupted.

What remains is to show that, even if B is corrupted and tries to guess some
x’s from the leaky FAAND functionality, the overall protocol is secure.

We argue this in two steps. We first argue that the probability that B learns
the x-bit for all triples in the same bucket is negligible. We then argue that
when all buckets contain at least one triple for which x is unknown to B, then
the protocol can be simulated given leaky FAAND(B`).

Call each of the triples a ball and call a ball leaky if B learned the x bit
of the ball in the call to the leaky FAAND(`′) functionality. Let γ denote the
number of leaky balls.

For B of the leaky balls to end up in the same bucket, there must be a
subset S of balls with |S| = B consisting of only leaky balls and a bucket i such
that all the balls in S end up in i.

We first fix S and i and compute the probability that all balls in S end up
in i. The probability that the first ball ends up in i is B

B` . The probability that
the second balls ends up in i given that the first ball is in i is B−1

B`−1 , and so on.
We get a probability of

B

B`
· B − 1
B`− 1 · · ·

1
B`−B + 1 =

(
B`

B

)−1

that S ends up in i.
There are

(γ
B

)
subsets S of size B consisting of only leaky balls and there

are ` buckets, so by a union bound the probability that any bucket is filled by
leaky balls is upper bounded by(

γ

B

)
`

(
B`

B

)−1

.

This is assuming that there are exactly γ leaky balls. Note then that the
probability of the protocol not aborting when there are γ leaky balls is 2−γ .
Namely, for each bit x that B tries to guess, he is caught with probability 1

2 . So,
the probability that B undetected can introduce γ leaky balls and have them
end up in the same bucket is upper bounded by

α(γ, `, B) = 2−γ
(
γ

B

)
`

(
B`

B

)−1

.

It is easy to see that

α(γ + 1, `, B)
α(γ, `, B) = γ + 1

2(γ + 1−B) .

So, α(γ+1, `, B)/α(γ, `, B) > 1 iff γ < 2B−1, hence α(γ, `, B) is maximized in
γ at γ = 2B − 1. If we let α′(B, `) = α(2B − 1, `, B) it follows that the success
probability of the adversary is at most

α′(B, `) = 2−2B+1`
(2B − 1)!(B`−B)!

(B − 1)!(B`)! .
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Writing out the product (2B−1)!(B`−B)!
(B−1)!(B`)! it is fairly easy to see that for 2 ≤ B < `

we have that
(2B − 1)!(B`−B)!

(B − 1)!(B`)! <
(2B)B

(B`)B ,

so

α′(B, `) ≤ 2−2B+1`
(2B)B

(B`)B = (2`)1−B = 2(log2(`)+1)(1−B).

Thus for B ≥ σ
1+log2(`) + 1 we have α′(B, `) ≤ 2−σ is negligible in σ.

We now prove that assuming each bucket has one non-leaky triple the pro-
tocol is secure even for a corrupted B∗.

We look only at the case of two triples, [x1]A,[y1]A,[z1]A and [x2]A,[y2]A,[z2]A
being combined into [x]A, [y]A, [z]A. It is easy to see why this is sufficient:
Consider the iterative way we combine the B triples of a bucket. At each step
we combine two triples where one may be the result of previous combinations.
Thus if a combination of two triples, involving a non-leaky triple, results in
a non-leaky triple, the subsequent combinations involving that result will all
result in a non-leaky triple.

In the real world a corrupted B∗ will input keys Kx1 , Ky1 , Kz1 and Kx2 ,
Ky2 , Kz2 and ∆A, and possibly some guesses at the x-bits to the leaky FAAND
functionality. Then B∗ will see d = y1⊕y2 andMd = (Ky1⊕Ky2)⊕d∆A and A
will output x = x1⊕x2, y = y1 , z = z1⊕z2⊕dx2 andMx = (Kx1⊕Kx2)⊕x∆A,
My = Ky1 ⊕ y∆A, Mz = (Kz1 ⊕Kz2 ⊕ dKx2)⊕ z∆A to the environment.

Consider then a simulator Sim running against B∗ and using an FAAND
functionality. In the first step Sim gets all B∗’s keys like in the real world. If B∗
submits a guess (i, gi) Sim simply outputs fail and terminates with probability
1
2 . To simulate revealing d, Sim samples d ∈R {0, 1}, setsMd = Ky1⊕Ky2⊕d∆A

and sends d andMd to B∗. Sim then forms the keys Kx = Kx1⊕Kx2 , Ky = Ky1

and Kz = Kz1 ⊕Kz2 ⊕ dKx2 and inputs them to the FAAND functionality on
behalf of B∗. Finally the FAAND functionality will output random x, y and
z = xy and Mx = Kx ⊕ x∆A, My = Ky ⊕ y∆A, Mz = Kz ⊕ z∆A.

We have already argued that the probability of B∗ guessing one of the x-bits
is exactly 1

2 , so Sim terminates the protocol with the exact same probability
as the leaky FAAND functionality in the real world. Notice then that, given
the assumption that B∗ at most guesses one of the x-bits, all bits d, x and y
are uniformly random to the environment both in the real world and in the
simulation. Thus because Sim can form the keys Kx, Ky and Kz to the FAAND
functionality exactly as they would be in the real world the simulation will be
perfect.

4.4 Authenticated Oblivious Transfer

In this section we show how to implement the functionality FAOT providing au-
thenticated oblivious transfers (aOTs). I.e., we implement the extended FDeal
functionality when it outputs [x0]A, [x1]A, [c]B, [z]B with z = c(x0⊕x1)⊕x0 = xc.
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Because of symmetry we only show the construction of FAOT with A as sender
and B as receiver.

Honest Parties
For i = 1, . . . , `, the functionality outputs random [xi0]A, [xi1]A, [ci]B, [zi]B with
zi = ci(xi0 ⊕ xi1)⊕ xi0.

Corrupted Parties
1. If B is corrupted he gets to choose all his random values.
2. If A is corrupted she gets to choose all her random values. Also, she

may, at any point before B received his outputs, input (i, gi) to the
functionality in order to try to guess ci. If ci 6= gi the functionality will
output fail and terminate. Otherwise the functionality proceeds as if
nothing has happened and A will know the guess was correct. She may
input as many guesses as she desires.

Global Key Queries
The adversary can at any point input (A,∆) and will be returned whether
∆ = ∆B . And it can at any point input (B,∆) and will be returned whether
∆ = ∆A.

Figure 4.9: The Leaky Authenticated OT functionality FAOT(`)

We go via a leaky version of FAOT, described in Figure 4.9. The leaky
FAOT functionality is leaky in the sense that choice bits may leak when A is
corrupted: a corrupted A is allowed to make guesses on choice bits, but if the
guess is wrong the functionality aborts revealing that A is cheating. This means
that if the functionality does not abort, with very high probability A only tried
to guess a few choice bits.

The protocol to construct leaky FAOT (described in Figure 4.10) proceeds
as follows: First A and B get [x0]A, [x1]A (A’s messages), [c]B (B’s choice bit) and
[r]B. Then A transfers the message z = xc to B in the following way: B knows
the MAC for his choice bit Mc, while A knows the two keys Kc and ∆B. This
allows A to compute the two possible MACs (Kc,Kc⊕∆B) respectively for the
case of c = 0 and c = 1. Hashing these values leaves A with two uncorrelated
strings H(Kc) and H(Kc⊕∆B), one of which B can compute as H(Mc). These
values can be used as a one-time pad for A’s bits x0, x1 (and some other values
as described later), and B can retrieve xc and announce the difference d = xc⊕r
and therefore compute the output [z]B = [r]B ⊕ d.

In order to check if A is transmitting the correct bits x0, x1, she will transfer
the respective MACs together with the bits: as B is supposed to learn xc,
revealing the MAC on this bit does not introduce any insecurity. However, A
can now mount a selective failure attack: A can check if B’s choice bit c is
equal to, e.g., 0 by sending x0 with the correct MAC and x1 together with
an incorrect MAC. Now if c = 0 B only sees the valid MAC and continues the
protocol, while if c = 1 B aborts because of the incorrect MAC. A similar attack
can be mounted to check if c = 1.

On the other hand, if B is corrupted, he could be announcing the wrong
value d. In particular, A needs to check that the authenticated bit [z]B is equal
to xc without learning c. In order to do this, we have A choosing two random
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The protocol runs ` times in parallel, here described for a single leaky authenticated
FOT.

1. A and B get [x0]A, [x1]A, [c]B, [r]B from the dealer.
2. Let [x0]A = (x0,Mx0 ,Kx0), [x1]A = (x1,Mx1 ,Kx1), [c]B = (c,Mc,Kc), [r]B =

(r,Mr,Kr).
3. A chooses random strings T0, T1 ∈ {0, 1}ψ.
4. A sends (X0, X1) to B where X0 = H(Kc)⊕(x0||Mx0 ||Tx0) and X1 = H(Kc⊕

∆B)⊕ (x1||Mx1 ||Tx1).
5. B computes (xc||Mxc ||Txc) = Xc ⊕H(Mc). B aborts if Mxc 6= Kxc ⊕ xc∆A.

Otherwise, let z = xc.
6. B announces d = z ⊕ r to A and the parties compute [z]B = [r]B ⊕ d. Let

[z]B = (z,Mz,Kz).
7. A sends (I0, I1) to B where I0 = H(Kz)⊕ T1 and I1 = H(Kz ⊕∆B)⊕ T0.
8. B computes T1⊕z = Iz ⊕H(Mz). Notice that now B knows both (T0, T1).
9. A and B both input (T0, T1) to FEQ. The comparisons all ` parallel runs are

done using a single call to FEQ(2`ψ).
10. If the values are the same, A and B output [x0]A, [x1]A, [c]B, [z]B.

Figure 4.10: The protocol for authenticated OT with leaky choice bit

strings T0, T1, and append them, respectively, to x0, x1 and the MACs on those
bits, so that B learns Tc together with xc. After B announces d, we can again
use the MAC and the keys for z to perform a new transfer: A uses H(Kz) as
a one-time pad for T1 and H(Kz ⊕∆B) as a one-time pad for T0. Using Mz,
the MAC on z, B can retrieve T1⊕z. This means that an honest B, that sets
z = xc, will know both T0 and T1, while a dishonest B will not be able to know
both values except with negligible probability. Using the FEQ functionality A
can check that B knows both values T0, T1. Note that we cannot simply have B
openly announce these values, as this would open the possibility for new attacks
on A’s side. We prove the following theorem.

Theorem 4.5. The protocol in Figure 4.10 securely implements the leaky FAOT(`)
functionality in the (FABIT(4`, ψ),FEQ(2`ψ))-hybrid model.

The simulator answers global key queries to the dealer by doing the identical
global key queries on the leaky FAOT(`) functionality and returning the reply.
This gives a perfect simulation of these queries, and we ignore them below.

Notice that for honest sender and receiver correctness of the protocol follows
immediately from correctness of the FABIT functionality. Thus we prove Theo-
rem 4.5 by proving security separately against corrupted A and B respectively.
We do this in Lemma 4.6 and 4.7.

Lemma 4.6. The protocol in Figure 4.10 securely implements the leaky FAOT(`)
functionality against corrupted A.

Proof. We consider the case of a corrupt sender A∗ running the above protocol
against a simulator S. We show how to simulate one instance.

1. First S receives A∗’s input (Mx0 , x0), (Mx1 , x1), Kc,Kr and ∆B to the
dealer. Then S samples a bit y ∈R {0, 1}, sets Kz = Kr⊕y∆B and inputs
(Mx0 , x0), (Mx1 , x1),Kc,Kz and ∆B to the leaky FAOT functionality. The
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functionality outputs ∆A, (Mc, c), (Mz, z), Kx0 and Kx1 to the honest B
as described in the protocol.

2. A∗ outputs the message (X0, X1). The simulator knows ∆B and Kc and
can therefore compute

X0 ⊕H(Kc) = (x0||Mx0 ||T ′x0)

and
X1 ⊕H(Kc ⊕∆B) = (x1||Mx1 ||T ′x1) .

For all j ∈ {0, 1} S tests if (Mxj , xj) = (Mxj , xj). If, for some j, this is
not the case S inputs a guess to the leaky FAOT functionality guessing
that c = (1 − j). If the functionality outputs fail S does the same and
aborts the protocol. Otherwise S proceeds by sending y to A∗. Notice
that if S does not abort but does guess the choice bit c it can perfectly
simulate the remaining protocol. In the following we therefore assume
this is not the case.

3. Similarly S gets (I0, I1) from A∗ and computes

I0 ⊕H(Kz) = T ′′1

and
I1 ⊕H(Kz ⊕∆B) = T ′′0 .

4. When S receives A∗’s input (T0, T1) for the FEQ functionality it first tests
if (T ′j , T ′′1⊕xj ) = (Txj , T1⊕xj ) for all j ∈ {0, 1}. If, for some j, this is not
the case S inputs a guess to the leaky FAOT functionality guessing that
c = (1− j). If the functionality outputs fail, S outputs fail and aborts.
If not, the simulation is over.

For analysis of the simulation we denote by F the event that for some j ∈ {0, 1}
A∗ computes valuesM∗xj ∈ {0, 1}

ψ and x∗j ∈ {0, 1} so that (M∗xj , x
∗
j ) 6= (Mxj , xj)

and M∗xj = Kxj ⊕ x∗j∆A. In other words, F is the event that A∗ computes a
MAC on a message bit it was not supposed to know. We will now show that,
assuming F does not occur, the simulation is perfectly indistinguishable from
the real protocol. We then show that F only occurs with negligible probability
and therefore that simulation and the real protocol are indistinguishable.

From the definition of the leaky FAOT functionality we have that (Mxj , xj) =
(Mxj , xj) impliesMxj = Kxj⊕xj∆A. Given the assumption that F does not oc-
cur clearly we have that (Mxj , xj) 6= (Mxj , xj) also impliesMxj 6= Kxj ⊕xj∆A.
This means that S aborts in step 2 with exactly the same probability as the
honest receiver would in the real protocol. Also, in the real protocol we have
y = z ⊕ r for r ∈R {0, 1} thus both in the real protocol and the simulation y is
distributed uniformly at random in the view of A∗.

Next in step 4 of the simulation notice that in the real protocol, if c = j ∈
{0, 1}, an honest B would input T ′j and T ′′1⊕xj to FEQ (sorted in the correct or-
der). The protocol would then continue if and only if (T ′j , T ′′1⊕xj ) = (Txj , T1⊕xj )
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and abort otherwise. I.e., the real protocol would continue if and only if
(T ′j , T ′′1⊕xj ) = (Txj , T1⊕xj ) and c = j, which is exactly what happens in the
simulation. Thus we have that given F does not occur, all input to A∗ during
the simulation is distributed exactly as in real protocol. In other words the two
are perfectly indistinguishable.

Now assume F does occur, that is for some j ∈ {0, 1} A∗ computes values
M∗xj and x∗j as described above. In that case A∗ could compute the global key
of the honest receiver as M∗j ⊕Mxj = ∆A. However, since all inputs to A∗
are independent from ∆A (during the protocol), A∗ can only guess ∆A with
negligible probability (during the protocol) and thus F can only occur with
negligible probability (during the protocol). After the protocol A∗, or rather
the environment, will receive outputs and learn ∆A, but this does not change
the fact that guessing ∆A during the protocol can be done only with negligible
probability.

Lemma 4.7. The protocol in Figure 4.10 securely implements leaky FAOT(`)
against corrupted B.

Proof. We consider the case of a corrupt receiver B∗ running the above protocol
against a simulator S. The simulation runs as follows.

1. The simulation starts by S getting B∗’s input to dealer ∆A, (Mc, c),
(Mr, r), Kx0 and Kx1 . Then S simply inputs ∆A, (Mc, c), Mz = Mr,
Kx0 and Kx1 to the leaky FAOT functionality. The functionality outputs
z to S and ∆B, (Mx0 , x0), (Mx1 , x1), Kc and Kz to the sender as described
above.

2. Like the honest sender S samples random keys T0, T1 ∈R {0, 1}ψ. Since
S knows Mc,Kx0 ,Kx1 ,∆A, c and z = xc it can compute Xc = H(Mc) ⊕
(z||Mz||Tz) exactly as the honest sender would. It then samples X1⊕c ∈R

{0, 1}2ψ+1 and inputs (X0, X1) to B∗.

3. The corrupt receiver B∗ replies by sending some y ∈ {0, 1}.

4. S sets z = r⊕y, computes Iz = H(Mz)⊕T1⊕z and samples I1⊕z ∈R {0, 1}ψ.
It then inputs (I0, I1) to B∗.

5. B∗ outputs some (T 0, T 1) for the FEQ functionality and S continues or
aborts as the honest A would in the real protocol, depending on whether
or not (T0, T1) = (T 0, T 1).

For the analysis we denote by F the event that B∗ queries the RO on Kc ⊕
(1⊕ c)∆B or Kz ⊕ (1⊕ z)∆B. We first show that assuming F does not occur,
the simulation is perfect. We then show that F only occurs with negligible
probability (during the protocol) and thus the simulation is indistinguishable
from the real protocol (during the protocol). We then discuss how to simulate
the RO after outputs have been delivered.

First in the view of B∗ step 1 of the simulation is clearly identical to the
real protocol. Thus the first deviation from the real protocol appears in step
2 of the simulation where the X1⊕c is chosen uniformly at random. However,
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assuming F does not occur, B∗ has no information on H(Kc⊕ (1⊕ c)∆B) thus
in the view of B∗, X1⊕c in the real protocol is a one-time pad encryption of
(x1⊕c||Mx1⊕c ||Tx1⊕c). In other words, assuming F does not occur, to B∗, X1⊕c
is uniformly random in both the simulation and the real protocol, and thus all
input to B∗ up to step 2 is distributed identically in the two cases.

For steps 3 to 5 notice that in the real protocol an honest sender would set
Kz = Kr ⊕ y∆B and we would have

(Kr ⊕ y∆B)⊕ z∆B = Kr ⊕ r∆B = Mr .

Thus we have that the simulation generates Iz exactly as in the real protocol.
An argument similar to the one above for step 2 then gives us that the simulation
is perfect given the assumption that F does not occur.

We now show that B∗ can be modified so that if F does occur, then B∗ can
find ∆B. However, since all input to B∗ are independent of ∆B (during the
protocol), B∗ only has negligible probability of guessing ∆B and thus we can
conclude that F only occurs with negligible probability.

The modified B∗ keeps a list Q = (Q1, . . . , Qq) of all B∗’s queries to H. Since
B∗ is efficient we have that q is a polynomial in ψ. To find ∆B the modified B∗
then goes over all Qk ∈R Q and computes Qk ⊕Mz = ∆′ and Qk ⊕Mc = ∆′′.
Assuming that F does occur there will be some Qk′ ∈ Q s.t. ∆′ = ∆B or
∆′′ = ∆B. The simulator can therefore use global key queries to find ∆B if F
occurs.

We then have the issue that after outputs are delivered to the environment,
the environment learns ∆B, and we have to keep simulating H to the environ-
ment after outputs are delivered. This is handled exactly as in the proof of
Theorem 4.3 using the programability of the RO.

To deal with the leakage of the leaky FAOT functionality, we let B randomly
partition and combine the leaky aOTs in buckets, in a way similar to how we
dealt with leakage for FAAND: the leaky AOTs in each bucket will be combined
using an OT combiner (as shown in Figure 4.11), in so that if at least one choice
bit in every bucket is unknown to A, then the resulting aOT will not be leaky.
We prove the following theorem.

Theorem 4.6. Let FAOT(`) denote the functionality that provides ` non-leaky
aOTs as in FDeal. If B ≥ σ

1+log2(`) + 1, then the protocol in Figure 4.11 se-
curely implements FAOT(`) in the leaky FAOT(B`)-hybrid model with statistical
security parameter σ.

Proof. We want to show that the protocol in Figure 4.11 provides non-leaky
aOTs, having access to a functionality that provides leaky aOTs.

In the protocol the receiver randomly partitions `B leaky aOTs in ` buckets
of size B. First we want to argue that the probability that every bucket contains
at least one aOT where the choice bit is unknown to the adversary is overwhelm-
ing. Repeating the same calculations as in the proof of Theorem 4.4 it turns
out that this happens with probability bigger than 1− (2`)(1−B) ≥ 1− 2−σ.

Once we know that (with overwhelming probability) at least one OT in every
bucket is secure for the receiver (i.e., at least one choice bit is uniformly random
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1. A and B generate `′ = B` authenticated OTs using the leaky FAOT(`′)
functionality. If the functionality does not abort, name the outputs
{[xi0]A, [xi1]A, [ci]B, [zi]B}`

′

i=1.
2. B sends a B-wise independent permutation π on {1, . . . , `′} to A. For j =

0, . . . , `− 1, the B quadruples

{[xπ(i)
0 ]A, [xπ(i)

1 ]A, [cπ(i)]B, [zπ(i)]B}jB+B
i=jB+1

are defined to be in the j’th bucket.
3. A and B combine the B quadruples in each bucket. Here we describe how to

combine two quadruples from in a bucket: let them be [x1
0]A, [x1

1]A, [c1]B, [z1]B
and [x2

0]A, [x2
1]A, [c2]B, [z2]B. Let the result be [x0]A, [x1]A, [c]B, [z]B. To com-

bine more than two, just iterate by taking the result and combine it with the
next quadruple in the bucket.
(a) A reveals d = x1

0 ⊕ x1
1 ⊕ x2

0 ⊕ x2
1.

(b) A and B compute

[c]B = [c1]B ⊕ [c2]B , [z]B = [z1]B ⊕ [z2]B ⊕ d[c1]B ,

and
[x0]A = [x1

0]A ⊕ [x2
0]A , [x1]A = [x1

0]A ⊕ [x2
1]A .

Figure 4.11: From Leaky Authenticated OTs to Authenticated OTs

in the view of the adversary), the security of the protocol follows from the fact
that we use a standard OT combiner [HKN+05]. Turning this into a simulation
proof can be easily done in a way similar to the proof of Theorem 4.4.

This completes the description of our protocol.

4.5 Complexity Analysis
We will now sketch a complexity analysis counting the calls to symmetric prim-
itives used in the TinyOT protocol.

As showed in Theorem 4.2, the protocol requires an initial call to an ideal
functionality for (FOT(44

3 ψ,ψ),FEQ(ψ)). After this, the cost per gate is only a
number of invocations to a cryptographic hash function H. In this section we
give the exact number of hash functions that we use in the construction of the
different primitives. As the final protocol is completely symmetric, we count
the total number of calls to H made by both parties.

Equality FEQ: The FEQ functionality can be securely implemented with 2
calls to a hash function H, as described in Chapter 2

Authenticated OT FAOT: Every aOT costs 4B aBits, 2B calls to FEQ, and
6B calls to H, where B is the “bucket size”.

Authenticated AND FAAND: Every aAND costs 3B aBits, B calls to FEQ,
and 3B calls to H, where B is the “bucket size”.

2PC Protocol, Input Gate: Input gates cost 1 aBit.
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2PC Protocol, AND Gate: AND gates cost 2 aOTs, 2 aANDs and 2 aBits.

2PC Protocol, XOR Gate: XOR gates require no calls to H.

The cost per aBit, requires 59 calls to H as described in Chapter 3. How-
ever, using some further optimizations (that are not described in here, as they
undermine the modularity of our constructions) we can take this number down
to 8.

By plugging in these values we get that the cost per input gate is 59 calls to
H (8 with optimizations), and the cost per AND gate is 856B + 118 calls to H
(142B + 16 with optimizations). The implementation described in Section 4.6
uses the optimized version of the protocol and buckets of fixed size 4, and
therefore the total cost per AND gate is 584 calls to H.

As described in Section 4.1 we can greatly reduce communication complexity
of our protocol by deferring the MAC checks. However, this trick comes at cost
of two calls to H (one for each player) every time we do a “reveal”. This adds
2B hashes for each aOT and aAND and in total adds 8B+20 hashes to the cost
each AND gate. This added cost is not affected by the optimization mentioned
above.

4.6 Experimental Results

We did a proof-of-concept implementation in Java. The hash function in our
protocol was implemented using Java’s standard implementation of SHA256.
The implementation consists of a circuit-independent protocol for preprocessing
all the random values output by FDeal, a framework for constructing circuits for
a given computation, and a run-time system which takes preprocessed values,
circuits and inputs and carry out the secure computation.

We will not dwell on the details of the implementation, except for one detail
regarding the generation of the circuits. In our implementation, we do not com-
pile the function to be evaluated into a circuit in a separate step. The reason
is that this would involve storing a huge, often highly redundant, circuit on
the disk, and reading it back. This heavy disk access turned out to constitute
a significant part of the running time in an early prototype implementations
which we discarded. Instead, in the current prototype, circuits are generated
in chunks on the fly. The chunks size is balanced to be large enough that their
evaluation generate large enough network packages that we can amortize away
communication latency, but small enough that the circuit chunks can be kept
in memory during their evaluation. A circuit compiled is hence replaced by
a succinct program which generates the circuit in a streaming manner. This
circuit stream is then sent through the runtime machine, which receives a sepa-
rate stream of preprocessed FDeal-values from the disk and then evaluates the
circuit chunk by chunk in concert with the runtime machine at the other party
in the protocol. The stream of preprocessed FDeal-values from the disk is still
expensive, but we currently see no way to avoid this disk access, as the random
nature of the preprocessed values seems to rule out a succinct representation.
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For timing we did oblivious ECB-AES encryption. (Both parties input
a secret 128-bit key KA respectively KB, defining an AES key K = KA ⊕
KB. A inputs a secret `-block message (m1, . . . ,m`) ∈ {0, 1}128`. B learns
(EK(m1), . . . , EK(m`)).) We used the AES circuit from [PSSW09] and we
thank Benny Pinkas, Thomas Schneider, Nigel P. Smart and Stephen C. Williams
for providing us with this circuit.

The reason for using AES is that it provides a reasonable sized circuit which
is also reasonably complex in terms of the structure of the circuit and the depth,
as opposed to just running a lot of AND gates in parallel. Also, AES has been
used for benchmark in previous implementations, like [PSSW09], which allows
us to do a crude comparison to previous implementations. The comparison
can only become crude, as the experiments were run in different experimental
setups.

` G σ Tpre Tonl Ttot/` G/Ttot
1 34,520 55 38 4 44 822

27 922,056 55 38 5 1.6 21,545
54 1,842,728 58 79 6 1.6 21,623
81 2,765,400 60 126 10 1.7 20,405

108 3,721,208 61 170 12 1.7 20,541
135 4,642,880 62 210 15 1.7 20,637

` G σ Tpre Tonl Ttot/` G/Ttot
256 8,739,200 65 406 16 1.7 20,709
512 17,478,016 68 907 26 1.8 18,733

1,024 34,955,648 71 2,303 52 2.3 14,843
2,048 69,910,912 74 5,324 143 2.7 12,788
4,096 139,821,440 77 11,238 194 2.8 12,231
8,192 279,642,496 80 22,720 258 2.8 12,170

16,384 559,284,608 83 46,584 517 2.9 11,874

Figure 4.12: Timings. Left table is average over 5 runs. Right table is from
single runs. Units are as follows: ` is number of 128-bit blocks encrypted, G is
Boolean gates, σ is bits of security, Tpre, Tonl, Ttot are seconds.

In the timings we ran A and B on two different machines on Aarhus Univer-
sity’s intranet (using two Intel Xeon E3430 2.40GHz cores on each machine).
We recorded the number of Boolean gates evaluated (G), the time spent in
preprocessing (Tpre) and the time spent by the run-time system (Tonl). In the
table in Figure 4.12 we also give the amortized time per AES encryption (Ttot/`

with Ttot
def= Tpre + Tonl) and the number of gates handled per second (G/Ttot).

The time Tpre covers the time spent on computing and communicating during
the generation of the values preprocessed by FDeal, and the time spent storing
these value to a local disk. The time Tonl covers the time spent on generating
the circuit and the computation and communication involved in evaluating the
circuit given the values preprocessed by FDeal.

We work with two security parameters. The computational security pa-
rameter ψ specifies that a poly-time adversary should have probability at most
poly(ψ)2−ψ in breaking the protocol. The statistical security parameter σ spec-
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ifies that we allow the protocol to break with probability 2−σ independent of
the computational power of the adversary. As an example of the use of ψ, our
keys and therefore MACs have length ψ. This is needed as the adversary learns
H(Ki) and H(Ki⊕∆) in our protocols and can break the protocol given ∆. As
an example of the use of σ, when we generate ` gates with bucket size B, then
σ ≤ (log2(`)+1)(B−1) due to the probability (2`)1−B that a bucket might end
up containing only leaky components. This probability is independent of the
computational power of the adversary, as the components are being bucketed
by the honest party after it is determined which of them are leaky.

In the timings, the computational security parameter has been set to 120.
Since our implementation has a fixed bucket size of 4, the statistical security
level depends on `. In the table, we specify the statistical security level attained
(σ means insecurity 2−σ). At computational security level 120, the implemen-
tation needs to do 640 seed OTs. The timings do not include the time needed to
do these, as that would depend on the implementation of the seed OTs, which
is not the focus here. We note, however, that using, e.g., the implementation
in [PSSW09], the seed OTs could be done in around 20 seconds, so they would
not significantly affect the amortized times reported.

The dramatic drop in amortized time from ` = 1 to ` = 27 is due to the
fact that the preprocessor, due to implementation choices, has a smallest unit
of gates it can preprocess for. The largest number of AES circuits needing only
one, two, three, four and five units is 27, 54, 81, 108 and 135, respectively.
Hence we preprocess equally many gates when ` = 1 and ` = 27.

As for total time, we found the best amortized behavior at ` = 54, where
oblivious AES encryption of one block takes amortized 1.6 seconds, and we
handle 21,623 gates per second. As for online time, we found the best amortized
behavior at ` = 2048, where handling one AES block online takes amortized 32
milliseconds, and online we handle 1,083,885 gates per second. We find these
timings encouraging and we plan an implementation in a more machine-near
language, exploiting some of the findings from implementing the prototype.
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Part II

MiniLEGO
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Chapter 5

Commitments

In this chapter we present our construction of XOR-homomorphic commitment
based solely on OT. To the best of our knowledge this is the first kind of
homomorphic cryptographic primitive that can been obtained under general
assumption.

More precisely, we will implement a functionality for what we call weak com-
mitment with XOR-homomorphic opening. By weak we mean that a corrupted
sender is allowed to make a small amount of non-binding commitments which
we call wildcard commitments. We allow A to open wildcard commitments to
any value as long as the opening is consistent with all previous openings.

The idea behind our protocol is inspired by the watch lists of the construc-
tions in [IKOS08, IPS08]. When A commits to a message m we let B learn t
random bit positions (which we call the watch bits) of a linear error correcting
encoding of m. To open the commitment A sends the message m to B, who
encodes it and checks that the codeword matches the t bits he saw earlier. For
A to break binding she would have to find a message m′ 6= m with a code-
word that matches the codeword for m on B’s random watch bits. If we use a
code with a high minimum distance the probability that A finds such a message
becomes very low.

Overview

• In Section 5.1 we give the ideal functionality for our commitments.

• In Section 5.2 we describe a generic error correcting code, with a certain
privacy property we need for our implementation. Namely, we need that
learning the t watch bits of a codeword does not help B to guess the
encoded message.

• In Section 5.3 we describe our protocol: We use a
(n
t

)
-FROT functionality

to establish a one time pad key for for each commitment, in such a way
that B learns t bits of the key. To commit A sends a one time pad
encryption of the encoded message as described above. A problem turns
out to be that A could add some errors to the encoding to help her cheat
later. Therefore, we use the cut-n-choose technique to ensure the she
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can at most do this for a few commitments (which becomes the wildcard
commitments).

• We give the security analysis in Section 5.4. Here the main problem
becomes to find the commitments to mark as wildcard commitments when
A is corrupted. Doing this efficiently turns out to be essentially linked to
showing that any errors A adds to the commitments, by the cut-n-choose
test, must be isolated to a few common bit positions.

• Finally in Section 5.5 we give a few simple extensions to the base protocol
that we will need for the MiniLEGO 2PC protocol in Chapter 6.

• We end the chapter in Section 5.6 by sketching a complexity analysis
counting the symmetric primitives used in the protocol.

5.1 The Ideal Functionality

We name our ideal functionality FK,`WCOM and describe it in Figure 5.1. The
functionality allows A to commit to up to ` messages and to later reveal those
messages. In addition the FWCOM allows to reveal the XOR of two or more
committed messages to B (without revealing any extra information about the
original committed messages).

The functionality is “insecure”, in the sense that a corrupt A can choose a
set of up to K wildcard commitments where she can change her mind about
the committed value at opening time. However, openings need to be consistent,
e.g., if she opens the same commitment twice, she can freely choose which value
to open to the first time, and then she has to stick to her choice the second time.
More generally, every time A performs an opening this defines a linear equation
on the K wildcards commitments, and these equations must be consistent.

We formalize this in the following way: First we let the adversary specify
a set identifiers ID of size ` used to identify each of the ` commitments (for
technical reasons ID will be a subset of [2`]). In addition the adversary gives
a set W ⊂ ID, of size at most K, to identify the wildcard commitments.
FWCOM stores a set of linear equations on ` variables (Xi)i∈ID (one for each
commitment). Initially this set is empty. Each time A commits to a message
mj using a non-wildcard commitment (i.e. j ∈ ID \W ) FWCOM will store the
equation Xj = mj . For wildcard commitments no such equation are stored when
A makes the commitment. If A instructs FWCOM to open the XOR of the set
of commitments J ⊂ ID we let corrupted A input a message mJ ∈ {0, 1}ψ she
wants to open to. The functionality then adds the equation

⊕
j∈J Xj = mJ to

the set of stored equations and checks that this set of equations has a solution,
i.e., if there is an assignment of values in {0, 1}ψ to each variable Xj such
that all equations are satisfied. If so, the functionality permanently stores the
equation

⊕
j∈J Xj = mJ and opens the XOR of the set of commitments J as

mJ . Otherwise, FWCOM will output Alice cheats to B and terminate. Note
that if J ∩W = ∅ then for all j ∈ J the functionality has stored the equation
Xj = mj , and therefore a corrupt A can only open the commitment successfully
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if mJ =
⊕
j∈J mj . Note also that if, e.g., A has made commitments i ∈W and

j ∈ ID \W , and opens the XOR of commitments i and j as m′ then for all
later openings A can only successfully open the wildcard commitment i as m′i =
mj ⊕m′. In these cases, when a commitment can only successfully be opened
to one value, we say that the commitment is fixed to that value. Non-wildcard
commitments are always fixed and wildcard commitments can become fixed
when opened XOR a non-wildcard commitment. When a wildcard commitment
has been fixed it can essentially be viewed as a non-wildcard commitment.

Notice that the terminology can become a little confusing because of the
wildcard commitments: when we say that A opens the XOR of some set of
commitments J ⊂ ID to a value mJ , then we can not guarantee that mJ =⊕
j∈J mj , when J ∩W 6= ∅.

Init
On input (ID,W ) with |ID| = `, |W | ≤ K and W ⊂ ID from the adversary
output ID to both parties and let J = ∅. If A is honest, then W = ∅.

Commit
On input (commit, j ∈ ID,mj) with mj ∈ {0, 1}ψ from A, and where no
value of the form (j, ·) is stored, store (j,mj). If j ∈ ID \W , add J = {j} to
J and associate with J the equation Xj = mj . Then output (commit, j) to
B.

Open
On input (open, J ⊂ ID) from A, where for all j ∈ J a pair (j,mj) is stored
do the following:
• If A is honest, output (open, J,⊕j∈Jmj) to B.
• If A is corrupted wait for A to input (corrupt-open, J,mJ). Then

add J to J , associate the equation ⊕j∈JXj = mJ to J , and check
that the equation system {⊕j∈JXj = mJ}J∈J has a solutiona. If so,
output (open, J,mJ) to B. Otherwise, output Alice cheats to B and
terminate.

aI.e., there should be an assignment of values to the wildcard commitments such that
all stored openings can be explained by this assignment.

Figure 5.1: The ideal functionality FK,`WCOM for ` weak commitments.

5.2 Error Correcting Code
In the implementation of the functionality described above we need an error
correcting code (ECC), which encodes an ψ-bit string as an n-bit string with
minimal distance at least d using some ρ-bits of randomness. It should at the
same time be a secret sharing scheme in that seeing t random positions of a
random codeword does not leak information on the message. We denote this
scheme by sseccψ,n,d,t. We use encψ,n,d,t to denote the encoding function and
we use decψ,n,d,t to denote the decoding function. Both should be PPT and we
drop parameters for notational convenience. The code should have the following
properties.

Error correction For all m ∈ {0, 1}ψ, r ∈ {0, 1}ρ and error vectors e ∈
{0, 1}n with hw(e) < d/2 it holds that dec(enc(m; r) ⊕ e) = m, where
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hw is the Hamming weight in {0, 1}n. We assume that dec(C) = ⊥
when C has distance more than d/2 to all codewords and we assume
that there exists an efficient algorithm ncw (nearest codeword) such that
ncw(enc(m; r)⊕ e) = enc(m; r) when hw(e) < d/2.

Privacy There exists a PPT function xpl which can explain any codeword
as being a codeword of any message to anyone who knows at most t
positions of the codeword. Formally, for all I ⊂ [n], |I| = t and all
m,m′ ∈ {0, 1}ψ the distributions D0 and D1 described below are sta-
tistically close. The distribution D0 is generated as follows: sample
r ∈R {0, 1}ρ, let c = enc(m; r) and output ((ci)i∈I ,m, r). The distribu-
tion D1 is generated as follows: sample r′ ∈R {0, 1}ρ, let c = enc(m′; r′),
sample r ← xpl(I,m′, r′,m) and output ((ci)i∈I ,m, r).

Linearity For all m,m′ ∈ {0, 1}ψ and r, r′ ∈ {0, 1}ρ it holds that enc(m; r)⊕
enc(m′; r′) = enc(m⊕m′; r ⊕ r′).

Note that Error correction implies that the minimal distance is at least
d, i.e., for all m 6= m′ ∈ {0, 1}ψ and r, r′ ∈ {0, 1}ρ, c = enc(m; r) and c′ =
enc(m′; r′) it holds that ham(c, c′) ≥ d where ham is the Hamming distance.

We further require of the parameters of ssecc that: n = Θ(σ), t = Θ(n),
d = Θ(n). I.e. both the privacy and minimum distance of ssecc must be a
constant fraction of the length of codewords.

Codes that satisfy the desired properties can be found in [CC06].

5.3 Protocol

The protocol πWCOM implementing FWCOM is described formally in Figure 5.2.
Here we describe the ideas behind it.

Let v ∈ {0, 1}n and I = {i1, i2, . . . , it} ⊆ [n]. We define the function
wI : {0, 1}n → {0, 1}t so that wI(v) = (vi1 , vi2 , . . . , vit) ∈ {0, 1}t, i.e., wI(v) is
the t-bit string consisting of the t bits in v indexed by I.

In the protocol a commitment to a message m is a one-time pad of m with
some key T . Clearly this is hiding but not binding. To make the commitment
binding we allow the receiver of the commitment (B) to learn wI(m) for some
secret set I ⊆ [n]. We denote wI(m) the watch bits of the commitment. To
open the commitment to m A sends m′ to B and B checks if wI(m′) = wI(m).
If this is not the case B rejects the opening.

The watch bits gives some degree of binding since A can only open the
commitment to some message m′ 6= m if wI(m′) = wI(m). I.e. if t = |I| is
large enough A can only hope to change a few bits of m without getting caught.
On the other hand the watch bits clearly compromises the hiding property of
the commitment. To avoid this we use the code ssecc to encode the message
m and commit to the encoded m instead. I.e. a commitment to m becomes
enc(m; r)⊕ T where. By privacy of ssecc m is now hidden.

The encoding additionally strengthens binding of the commitment: code-
words c and c′ encoding to two different messages m and m′ must be different
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in many bit positions. Thus for A to open a commitment to m to m′ none of
these positions must be in the watch bits.

More precisely let d = 2s + 1 be the minimum distance of ssecc for some
s < n

2 . Suppose a corrupt A gives the commitment, c ⊕ T . Note that when
A is corrupt c does not have to be a codeword. In that case we have that
c = ncw(c) ⊕ e for some error vector e ∈ {0, 1}n, and we say the commitment
has hw(e) errors.

Regardless of the number of errors, consider what it takes for A to be able
to open this commitment to two different messages m′ and m′′, with codewords
c′ and c′′ respectively: for any two different codewords c′ and c′′ one of them
has distance at least s to c, say c′. In other words c′ has at least s bit positions
different from c. If A tries to open the commitment to m′, B only accepts the
opening if none of these bit positions are in his t watch bits for the commitment.
Thus for any commitment (possibly with errors) the probability that a cheating
A can open the commitment to two different messages m′ and m′′ is at most(

n− t
s

)(
n

s

)−1

=
s−1∏
i=0

n− t− i
s− i

s−1∏
i=0

s− i
n− i

=
s−1∏
i=0

n− t− i
n− i

=
s−1∏
i=0

1− t

n− i
.

Assume that s = s′n and t = t′n for constants 0 < t′, s′ < 1, then the probability
of A breaking the binding property is at most

s−1∏
i=0

(
1− t

n− i

)
≤

s−1∏
i=0

(
1− t′n

n

)
=
(
1− t′

)s′n
.

Thus with σ being the security parameter, n = Θ(σ) and for any positive
constants t′, s′ with 0 < t′, s′ < 1 A will have negligible probability of breaking
binding.

Notice, that while c′ will have distance at least s to c it could be that c′′
is much closer to c. E.g. c′′ could be the nearest codeword to c. In this case,
by a similar calculation as the one above, we have that, if the commitment
has very few errors, a cheating A could open the commitment to m′′ with
noticeable probability (say, if the number of errors were constant in σ). This
is not a problem since such a "slightly wrong" commitment can be seen as a
commitment to the message m′′ encoded by the nearest codeword c′′.

To get XOR-homomorphic commitments, more work has to be done. The
problem being that the XOR of several commitments with errors, may become a
commitment that breaks binding, even if the individual commitments only have
a few errors. Consider a number of commitments made with non-codewords ci
with nearest codewords c′i. The XOR the non-codewords c =

⊕
i ci may then
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be very far from the XOR of their nearest codewords c′ =
⊕

i c
′
i. In fact c might

be so far away from c′ that it gets very close to some other codeword c′′. Hence
the XOR of the commitments can be opened to a message different from the
XOR of the message associated with the individual commitments. This would
break the binding property.

To deal with this problem, the protocol πWCOM starts by letting A commit
to 2` random messages. We then do a cut-n-choose test to check that half
of these commitments can be opened correctly. If A passes the test we have
that, with overwhelming probability, the remaining commitments only have a
few errors. Additionally, those errors must be isolated to a few common bit
positions. Thus the result of XOR’ing these commitments will at most have a
few a errors in the same positions.

Thus if A passes the cut-n-choose test we use the un-tested random com-
mitments to implement the actual commitments. The resulting commitment
will have exactly the same errors as the random commitment (if any).

The details of the protocol πWCOM is given in Figure 5.2. In Section 5.4 we
prove the following theorem.

Theorem 5.1. Let σ be the security parameter, K = nσ+ σ and let ssecc be a
code with n = Θ(σ), t = Θ(n), d = Θ(n) and σ < d/2 as, e.g., given by [CC06].
Then the protocol in Figure 5.2 UC, active, static securely implements FK,`WCOM
in the

(n
t

)
-FROT(2`)-hybrid model.

5.4 Analysis

Simulating when no party is corrupted or both parties are corrupted is straight
forward. Simulating when B is corrupted is also quite simple, and can be done
using standard techniques from simulation in secure multiparty computation
based on secret sharing. Thus below we will only sketch the proof for corrupted
B, and focus the case of corrupted A.

5.4.1 Corrupted B

The simulator commits to 0ψ in all commitments. When asked to open such
a commitment Uj to a given mj ∈ {0, 1}ψ it uses the efficient algorithm xpl
to explain the commitment as Uj = enc(xj ; rj) ⊕ Tj for xj = yj ⊕ mj . The
only non-trivial detail is that if the simulator is asked to open a commit-
ment, where the value of the opening follows from previous openings (i.e., using
some linear equation), it computes the opening as a linear combination of the
previous simulated openings. As an example, if the simulator opened Uj as
Uj = enc(xj ; rj)⊕ Tj and opened Ui as Ui = enc(yi; ri)⊕ Ti. Then it will open
Uj ⊕ Ui as Uj = enc(xj ⊕ xi; rj ⊕ ri)⊕ Tj ⊕ Ti.

5.4.2 Corrupted A

Intuition of the proof when A is corrupted is that the cut-n-choose test will
catch A if there are many indices i for which there exists a commitment that

78



Setup
To set up the scheme A and B run the following.

1. A and B run a
(
n
t

)
-FROT(2`) functionality and get as output (Ri)i∈[n]

and (I, (Ri)i∈I) respectively where R1, . . . , Rn ∈R {0, 1}2` and I is a
uniformly random subset of [n] with |I| = t.

2. A lets R ∈ {0, 1}n×2` be the matrix with Ri as the i’th row and lets
Tj ∈ {0, 1}n be the j’th column of R. a

3. A for j = 1, . . . , 2`, samples xj ∈R {0, 1}ψ, rj ∈R {0, 1}ρ and sends
the commitment cj = (enc(xj ; rj) ⊕ Tj , j). Let cj = (Uj , j) the value
received by B.

4. B sends a uniformly random subset C ⊂ [2`]. This also defines ID = C̄.
5. For j ∈ C, A opens cj by sending oj = (xj , rj , j).
6. For j ∈ C, B receives (x′j , r′j , j) and checks that

wI(enc(x′j ; r′j)) = wI(Uj)⊕ wI(Tj) ,

if not B terminates the protocol.
Commit

To commit to mj for j ∈ ID A sends (yj , j) to B where yj is the correction
value yj = xj ⊕mj .

Open
To open the XOR of commitments J ⊂ ID the parties do the following.

1. For j ∈ J , let cj = (enc(xj ; rj) ⊕ Tj , j) be the commitments sent in
initialization and yj the value sent during commitment. A computes
the opening of

⊕
j∈J mj as oJ = (

⊕
j∈J xj ,

⊕
j∈J rj , J), and sends it

to B.
2. If an opening of J was done previously, B uses the previous mJ , oth-

erwise he proceeds as follows: Let cj = (Uj , j) be the commitments
received during Setup. B accepts oJ = (xJ , rJ , J) iff

wI(enc(xJ ; rJ)) = wI(
⊕
j∈J

Uj)⊕ wI(
⊕
j∈J

Tj) ,

where
wI(
⊕
j∈J

Uj) =
⊕
j∈J

wI(Uj)

and
wI(
⊕
j∈J

Tj) =
⊕
j∈J

wI(Tj) .

If B accepts he outputs xJ ⊕ yJ , where yJ =
⊕

j∈J yj . Otherwise, B
rejects the opening and terminates the protocol.

aNotice B can use (Ri)i∈I to compute wI(Tj) for all j ∈ [2`].

Figure 5.2: The protocol πWCOM implementing FWCOM

has an error in position i. This is because if the errors of the commitments
are very spread out, with high probability, many of them will be in the watch
bits positions. As mentioned above, this means that almost all errors must be
isolated in a few positions. Therefore XOR’s of commitments will also have
errors only in these position, and therefore will also be close to their “correct”
codeword. The proof is complicated by the fact that a few commitments with
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many errors, or errors outside the few isolated positions, may pass the cut-n-
choose test. These commitments will be the wildcards. It can be shown that not
even a commitment with many errors can be opened to two different values, as
it would give a codeword encoding a non-zero value which is 0 in all the watch
bits, which happens with negligible probability by the watch bits being random
and the minimal distance high. This translates into it being impossible to make
any combination of openings of linear equations yielding inconsistent outputs.

Proof. We first describe how to simulate the setup phase against a corrupt A∗.
The simulator simulates the ideal functionality

(n
t

)
-FROT(`) to the adversarial

A∗ and records the outputs (Ri)i∈[n] and (I, (Ri)i∈I). The simulator lets R ∈
{0, 1}n×2` be the matrix with Ri as the i’th row and lets Tj ∈ {0, 1}n be the
j’th column of R. Then the simulator runs the rest of the setup as B would
have done. What remains is to input to the ideal functionality ID = C̄ along
with a set W specifying which commitments should be wildcard commitments.

The simulator computes W as follows: When A∗ sends a commitment
(Uj , j), compute Sj = Uj ⊕ Tj , let Nj = ncw(Sj) and let ej = Nj ⊕ Sj , where
ncw gives the nearest codeword, i.e., ej is the smallest error of Sj relative to
the error correcting code. Let E ∈ {0, 1}n×2` be the matrix with ei as the i’th
column. 1 In Lemma 5.1 and 5.2 we show that, if A∗ passes the cut-n-choose
test, with overwhelming probability there exists sets F ∈ [2`] and D ∈ [n] with
|D|, |F | ≤ σ, so that for all Ei,j = 0 if and only if (i, j) ∈ D×F . In other words
all commitments with in [2`] \F has all of their errors isolated to indices in D.
In Lemma 5.3 we show that, if such sets exist then the simulator can efficiently
compute sets D and F with the same properties except |F | ≤ nσ+ σ = O(σ2).
Thus the simulator will compute these sets and input (ID,W ) = (C̄, F ∩ C̄) to
FWCOM to end simulation of the setup. The simulation of the setup phase is
perfect.

To simulate a commitment, record the received value (yj , j). Let xj =
dec(Nj), for the value Nj computed when the j’th commitment was received in
the setup phase as described above. Letmj = yj⊕xj , and input (commit, j,mj)
to the ideal functionality. Again the simulation is clearly perfect.

To simulate an opening let cj = (Uj , j) be the commitments sent earlier and
let yj be the correction value sent at commit time. Let oJ = (xJ , rJ , J) be the
opening. Iff

wI(enc(xJ ; rJ)) = wI(
⊕
j∈J

Uj)⊕ wI(
⊕
j∈J

Tj) ,

input (open, J) to the ideal functionality—when J was not previously opened
and W ∩ J 6= ∅ follow this input by (corrupt-open, J,mJ), where mJ = xJ ⊕

1Above and in the following we assume that ncw gives the closest codeword on all inputs,
also those with distance more than d/2 to all codewords. Note that the simulator cannot
necessarily compute Nj = ncw(Sj) efficiently when there are more than d/2 errors in Sj (i.e.,
when hw(ej) > d/2). However, from σ < d/2, it follows that Nj = ncw(Sj) is correct when
dec(Sj) 6= ⊥. So, if the simulator lets ej = 1n when dec(Sj) = ⊥, it will only add too many
1 to a column ej where there would be more than σ non-zero entries anyway. It can be seen
that this maintains the correctness of the below analysis, but for notational convenience we
simply assume that ncw works for all inputs.

80



yJ and yJ =
⊕

j∈J yj . If wI(enc(xJ ; rJ)) 6= wI(
⊕
j∈J Uj) ⊕ wI(

⊕
j∈J Tj) the

simulator rejects the opening and terminates the protocol.
It is clear that this simulation is perfect until one of the following two events

occur:

1. During the simulation of an opening, the simulator inputs (open, J) to
the ideal functionality and J ∩W = ∅ and it is not the case that mJ =⊕
j∈J mj for themj stored in the ideal functionality and themJ computed

by the simulator.

2. During the simulation of an opening, the simulator inputs (open, J) to the
ideal functionality followed by (corrupt-open, J,mJ) and the equation
mJ =

⊕
j∈J mj is not consistent with the equations stored in FWCOM.

We prove that each of these events occur with negligible probability.
We start with the first case. For j ∈ J , let mj be the values computed by

the simulator, i.e.,

Sj = Uj ⊕Tj , Nj = ncw(Sj) , ej = Nj ⊕Sj , xj = dec(Nj) , mj = yj ⊕xj .

For the first event to happen we have that A∗ opened the commitment to some
mJ for which

mJ 6=
⊕
j∈J

mj ,

since ⊕
j∈J

mj = yJ ⊕
⊕
j∈J

xj .

Since the opening was of the form oJ = (xJ , rJ , J) with

wI(enc(xJ ; rJ)) = wI(
⊕
j∈J

Uj)⊕ wI(
⊕
j∈J

Tj) (5.1)

and the output of the opening is defined to be

mJ = yJ ⊕ xJ ,

we get that
xJ 6=

⊕
j∈J

xj , (5.2)

which we will take as the basis for our contradiction. Note for later use how the
correction values yj cancelled out and mJ 6=

⊕
j∈J mj became xJ 6=

⊕
j∈J xj .

We later use this to simplify the proof of the more involved second event.
From Sj = Uj ⊕ Tj and (5.1) we get

wI(enc(xJ ; rJ)) = wI(
⊕
j∈J

Sj) .

Using the argument from the discussion in Section 5.3, it follows from the above
equation that except with negligible probability

dec(
⊕
j∈J

Sj) = xJ . (5.3)
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Namely, if dec(
⊕

j∈J Sj) 6= xJ , then
⊕

j∈J Sj and enc(xJ ; rJ) would have Ham-
ming distance at least d/2 and then wI(enc(xJ ; rJ)) = wI(

⊕
j∈J Sj) occurs with

negligible probability.
It follows from the way we pick W = F ∩ ID (as described above) and from

j 6∈W for j ∈ J , that hw(ej) ≤ σ for all j ∈ J . I.e. ej only has non-zero entries
with indices in D and |D| ≤ σ. Furthermore, from this it also follows that for
all j ∈ J the at most σ errors in each ej are sitting in the same σ positions
(those indexed by D). I.e.,

hw(
⊕
j∈J

ej) ≤ σ .

From Sj = Nj ⊕ ej we get that

⊕
j∈J

Sj =

⊕
j∈J

Nj

⊕
⊕
j∈J

ej

 ,

i.e.,
ham(

⊕
j∈J

Sj ,
⊕
j∈J

Nj) ≤ σ ,

so
ncw(

⊕
j∈J

Sj) =
⊕
j∈J

Nj .

Since
dec(

⊕
j∈J

Nj) =
⊕
j∈J

dec(Nj) =
⊕
j∈J

xj ,

we get that
dec(

⊕
j∈J

Sj) =
⊕
j∈J

xj . (5.4)

Equations (5.2), (5.3) and (5.4) are in contradiction. Thus the first event occurs
with at most negligible probability.

We then handle the second event. For simplicity we will assume that all
yj = 0ψ such that mj = xj and mJ = xJ . This is without loss of generality qua
the comment made above about the yj-values cancelling out.

Note that all equations stored in FWCOM are of the form⊕
j∈J ′

Xj = xJ ′ , (5.5)

for some constant value xJ ′ and some J ′ ⊂ ID. For any J ′ we can rewrite (5.5)
stored in FWCOM as

⊕
j∈J ′∩W

Xj =

 ⊕
j∈J ′\W

Xj

⊕ xJ ′ .
If we let

ξJ ′ =

 ⊕
j∈J ′\W

xj

⊕ xJ ′ ,
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we can then rewrite (5.5) as an equation⊕
j∈J ′∩W

Xj = ξJ ′ ,

where ξJ ′ is fixed by the stored (xj , j) for j 6∈W and the constants xJ ′ .
By assumption the system {

⊕
j∈J ′∩W Xj = ξJ ′}J ′∈J is inconsistent. It is an

easy piece of linear algebra to see that this means that there exists J1,J2 ⊆ J
and V ⊂W such that

⊕
j∈V

Xj =
⊕
J ′∈J1

 ⊕
j∈J ′∩W

Xj


⊕
j∈V

Xj =
⊕
J ′∈J2

 ⊕
j∈J ′∩W

Xj


⊕
J ′∈J1

ξJ ′ 6=
⊕
J ′∈J2

ξJ ′ .

(Simply apply Gaussian elimination to solve the system. This must fail, which
will yield a system as above.)

From the last equation we get that

⊕
J ′∈J1

 ⊕
j∈J ′\W

xj

⊕ xJ ′
 6= ⊕

J ′∈J2

 ⊕
j∈J ′\W

xj

⊕ xJ ′
 ,

which implies that

⊕
J ′∈J1∪J2

 ⊕
j∈J ′\W

xj

 6= ⊕
J ′∈J1∪J2

xJ ′ . (5.6)

Note that the existence of the equation

⊕
j∈J ′∩W

Xj =

 ⊕
j∈J ′\W

xj

⊕ xJ ′ ,
stored in FWCOM, implies that A∗ sent a codeword SJ ′ = enc(xJ ′ ; rJ ′) such that

wI(SJ ′) = wI(
⊕
j∈J ′

Sj) ,

which means that

wI(
⊕

j∈J ′∩W
Sj) = wI(

⊕
j∈J ′\W

Sj)⊕ wI(SJ ′) .

Combining, we get that

wI(
⊕
j∈V

Sj) =
⊕
J ′∈J1

wI(
⊕

j∈J ′\W
Sj)⊕ wI(SJ ′)
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wI(
⊕
j∈V

Sj) =
⊕
J ′∈J2

wI(
⊕

j∈J ′\W
Sj)⊕ wI(SJ ′) .

Using transitivity of = and that wI(SJ ′) = wI(enc(xJ ′ ; rJ ′)) we conclude that

⊕
J ′∈J1

wI( ⊕
j∈J ′\W

Sj)⊕ wI(enc(xJ ; rJ ′))

 =

⊕
J ′∈J2

wI( ⊕
j∈J ′\W

Sj)⊕ wI(enc(xJ ′ ; rJ ′))

 ,

which, implies that

wI(
⊕

J ′∈J1∪J2

 ⊕
j∈J ′\W

Sj

) = wI(
⊕

J ′∈J1∪J2

enc(xJ ′ ; rJ ′)) . (5.7)

By construction of W , the string
⊕
J ′∈J1∪J2

(⊕
j∈J ′\W Sj

)
has distance at

most σ to a codeword encoding
⊕

J ′∈J1∪J2

(⊕
j∈J ′\W xj

)
, namely, they differ in

at most the σ positions in the set D, as we sum only over j 6∈W . By linearity,
the string

⊕
J ′∈J1∪J2 enc(xJ ′ ; rJ ′) is a codeword, encoding

⊕
J ′∈J1∪J2 xJ ′ . By

(5.7) and I being chosen at random and independent of the view of A∗, we have
that

ham(
⊕

J ′∈J1∪J2

 ⊕
j∈J ′\W

Sj

 , ⊕
J ′∈J1∪J2

enc(xJ ′ ; rJ ′)) ≤ σ

except with negligible probability. It then follows from σ < d/2 that with over-
whelming probability the string

⊕
J ′∈J1∪J2 enc(xJ ′ ; rJ ′) is the only codeword

within distance σ of
⊕

J ′∈J1∪J2

(⊕
j∈J ′\W Sj

)
. Hence

⊕
J ′∈J1∪J2 enc(xJ ′ ; rJ ′)

must be the codeword encoding
⊕
J ′∈J1∪J2

(⊕
j∈J ′\W xj

)
. From this it fol-

lows that
⊕
J ′∈J1∪J2 enc(xJ ′ ; rJ ′) is an encoding of both

⊕
J ′∈J1∪J2 xJ ′ and⊕

J ′∈J1∪J2

(⊕
j∈J ′\W xj

)
. This contradicts (5.6), and thus the second event

can only occur with negligible probability. This concludes the proof.

Now all that remains is to show that the simulator can indeed pick a set
W as described in the proof. I.e. that we can pick sets F ⊂ [2`] and D ⊂ [n],
where |D| ≤ σ and |F | ≤ O(σ2), so that all commitments in [2`] \ F have their
errors isolated to indices in D.

To this end let a set of independent errors, be a set {(ri, ci)}Bi=1 for which
ri ∈ [n], ci ∈ [2`], |{ri}Bi=1| = |{ci}Bi=1| = B and Eri,ci = 1 for i = [B] (recall that
E is the matrix with the error vectors of all commitments as its columns). Let
the independent errors value ν(E) to be the size of the largest set of independent
errors.

Lemma 5.1. The probability that A∗ is not caught cheating during the setup
is ≤ αν(E) for a positive constant α < 1 independent of ν. In particular, if
ν(E) = Θ(σ), then A∗ is caught except with overwhelming probability.
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Proof. To see this, let {(ri, ci)}νi=1(E) be a maximal set of independent errors.
Note that if j ∈ C for some j = ci ∈ {ci}νi=1(E) for the challenge C sent
by B, i.e. A∗ is asked to open commitment number j = ci, she must send
an opening (x′j , r′j , j) with enc(x′j ; r′j) = Nj . Assume namely that she does
not: Then ham(enc(x′j ; r′j), Sj) ≥ d/2, and from the above it also follows that
wI(Uj) ⊕ wI(Tj) = wI(Uj ⊕ Tj) = wI(Sj), so wI(Sj) = wI(enc(x′j ; r′j)). Since
I is independent of the view of A∗, the probability that wI(A) = wI(B), when
ham(A,B) ≥ d/2 is at most (n−d/2n )t, which is negligible. If A∗ does use an
opening (x′j , r′j , j) with enc(x′j ; r′j) = Nj , then ej = enc(x′j ; r′j) ⊕ Sj has a 1 in
position ri, so A∗ is caught with probability at least t

n . The probability that
j = ci is chosen for opening, i.e., j ∈ C, is at least 1

2 . This means the probability
A∗ is not caught is at most α = 1

2(1 − n−t
n ). This holds independently for the

ν(E) errors (ri, ci) as they sit in different rows and columns by the definition
of ν.

By Lemma 5.1 we can henceforth without loss of generality assume that the
independent error value of E is less than σ.

We then let a pair of error isolating sets be two sets D ⊂ [n] and F ⊂ [2`]
such that if i ∈ [n] \ D and j ∈ [2`] \ F , then Ei,j = 0. I.e., sets so that all
the ones in E are isolated to at most |D| rows and |F | columns. We let the
error isolation value µ(E) be the smallest integer B such that there exists error
isolating sets D and F with |D|, |F | ≤ B. We show that the error isolation
value is less than or equal the independent error value.

Lemma 5.2. µ(E) ≤ ν(E).

Proof. If E contains only zeros, then µ(E) = 0 = ν(E). Otherwise, we prove
the lemma by constructing a set of independent errors G from E, so that µ(E) ≤
|G|: pick (r1, c1) to be in G such that Er1,c1 = 1. Then greedily pick values
(ri, ci) such that Eri,ci = 1 and such that ri is different from all rj<i and ci is
different from all cj<i, and put these in G. Do this till it is not longer possible
to pick a new pair (ri, ci). Then by definition of ν we have |G| ≤ ν(E) (since
G is a set of independent errors). Furthermore, note that all errors are now
isolated to either rows indexed by ri or columns indexed by ci for some pair
(ri, ci) ∈ G. Thus by definition of µ we have µ(E) ≤ |G|.

Finally we show that an pair of almost optimal error isolating sets can be
found efficient by simulator.

Lemma 5.3. When µ(E) ≤ σ, the simulator can efficiently compute D and F
with |D| ≤ σ and |F | ≤ nσ + σ such that if i ∈ [n] \D and j ∈ [2`] \ F , then
Ei,j = 0. I.e., all the errors in the codewords are isolated to the σ rows of D
and nσ + σ columns of F .2

Proof. To construct F and D proceed as follows: First add the index of any
column in E with Hamming weight more than σ to F and add the index of any

2Given enough time the simulator could get |F | down to σ, but we conjecture that it is
NP hard to get get |F | down to O(σ) due to the similarity to the bipartite clique problem.
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row with Hamming weight more than σ to D. There are at most σ such columns
and σ such rows, or we could not have µ(E) ≤ σ. Now all remaining rows have
at most Hamming weight σ. There are at most n remaining rows. This gives
a total of nσ non-zero entries in the remaining rows. Add the index of any
columns with one of these non-zero entries to F . This gives |F | ≤ nσ + σ.

5.5 Extending FWCOM For Secure Two-Party Com-
putation

In this section we give few simple modifications to FWCOM and πWCOM that
we will need for our concrete use of FWCOM in Chapter 6.

First, as we want to treat the commitments as an ideal functionality, we need
to push into the ideal functionality two extra commands (in a way similar to the
commit-and-prove functionality in [CLOS02]). The first one allows to perform
Oblivious-Opening i.e, B can choose between two sets and learn the XOR of the
committed messages in one of them, without learning anything about the other
set. Additionally, we need a command to allow A to open the XOR of committed
messages in one out of two sets to B without revealing which one. In other
words, A proves that one of the two sets of committed messages XORs to the
opened message, without revealing which one. We call this an Or-Opening. We
describe the FWCOM functionality with these commands added in Figure 5.3,
and we will need a protocol that implements this extended functionality. Note,
that for technical reasons there can at most be ω Or-Openings and all Or-
Openings must be done before the first Oblivious-Opening. The parameter ω
can be any polynomial of the security parameter but it must be known when
setting up the functionality.

Second, we need to strengthen the protocol to have only K = σ wildcard
commitments instead of K ′ = O(σ2) as for the protocol described above. I.e.
we will need a protocol that implements FK

′,`
WCOM instead of FK,`WCOM.

5.5.1 Oblivious-Opening

The Oblivious-Opening can be implemented very easily in the FOT-hybrid
model from any protocol implementing FWCOM with a non-interactive opening.
That is, any protocol that implements the opening part of FWCOM by sending
a single message o from A to B: A inputs as messages to FOT the openings oJ0

and oJ1 corresponding to the sets of commitments J0 and J1. B inputs b to
FOT and receives oJb , which he can then open in the regular way.

This solution has an inherent selective failure attack: a corrupt A could
compute one opening honestly and the other in a way that is sure to make
B reject the opening. This way A will either learn b or she will be caught.
However, in our concrete use of FWCOM in Chapter 6 it turns out that we
can live with this attack. Therefore, instead of trying to handle the attack we
make it explicit in the FWCOM functionality that such attacks are allowed for
a corrupted A.
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Init
As for FWCOM.

Commit
As for FWCOM.

Open
As for FWCOM.

Oblivious-Opening
On input (OT-choose, otid, b) with b ∈ {0, 1} from B output (OT-choose, otid)
to A. On input (OT-open, otid, J0, J1) from A with J0, J1 ⊂ ID where for all
j ∈ J0, J1 a pair (j,mj) is stored and (OT-choose, otid, ∗) was input before
by B do the following:
• If A is honest, output (OT-open, otid, Jb,⊕j∈Jbmj) to B.
• If A is corrupted, wait for A to input (guess, g) with g ∈ {0, 1,⊥}. If g ∈
{0, 1} and g 6= b output Alice cheats to B and terminate. Otherwise,
proceed to wait for A to input (corrupt-open, J0, J1,mJ0 ,mJ1). Add
Jb to J and associate the equation ⊕j∈JbXj = mJb to Jb. Check that
the equation system still has a solution as described above. If so, output
(OT-open, Jb,mJb) to B. Otherwise output Alice cheats to B.

OR Open
For up to ω Or-Openings, that must all occur before the first Oblivious-
Opening, do the following: On input (OR-open, J0, J1, a) from A, with
J0, J1 ⊂ ID, a ∈ {0, 1} where for all j ∈ J0, J1 a pair (j,mj) is stored do
the following:
• If A is honest, output (OR-open, J0, J1,⊕j∈Jamj) to B.
• If A is corrupted, and if Ja ∩ W 6= ∅, wait for corrupt A to input

(corrupt-open, Ja,mJa), add Ja to J and associate ⊕j∈JaXj = mJa

to Ja. Check if the equation system still has a solution as described
above. If so, output (OR-open, J0, J1,mJa) to B. Otherwise output
Alice cheats to B.

Figure 5.3: The ideal functionality FK,`,ωWCOM for ` weak commitments with ω
Or-Openings.

Note also that the actual Oblivious-Opening described in Figure 5.3 is of a
form where B first inputs his bit b and then only later does A instruct FWCOM
to open the XOR of Jb to B. This is needed for our concrete use of FWCOM in
Chapter 6. Again this can be implement very simply: A One Time Pads (OTP)
the openings before she inputs them to FOT. Later when she wants to open to
B she sends both OTP keys to B, which allows B to recover oJb .

We give a formal description of the implementation of FWCOM extended
with the Oblivious-Opening in Figure 5.4, and we prove the following.

Theorem 5.2. Let σ be the security parameter, K = σn+ σ and let ssecc be a
code with n = Θ(σ), t = Θ(n), d = Θ(n) and σ < d/2 as, e.g., given by [CC06].
Then the protocol in Figure 5.4 UC, active, static securely implements FK,`WCOM
with the Oblivious-Opening command of Figure 5.3 in the (FOT,

(n
t

)
-FROT(2`))-

hybrid model.

Proof. We focus on the simulator when simulating the Oblivious-Opening com-
mand, since for all other commands we can use the simulator from the proof
of Theorem 5.1. Furthermore, as above the case of corrupted B is trivial so we
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Setup
As in Figure 5.2.

Commit
As in Figure 5.2.

Open
As in Figure 5.2.

Oblivious-Opening
To do an Oblivious-Opening with the sets of commitments J0 and J1 the
parties does the following.

1. A computes openings oJ0 and oJ1 of the XOR of commitments in the
sets J0 and J1 respectively as she would for regular openings described
in Figure 5.2. She then samplesM0 ∈R {0, 1}|oJ0 | andM1 ∈R {0, 1}|oJ1 |

(where |x| denotes the bit-length of x), and inputs to (M0 ⊕ oJ0 ,M1 ⊕
oJ1) = (O0, O1) to FOT.

2. B inputs b to FOT and receives Ob = Mb ⊕ oJb .
3. Later A can open the XOR of commitments Jb by sending (M0,M1)

to B. B computes the opening oJb = Ob ⊕Mb and opens as a regular
opening described in Figure 5.2.

Figure 5.4: The commitment scheme extended with Oblivious Openings

will focus on corrupted A.
On output (OT-choose, otid) from FWCOM the simulator observes the mes-

sages (O′0, O′1) as A inputs them to FOT. Later when A sends OTP keysM0 and
M1 the simulator computes both openings o′0 = O′0 ⊕M0 and o′1 = O′1 ⊕M1.
For each i ∈ {0, 1} the simulator parses o′i as o′i = (xJi , rJi , Ji) and inputs
(OT-open, otid, J0, J1) to FWCOM. So far the simulation is perfect.

Note that from this point on the behaviour of B in the real world protocol
is the same as when he receives o′b as the opening in a regular opening. Since
there is no other communication from B to A, A will only learn whether or
not B accepts or rejects the opening of o′b. Apart from handling the input
(guess, g), essentially the same goes for the ideal functionality FWCOM. Thus, if
the simulator ignores o′1−b and runs the simulator from the proof of Theorem 5.1
when opening o′b, the simulation will go through. The only problem is that the
simulator does not know the value of b. To solve this the simulator will run the
simulator from the proof of Theorem 5.1 on both o′0 and o′1, and if necessary
use FWCOM to try and guess b. There are three cases:

1. The simulator of Theorem 5.1 rejects both openings. In this case the
simulator of the Oblivious-Opening can safely reject and terminate, since
o′b must be a rejecting opening.

The simulation is clearly perfect.

2. The simulator of Theorem 5.1 accepts both openings. In this case o′b
must be an accepting opening. The simulator of the Oblivious-Opening
can safely input (guess,⊥) followed by (corrupt-open, J0, J1,mJ0 ,mJ1)
to FWCOM, were mJ0 and mJ1 are computed as by the simulator of The-
orem 5.1.
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The simulation is indistinguishable from the real world by the same ar-
gument as in the proof of Theorem 5.1.

3. For some g ∈ {0, 1} the simulator of Theorem 5.1 rejects on opening
o′1−g but not o′g. In this case the simulator of the Oblivious-Opening
inputs (guess, g) to FWCOM. If FWCOM terminates the simulator does
the same. Otherwise, the simulator learns that b = g, and proceeds to
input (corrupt-open, J0, J1,mJ0 ,mJ1) where mJb is computed as by the
simulator of Theorem 5.1 and mJ1−b = 0ψ.
If FWCOM terminates on input (guess, g) the simulation is perfect since
o′b is a rejecting opening. Otherwise, the simulation is indistinguishable
from the real world by the same argument as in the proof of Theorem 5.1.

So since in all cases the simulation is indistinguishable from the from the
real world protocol, this concludes our proof.

5.5.2 Less Wildcards

We now show how our scheme can be strengthened to only haveK = σ wildcard
commitments, instead of K ′ = O(σ2) as in the protocol described in Figure 5.2.
We do this in a black box way using a FK

′,2`
WCOM to implement a FK,`WCOM func-

tionality: A uses FK
′,2`

WCOM to commit to 2` random values xi. Then we randomly
pair all the commitments into ` pairs, open the XOR of each pair, and use the
left element in each pair as the commitment of FK,`WCOM, sending just a correc-
tion value yi as the actual commitment (similar to the protocol in Figure 5.2).
The idea being that if any wildcard commitment i is paired with a non-wildcard
commitment j it will become fixed by opening the XOR of the pair. There-
fore, the resulting commitments are only wildcard if they were in a pair where
both commitments were wildcard commitments. If we take ` > K ′2, then the
probability that there are more than σ such pairs of wildcard commitments is
negligible. We describe the protocol formally in Figure 5.5 and we prove the
following theorem.

Theorem 5.3. Let σ be the security parameter, K = σ and ` > K ′2. Then
the protocol in Figure 5.5 UC, active, static securely implements FK,`WCOM in the
FK

′,2`
WCOM hybrid model.

Proof. In the setup phase the simulator behaves as an honest B while fully
controlling the FK

′,2`
WCOM functionality. Doing so the simulator can read of the

set of wildcard commitments input by corrupt A W ′ when initializing FK
′,2`

WCOM.
For all inputs (commit, i, xi) made by A during the setup the simulator records
(xi, i). For all inputs (open, {i, π(i)}) followed by (corrupt-open, {i, π(i)}, zi)
made by A the simulator records (zi, i).

After the setup phase the simulator computes the set W = {i ∈ ID ∩
W ′|π(i) ∈ W ′}, i.e., W is the set of wildcard commitments in ID that were
paired with another wildcard commitments. To initialize the FK,`WCOM function-
ality the simulator then inputs ID as the set of commitment identifiers and W
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Setup
1. A and B initialize a FK

′,2`
WCOM functionality which outputs ID′ to both

parties.
2. For all i ∈ [2`] A samples xi ∈R {0, 1}ψ and inputs (commit, i, xi) to
FK

′,2`
WCOM.

3. After receiving (commit, i) for all i ∈ [2`] from FK
′,2`

WCOM B picks a
uniformly random pairing π (a permutation π : ID′ → ID′ where
∀i, π(π(i)) = i) and sends it to A.

4. A sets ID = {i ∈ ID′|i < π(i)}. For all j ∈ ID = {i ∈ [2`]|i <
π(i)} A inputs (open, {i, π(i)}) to FK

′,2`
WCOM and outputs ID as the set of

commitment id’s.
5. On receiving (open, {i, π(i)}, zi = xi ⊕ xπ(i)) for all i ∈ ID B outputs

ID.
6. For the remainder of the protocol A is not allowed to use id’s in ID′\ID.

If she does so B terminates the protocol.
Commit

To commit to mj ∈ {0, 1}ψ for j ∈ ID A sends (yj = mj ⊕ xj , j) to B.
Open

To open the XOR of commitments J ⊂ ID the parties does the following.
1. A inputs (open, J) to the FK

′,2`
WCOM functionality.

2. On output (open, J, xJ) from FK
′,2`

WCOM B computesmJ = (
⊕

j∈J yj)⊕xJ
and outputs (open, J,mJ).

Oblivious-Opening
A and B use the Oblivious-Opening command of the FK

′,2`
WCOM functionality.

On output (OT-open, Jb, xJb) from FK
′,2`

WCOM B computes mJb = (
⊕

j∈Jb yj)⊕
xJ and outputs (OT-open, Jb,mJb).

Figure 5.5: The commitment scheme with less wildcards.

as the set of wildcard commitments. This makes FK,`WCOM output ID to B and
simulation is clearly perfect.

From this point on the simulator is going to simulate the FK
′,2`

WCOM func-
tionality by essentially just forwarding messages between A and FK,`WCOM. Note
though that if A gives an input to FK

′,2`
WCOM with an id j ∈ ID′ \ ID then this

input can not simply be forwarded to FK,`WCOM because that functionality only
knows about id’s in ID. This is not a problem though because for any such in-
put A could make, FK

′,2`
WCOM outputs j to B and honest B terminates. So, in case

of such an input the simulator just terminates the protocol. In the following
we will assume that A only makes inputs to FK

′,2`
WCOM with id’s in ID.

To simulate the j’th commitment the simulator records the value (yj , j) sent
by A. If j ∈ W ′ \W the simulator lets mj = (xπ(j) ⊕ zj) ⊕ yj . Otherwise, the
simulator lets mj = xj ⊕ yj . Then the simulator inputs (commit, j,mj) to the
FK,`WCOM, and the functionality outputs (commit, j) to B.

Note that for j ∈ ID \W ′ the FK,`WCOM functionality used in the ideal world
stores the equation Xj = xj⊕yj while the FK

′,2`
WCOM functionality used in the real

world would have stored Xj = xj . Furthermore, for j ∈ W ′ \W FK,`WCOM stores
Xj = xπ(j)⊕zj⊕yj while F

K′,2`
WCOM stores Xj⊕Xπ(j) = zj and Xπ(j) = xπ(j). Thus,
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ignoring the correction values, the restrictions on how to open commitment
j ∈ ID is equivalent in both worlds. I.e. the XOR of commitments in any set
J ⊂ ID can, in the real world, be opened to xJ using FK

′,2`
WCOM if and only if the

XOR of commitments in J can be opened to mJ = xJ ⊕ (
⊕

j∈J yj) in the ideal
world using FK,`WCOM.

On input (open, J) from A the simulator forwards the input to FK,`WCOM.
On input (corrupt-open, J, xJ) the simulator inputs (corrupt-open, J,mJ =
xJ ⊕ (

⊕
j∈J yj)) to FK,`WCOM. By the discussion above the simulation is perfect.

To simulate the Oblivious-Openings the simulator forwards messages be-
tween A and the FK,`WCOM in essentially the same way as for the regular open-
ing. I.e. all messages are forwarded verbatim except if A inputs the message
(corrupt-open, J0, J1, xJ0 , xJ1). In that case the simulator inputs to FWCOM
(corrupt-open, J0, J1, xJ0⊕(

⊕
j∈J0 yj), xJ1⊕(

⊕
j∈J1 yj)). Again the simulation

is perfect.
The only thing left to argue is that with overwhelming probability |W | ≤

K = σ. Consider any of ` pairs of commitments opened in the setup phase.
The probability that both commitments in this pair are wildcard commitments
less than (K ′/2`)2. As there are ` pairs, by union bound we have

Pr(|W | ≥ K) =
(
`

K

)(
K ′

2`

)2K

≤ `K
(
K ′

2`

)2K

≤ K ′2KK ′−2K2−2K = 2−2K ,

where the last inequality is by ` > K ′2. I.e for K in ω(σ) we have that Pr(|W | ≥
K) is negligible, and this includes the case where K = σ.

5.5.3 Or-Opening

The Or-Opening can be implemented in a black box way given the FWCOM
functionality (without the Or-Opening command): A sends m = ⊕i∈Jami to
B, and then proves that it is a correct value, i.e. that m =

⊕
i∈J0 mi ∨ m =⊕

i∈J1 mi. To do this, she makes two new commitments, to mJ0 =
⊕
j∈J0 mj

respectively mJ1 =
⊕
j∈J1 mj . She will do this by sampling a bit p ∈ {0, 1} and

then use FWCOM to commit to values m′0 = mJ0⊕p and m′1 = mJ1⊕p without
revealing p to B. Then B will challenge A with a bit c. If c = 0, A reveals p
and uses FWCOM to open (⊕j∈J0mj) ⊕ mJ0 to 0 and (⊕j∈J1mj) ⊕ mJ1 to 0,
proving that the messages mJ0 and mJ1 where computed correctly. If c = 1, A
opens the commitment to m′a⊕p = m. If we disregard wildcard commitments,
this is a zero-knowledge proof with soundness 1

2 . By repeating O(σ) times we
get negligible soundness error.

However, if A commits to m′0 and m′1 using wildcard commitments she can
open the commitments as she pleases, and soundness drops to 0. To deal with
this, we let B randomly chose the indices used by A to commit to m′0 and m′1.
Now with high probability there will be O(σ) repetitions where neither m′0 nor
m′1 are committed to using wildcard commitments.
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Setup
A and B initialize a FK,`

′

WCOM functionality. Additionally B sends to A ω uni-
formly random but disjoint sets D1, . . . , Dω ⊂ ID so that each Di has size
6σ. These id’s are set aside only for use in the Or-Opening.

Commit
A uses the Commit command of the FK,`

′

WCOM functionality.
Open

A uses the Open command of the FK,`
′

WCOM functionality.
Oblivious-Opening

A and B use the Oblivious-Opening command of the FK,`
′

WCOM functionality.
Or-Opening

To perform the d’th Or-Opening the parties do the following (recall that no
Or-Openings are done after the first Oblivious-Opening).

1. A computes mJ0 = ⊕j∈J0mj and mJ1 = ⊕j∈J1mj and sends
(J0, J1,m = mJa) to B.

2. B parses Dd as Dd = {j1
0 , j

1
1 , . . . j

3σ
0 , j3σ

1 } ⊂ ID.
3. For each i ∈ [3σ] A samples pi ∈R {0, 1} and inputs (commit, ji0,mJ0⊕pi

)
and (commit, ji1,mJ1⊕pi

) to FK,`
′

WCOM.
4. After receiving (commit, ji0) and (commit, ji1) from FK,`

′

WCOM for all i ∈
[3σ], B sends (ci)i∈[3σ] ∈R {0, 1}3σ to A.

5. For each i ∈ [3σ] A does the following:
• If ci = 0: A inputs (open, J0⊕pi ∪ {ji0}) and (open, J1⊕pi ∪ {ji1}) to
FK,`

′

WCOM and sends pi to B.
• If ci = 1: A inputs (open, {jia⊕pi}) to FK,`

′

WCOM.
6. For each i ∈ [3σ] B does the following:

• If ci = 0: B checks that he receives both (open, J0⊕pi ∪{ji0}, 0) and
(open, J1⊕pi ∪ {ji1}, 0) from FK,`

′

WCOM.
• If ci = 1: B checks that he receives (open, {ji},m) from FK,`

′

WCOM
for some ji ∈ {ji0, ji1}.

If any of the checks fail B rejects the opening and terminates the pro-
tocol. Otherwise, B outputs (open, J0, J1,m).

Figure 5.6: The commitment scheme extended with Oblivious and Or Openings

We formally describe the protocol used to implement FWCOM with the or
opening in Figure 5.6 and prove the following theorem.

Theorem 5.4. Let σ be the security parameter, ` > 6Kσ and `′ = ` + 3σω,
where ω = poly(σ) is the number of Or-Openings. Then the protocol in Fig-
ure 5.6 UC, active, static securely implements FK,`,ωWCOM with the Or-Opening
command in the FK,`

′

WCOM hybrid model.

Proof. For all commands apart from the Or-Opening the simulator simulates
all interaction between A and FK,`

′

WCOM by interacting correspondingly with the
FK,`,ωWCOM functionality and recording all messages. Clearly this simulation is
perfect, so for the remainder of proof we will concentrate on the Or-Opening
command.

For the Or-Opening the simulator acts as the honest B. Note that since the
simulator has recorded all messages between A and FK,`

′

WCOM it can simulate the
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FK,`
′

WCOM functionality perfectly. This means that when the simulator rejects the
opening the simulation has been perfect.3

Assuming that the opening was not rejected, the simulator then needs to
interact with FK,`,ωWCOM so that the functionality outputs (OR-open, J0, J1,m) to
B with overwhelming probability. I.e. the simulator must find an a′ so that
either Ja′ ∩W = ∅ and

⊕
j∈Ja′ mj = m or Ja′ ∩W 6= ∅ and the equations stored

in the FK,`,ωWCOM functionality allows to corruptly open the XOR of commitments
Ja′ to m.

To show that the simulator can do this we first show that, given the opening
was not rejected, there exists an i′ ∈ [3σ] and a ji′a′ ∈ {j1

0 , j
1
1 , . . . , j

3σ
0 , j3σ

1 } = Dd

with the properties that

1. mi′

ai′
= m, where mi′

a′ is the message committed to as commitment ji′a′ .

2. The XOR of commitments in Ja′⊕pi′ can be opened to mi′
a′ (honestly or

corruptly).

Notice that such a ji′a′ implies that Ja′⊕pi′ can be opened to m.
We would like to prove this by showing that for each i ∈ [3σ] if there is

not a jia′ with both properties then the opening is rejected with probability
1
2 . Thus, assuming the opening is not rejected the probability that there is no
i ∈ [3σ] with a jia′ with both properties is at most 2−3σ. However, the wildcard
commitments get in the way of such a straight forward proof.

Instead we assume that the set H ⊂ [3σ] where for all i ∈ H neither ji0 nor
ji1 is a wildcard commitment, i.e.

H = {i ∈ [3σ]|ji0, ji1 6∈W} ,

has size least σ. Below we show that since honest B chooses the set Dd ⊂ ID
uniformly at random, this is the case with overwhelming probability.

We then have that for each i ∈ H the opening will reject with probability
at least 1

2 if there is not a jia′ with property 1. Namely, if ci = 1 A must open a
commitment jia′ to m and by i ∈ H we have that jia′ 6∈ W can only be opened
to mi

a′ .
On the other hand for each i ∈ H the opening will also reject with probabil-

ity at least 1
2 if there is not a jia′ with property 2. Namely, if ci = 0 A must be

able to open the XOR of commitments in Ja′⊕pi ∪ {jia′} to 0, but since jia′ 6∈W
this is equivalent to being able to open the XOR of commitments in Ja′⊕pi to
mi
a′ .
Thus with probability at least 1− 2−σ there exists an i ∈ H and a jia′ with

both the above properties. Note that since the simulator knows all messages
sent to FK,`

′

WCOM by A it can easily find such a jia′ .

3Note that to simulate the FK,`
′

WCOM functionality the simulator needs to know all the equa-
tions stored inside the functionality. This is why we cannot do Or-Openings after the first
Oblivious-Opening: After an Oblivious-Opening the equations stored in FWCOM depend on
B’s secret bit b which would be unknown to the simulator.
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The simulator then inputs (OR-open, J0, J1, a
′) to the FK,`WCOM functionality,

and if Ja′∩W 6= ∅ proceeds to input (corrupt-open, Ja′ ,m). The FK,`WCOM func-
tionality then outputs (J0, J1,m) to B and the simulation is indistinguishable
to the real world protocol.

To conclude the proof we must show that with overwhelming probability
|H| ≥ σ. To see this we use that if |Dd ∩W | ≤ s then |H| ≥ 3σ − 2s. Thus we
will show that |Dd ∩W | ≤ σ with overwhelming probability.

Consider some j ∈ Dd and assume

(
⋃
i∈[ω]

Di \ {j}) ∩W = ∅ ,

then the probability that j ∈ W is K/(`′ − 6σω + 1) = K/(` + 1). Therefore,
for each j ∈ {j1

0 , j
1
1 , . . . , j

3σ
0 , j3σ

1 } we have that

Pr(j ∈W ) ≤ K

`+ 1 .

Now, let Y1, . . . , Y6σ be random independent variables where each Yi = 1 with
probability K/(` + 1) and Yi = 0 otherwise, and let S =

∑
i∈[6σ] Yi. We then

have that

1− Pr(|H| ≥ σ) ≤ Pr(|Dd ∩W | > σ|) ≤ Pr(S > σ|) .

The random variable S has expected value E [S] = 6σ K
`+1 ≤ 1 by assumption

on `. Thus by Hoeffdings inequality we have that

Pr(S > σ) ≤ e−2 2σ2
6σ = e−

2
3σ ,

which means that
Pr(|H| ≥ σ) ≥ 1− e−

2
3σ .

I.e., we have shown thatH has size at least σ with overwhelming probability.

Finally combining the results of this chapter we get the following.

Corrollary 5.1. Let σ be the security parameter, ` > (σn + σ)2 > 6σ2,
ω = poly(σ) and K = σ, and assume a code ssecc with n = Θ(σ), t =
Θ(n), d = Θ(n) and σ < d/2 as, e.g., given by [CC06]. Then FK,`,ωWCOM with
Oblivious- and Or-Openings can be UC, active, static securely implemented in
the (

(n
t

)
-FROT(4`+ 12σω),FOT)-hybrid model.

Proof. By Theorem 5.2 we can implement FK
′,2(`+6σω)

WCOM with the Oblivious-
Opening in the (

(n
t

)
-FROT(4`+ 12σω),FOT)-hybrid model, with K ′ = σn+ σ.

By Theorem 5.3 and ` > K ′2 we can use FK
′,2(`+6σω)

WCOM to implement FK,`+6σω)
WCOM

with the Oblivious-Opening. Finally by Theorem 5.4 and ` > 6σ2 we can use
FK,`+6σω)

WCOM to implement FK,`,ω)
WCOM.
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5.6 Complexity Analysis

We sketch a complexity analysis counting the calls to the symmetric primitives
used in the protocol for FK,`,ωWCOM. This includes the encoding algorithm of the
code ssecc used (notice that the protocol never decodes), and H. We count the
total number of calls made by A and B.

5.6.1 Base Protocol

The complexity of the base protocol, as described in Figure 5.2, is dominated by
the Setup-phase: here we do 2` random commitments and open ` to check for
correctness. In addition we need to do one

(n
t

)
-FROT(2`). Committing requires

one encoding of A and opening requires one encoding of B. I.e. we get 3` calls to
enc during Setup. The

(n
t

)
-FROT(2`) functionality can be implemented using(n

t

)
-FROT(ψ) as described in Chapter 2. This requires 2`(n+t)

ψ calls to H. The(n
t

)
-FROT(ψ) can be implemented using t log(n) ROTs. Using the techniques of

Chapter 3 this costs 14 calls to H per ROT and O(ψ) seed OTs.
For the Commit part of the protocol no calls are made to H or enc, as we

are simply sending the correction values. For the Open part B needs to do a
single encoding to compare with his watch bits.

In total we get
3`+ γ

calls to enc, and
2`(n+ t)

ψ
+ 14t log(n)

calls to H, where γ is the number of openings, n is the length of codewords and
t is the amount of watch bit positions. Note, that n and t are highly dependent
on the code we use to implement the encoding ssecc.

5.6.2 Extended Protocol

To implement FWCOM with σ instead of O(σ2) wildcards the cost of Setup
doubles, additionally we need to do ` openings to make sure that most wild-
cards get fixed. The cost of the Commit and Open parts of the protocol are
unchanged. I.e. FWCOM with the decreased wildcards extension requires

7`+ γ

calls to enc, and
4`(n+ t)

ψ
+ 14t log(n)

calls to H.
Oblivious-Opening essentially has the same cost as a regular opening,

except that it requires one OT, which can be implemented with 14 calls to H.
Extending withOr-Opening requires us to do Setup for an additional 6σω

commitments, where ω is the number of Or-Openings we need to do. Doing the
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Or-Opening it self requires 6σ openings each using one encoding. I.e. with all
the extensions the cost of FWCOM is

7`+ 8(6σω) + γ = 7`+ 48σω + γ

calls to enc, and

(4`+ 4(6σω))(n+ t)
ψ

+ 14t log(n) + 14λ

= (4`+ 24σω)(n+ t)
ψ

+ 14t log(n) + 14λ

calls to H, where λ is the number of Oblivious-Openings. In other words we
do 7 calls to enc and 4(n + t)/ψ calls to H for each commitment, and 1 call
to enc for each opening. For each Or-Opening we need an additional 42σ calls
to enc and 24σ(n+ t)/ψ calls to H in Setup and 6σ calls to enc in the actual
opening. For each Oblivious-Opening we need an additional 14 calls to H. To
setup the protocol we need 14t log(n) calls H and O(ψ) seed OT’s.

Thus the efficiency of the scheme is highly dependent on the size of n and t,
which again is dependent on the encoding used in the scheme. Below we discuss
some choices of this code.

5.6.3 Encoding

The main difficulty in picking an encoding is that we need the size of codewords
n to be at most a constant times σ for as small a constant as possible. Using
the highly efficient schemes of [CC06], we estimate that we get an encoding
where n = 40ψ and t = ψ. Assuming ψ = cσ for some small c this achieves
our purpose. Suppose, for example, we use computational security parameter
ψ = 120 and statistical security parameter σ = 80. Then this means that we
get codewords of size 4800 bits and will need approximately 164 calls to H and
for each commitment, and ∼ 1500 initial calls to H to set up the protocol.

Alternatively, we can essentially use any linear secret sharing scheme with
t = σ privacy: We let the codeword of a message m ∈ {0, 1}ψ be the concate-
nation of 3σ shares. It is easy to verify that this gives us the linearity, and
privacy we need, and that encoding in this way gives us minimum distance 2σ.
For example, we could use Reed Solomon codes (essentially Shamir sharing)
over the field F29 , viewing each bit of the message m ∈ {0, 1}ψ as an element
in the field. This would give us codewords of size 9 · 3σ = 2160 bits and would
require 74 calls to H per commitment.

The problem with this approach is that the field needs to grow logarithmi-
cally with the security parameter, witch would require us to adjust our security
proof. However, for most practical parameters this solution should be fine.
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Chapter 6

MiniLEGO

In this chapter we present the MiniLEGO protocol. The idea behind protocol
is essentially that of the LEGO protocol of Nielsen and Orlandi [NO09]: we
generate many independent garbled gates for Yao’s semi-honest protocol. We
then do a cut-n-choose test on the gates to test that most of them are honestly
generated. Finally we connect the garbled gates in a fault tolerant circuit that
securely evaluates the intended circuit even if a few of the gates are faulty.
In building this circuit we need a way to solder the independently generated
garbled gates to each other. To this end we need a homomorphic commitment
scheme.

The main differences between the protocol presented here and the LEGO
protocol is 1) that we replace the use of Pedersen commitments with the com-
mitment functionality presented in Chapter 5 and 2) that this allows us to use
standard garbling techniques which in turns allows us to use standard optimiza-
tions and to give a much less complex protocol.

Overview

• In Section 6.1 we essentially restate the ideal functionality of LEGO.

• In Section 6.2 we give the main building blocks for the protocol: We
describe generic garbling scheme, including how to connect gates using
soldering, and for self-containment we restate the commitment function-
ality given in Chapter 5.

• We then describe the MiniLEGO 2PC protocol in Section 6.3.

• We give the security analysis in Section 6.4 which is also quite similar to
that of the LEGO protocol, however, we must be a little careful to handle
the wildcard commitments that where not present in LEGO.

• Finally we sketch a complexity analysis counting the symmetric primitives
used in the protocol.
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6.1 The Ideal Functionality

In Figure 6.1 the ideal functionality for secure function evaluation is presented
(taken almost verbatim from [NO09]). Note that the functionality is insecure
in the sense that A can try to guess B’s input bits, but if her guess is wrong
B is told that A is cheating. This models a standard problem in Yao based
protocols, that can be solved by modifying the circuit to be evaluated. For
instance, to evaluate a circuit C((ai)i∈[`], (bi)i∈[`]) securely one could instead
evaluate C ′((ai)i∈[`], (bi,j)i∈[`],j∈[ψ]) = C((ai)i∈[`], (⊕i∈[ψ]bi,j)j∈[`]) i.e., B encodes
his real input bit in the parity of a ψ bit-long string, and the modified circuit
first reconstructs the real input and then evaluates the original circuit. Now,
in order to guess one of B’s real input bits A needs to guess correctly the ψ
random bits, so she will fail with probability 1− 2−ψ.

As our construction allows to compute XOR gates for free, this increases
only marginally the time needed to construct and evaluate the circuit. On the
other hand, this increases the number of OT’s needed during the input phase
by a factor ψ (but OT extension can be used – so this is also not too bad).
Better encodings can be used (See [LP07]) to reduce the size of the encoded
input from ` · ψ bits to max(4`, 8ψ) bits.

The ideal functionality FSFE runs as follows:

Circuit and inputs: A inputs (a, cA), B inputs (b, cB), and cA and cB are
leaked to the adversary. If cA 6= cB , then the ideal functionality outputs
disagreement! to both parties and terminates. Otherwise, let c = cA and
parse c as (`, C), where ` ∈ N and C is a circuit with 2` input wires and `
output wires. Parse a as a ∈ {0, 1}` and b ∈ {0, 1}`.

Corrupt A: If A is corrupted, she can specify a set {(i, βi)}i∈I , where I ⊆
{1, . . . , `B} and βi ∈ {0, 1}. If βi = bi for i ∈ I, then output correct! to A.
Otherwise, output You were nicked! to A and output Alice cheats! to B.

Evaluation: If both parties are honest or A was not caught above, then the ideal
functionality computes z = f(a, b) and outputs z to A. The adversary decides
the time of delivery.

Figure 6.1: The ideal functionality for secure circuit evaluation.

6.2 Building Blocks

Here we describe the main building blocks we use to build the protocol. First
we describe a generic version of a Yao garbling scheme supporting the free-XOR
construction. For a concrete scheme we refer to [BHR12]. Second we restate
the commitment functionality that we implemented in Chapter 5.

6.2.1 Generic Free-XOR Yao Gate

Here we describe a generic Yao garbling scheme that supports the free-XOR
construction.
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• We have a (possibly randomized) algorithm Yao that on inputs a gate
identifier id, a left input zero-key L0 ∈ {0, 1}ψ, a right input zero-key
R0 ∈ {0, 1}ψ and a global difference ∆ ∈ {0, 1}ψ outputs a garbled gate
gg and a output zero-key O0 ∈ {0, 1}ψ.

• We have a (possibly randomized) algorithm Eval that on input a left key
L′ ∈ {0, 1}ψ, a right key R′ ∈ {0, 1}ψ and a garbled gate gg outputs an
output key O′ ∈ {0, 1}ψ ∪ {⊥}.

• We define the one-keys L1,R1,O1 s.t. L0⊕L1 = R0⊕R1 = O0⊕O1 = ∆.

The idea is that a garbled AND gate gg has a zero- and a one-key associated
with each of its wires (left input, right input and output wire), and that these
keys represent the bit values on those wires. E.g. if gg is a garbled AND
gate generated as (gg,O0) ← Yao(id, L0, R0,∆) then Eval(gg, La, Rb) for any
a, b ∈ {0, 1} should output Oa∧b.

Note that if A samples ∆ and a zero-key, say L0, at random and give the key
La to B then there is no way for B to infer the bit a from La. Furthermore, even
if B learns a he can not guess the key L1−a with better probability than guessing
∆. For a garbling scheme to be secure we want that even if B learns gg and keys
La and Rb for a, b ∈ {0, 1}, and is able to evaluate Oa∧b ← Eval(gg, La, Rb), then
he can not guess L1−a, R1−b or O1−a∧b with better probability then guessing
the random string ∆, even if he knows a and/or b.

Thus B can evaluate the garbled gate gg without knowing anymore about
the output than he can infer from his knowledge of a and b. Furthermore, B
can not evaluate the gate on any other inputs. Thus if B sends back Oa∧b to
A, A can learn a ∧ b (as she knows O0 and ∆) and be confident that this is the
correct result.

We formalize this intuition about correctness and security of a garbled gate
in definition Def. 6.1.

Definition 6.1. We say (Yao,Eval) is a Yao free-XOR garbling scheme if the
following holds:

Correctness: Let (gg,O0)← Yao(id, L0, R0,∆), then for all a, b ∈ {0, 1}

Eval(gg, La, Rb) = Oa∧b

with overwhelming probability over the choices of L0, R0,∆ and the ran-
dom coins of Yao and Eval.

Secrecy: Consider the following indistinguishability under chosen input attack
game for a stateful adversary A.

IND-CIAA(Yao,Eval)(ψ)
(a0, b0)← A(1ψ), where (a0, b0) ∈ {0, 1}2`
(a1, b1)← A(1ψ), where (a1, b1) ∈ {0, 1}2`
c← {0, 1}, ∆← {0, 1}ψ
(Li, Ri)← {0, 1}2ψ, for i = 1, . . . `
d← A({Yao(id, Li, Ri,∆), Liaic , R

i
bic
}i∈[`])
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The adversary outputs two pairs of bit vectors (ai0, bi0)i∈[`], (ai1, bi1)i∈[`] ∈
{0, 1}2`. The game picks a uniformly random challenge c ∈R {0, 1}, sam-
ples ∆ ∈R {0, 1}ψ and for i = 1, . . . , ` it samples Li, Ri ∈R {0, 1}ψ, samples
ggi ← Yao(id, Li, Ri,∆) and then inputs (ggi, Liaic , R

i
bic

)i∈[`] to A. Finally
A outputs a bit d ∈ {0, 1} and wins if d = c. We say that the scheme
is IND-CIA if for all PPT A, A wins the IND-CIA game with at most
negligible advantage.

Soldering

When a garbled gate gg1 has the same zero-key (and therefore also one-key)
associated to one of its wires, as is associated with one of gg2’s wires, we say
that the given wire of gg1 is soldered to the given wire of gg2. This is a useful
concept when we want to build circuits of garbled gates. To see this consider
a garbled gate gg1 with its left input wire soldered to the output of gg2, and
its right input wire soldered to the output of gg3. This means that if gg2 and
gg3 has output zero-keys O2

0 and O3
0 respectively, then gg1 has left and right

zero-keys L1
0 = O2

0 and R1
0 = O3

0. Thus if we evaluate gg2 and gg3 on some
input and obtain output keys O2

a and O3
b we can use this to further evaluate

gg1 on these outputs. The resulting output would be some output key O1
a∧b. S

Alternatively notice that if gg1 has, e.g. left, input zero-key L1
0 = O2

0⊕O3
0 then

O2
a ⊕O3

b = O2
0 ⊕O3

0 ⊕ (a⊕ b)∆ = L1
0 ⊕ (a⊕ b)∆ = L1

a⊕b .

In this case we say that the left input wire of gg1 is soldered to the XOR of
the output of gg2 and gg3. This is because by XOR’ing the outputs keys of gg2

and gg3 we get the left input key of gg1 corresponding to XOR of the outputs
of gg2 and gg3. This is also why we call the garbling free-XOR: we do not need
to garble XOR gates, since this is handled by the soldering.

In our protocol we will first generate garbled gates where all zero-keys are
picked independently, and then in a later stage we will solder the wires of
the garbled gates to each other to form a garbled circuit. For this purpose,
we introduce a function Shift that on input a garbled gate gg, generated as
(gg,O0) ← Yao(id, L0, R0,∆), and three differences dL, dR, dO ∈ {0, 1}ψ, out-
puts a new shifted gate sgg. The shifted gate sgg is the gate gg modified to have
have input zero-keys (L0 ⊕ dL) and (R0 ⊕ dR) and output zero-key (O0 ⊕ dO).

This can be implemented by letting Shift output the concatenation of its
inputs i.e., sgg = (gg, dL, dR, dO) and let the evaluation of a shifted gate sgg
be defined by:

ShiftEval(sgg, L̂, R̂, Ô) = Eval(gg, L̂⊕ dL, R̂⊕ dR)⊕ dO

where for all K we define ⊥⊕K = ⊥. It is clear that a shifted gate is correct
(with respect to the shifted zero-keys) iff a standard gate is correct, and clearly
shifting a gate does not threaten its security property. A shifted gate can
be shifted again: The Shift function will just update the values dL, dR, dO
accordingly.
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Consider two garbled gates (gg1, O1
0) ← Yao(1, L1

0, R
1
0,∆) and (gg2, O2

0) ←
Yao(2, L2

0, R
2
0,∆). The shifted gate sgg = Shift(gg2, (O1

0 ⊕ L2
0), 0, 0) then be-

comes a garbled gate with left zero-key L2
0 ⊕ (O1

0 ⊕ L2
0) = O1

0. I.e. the out-
put wire of gg1 is now soldered to the left input wire of sgg. Similarly we
can use the Shift function to solder a wire to the XOR of some other gar-
bled gates. Namely, consider third gate (gg3, O3

0) ← Yao(3, L3
0, R

3
0,∆) and

sgg = Shift(gg3, ((O1
0 ⊕ O2

0) ⊕ L3
0), 0, 0). The shifted gate ssg then becomes a

garbled gate with left zero-key L3
0 ⊕ ((O1

0 ⊕O2
0)⊕ L3

0) = O1
0 ⊕O2

0. I.e. the left
input wire of sgg is soldered to the XOR of gg1 and gg2’s output wires.

6.2.2 Generic Commitment with Homomorphic Opening

To securely implement the soldering described above, we can not simply have
(potentially malicious) A send the differences needed to shift the gates. Instead
we will have A give homomorphic commitments to all zero-keys of each gate,
and then have her open the differences of the committed keys. Therefore we
need a homomorphic commitment scheme. In Figure 6.2 we restate the ideal
functionality for the homomorphic commitments we implemented in Chapter 5.
As we are now going to use this functionality to implement FSFE we will briefly
recap the features of this functionality.

The functionality allows A to commit to messages and to later reveal those
messages. In addition the functionality allows to reveal the XOR of two or more
committed messages to B (without revealing any extra information about the
original committed messages).

The functionality is “insecure”, in the sense that A can choose a set of up to
σ wildcard commitments where she can change her mind about the committed
value at opening time. However, openings need to be consistent. More specif-
ically, the FWCOM functionality stores a system of linear equations. Initially
these equations simply specify that non-wildcard commitments must be opened
to the value, they were commitments to. Every time A performs an opening
involving wildcard commitments this defines a new linear equation, which is
stored in the ideal functionality. For an opening of a wildcard commitment to
be successful the set of linear equations stored in the ideal functionality must
be consistent.

If the set of equations stored in the ideal functionality constricts the opening
of a commitment in such a way that it can only be opened to one value, we
say that the commitment is fixed to that value. Note, that all non-wildcard
commitments are fixed, and a fixed wildcard commitment can essentially be
viewed as a non-wildcard commitment.

Apart from the regular openings the functionality allows to open (the XOR
of) committed messages in two alternative ways: In an Oblivious-Opening, B
can choose between two sets of committed messages and learn the XOR of the
messages in one of them. In an Or-Opening we allow A to open the XOR of
one out of two sets of committed messages without revealing which one. For
technical reasons there can only be a total of ` Or-Openings and all Or-Openings
must be done before the first Oblivious-Opening. Also, note that there is a
build-in selective failure attack in the Oblivious-Opening. However, this is not
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Init
On input (ID,W ) from the adversary, with |ID| = Γ, |W | ≤ σ andW ⊂ ID,
output ID to both parties and let J = ∅. If A is honest, then W = ∅.

Commit
On input (commit, j ∈ ID,mj) withmj ∈ {0, 1}σ from A, and where no value
of the form (j, ·) is stored, store (j,mj). If j ∈ ID \W , add J = {j} to J
and associate with J the equation Xj = mj . Then output (commit, j) to B.

Open
On input (open, J ⊂ ID) from A, where for all j ∈ J a pair (j,mj) is stored
do the following:
• If A is honest, output (open, J,⊕j∈Jmj) to B.
• If A is corrupted wait for A to input (corrupt-open, J,mJ). Then

add J to J , associate the equation ⊕j∈JXj = mJ to J , and check
that the equation system {⊕j∈JXj = mJ}J∈J has a solution. If so,
output (open, J,mJ) to B. Otherwise, output Alice cheats to B and
terminate.

Oblivious Opening
On input (OT-choose, otid, b) with b ∈ {0, 1} from B output (OT-choose, otid)
to A. On input (OT-open, otid, J0, J1) from A with J0, J1 ⊂ ID where for all
j ∈ J0, J1 a pair (j,mj) is stored and (OT-choose, otid, ∗) was input before
by B do the following:
• If A is honest, output (OT-open, otid, Jb,⊕j∈Jbmj) to B (Note that B

does not learn the set of ids J1−b).
• If A is corrupted, wait for A to input (guess, g) with g ∈ {0, 1,⊥}. If g ∈
{0, 1} and g 6= b output Alice cheats to B and terminate. Otherwise,
proceed to wait for A to input (corrupt-open, J0, J1,mJ0 ,mJ1). Add
Jb to J and associate the equation ⊕j∈JbXj = mJb to Jb. Check that
the equation system still has a solution as described above. If so, output
(OT-open, Jb,mJb) to B. Otherwise output Alice cheats to B.

OR Open
On input (OR-open, J0, J1, a) from A, with J0, J1 ⊂ ID, a ∈ {0, 1} where for
all j ∈ J0, J1 a pair (j,mj) is stored do the following:
• If A is honest, output (OR-open, J0, J1,⊕j∈Jamj) to B.
• If A is corrupted, and if Ja ∩ W 6= ∅, wait for corrupt A to input

(corrupt-open, Ja,mJa), add Ja to J and associate ⊕j∈JaXj = mJa

to Ja. Check if the equation system still has a solution as described
above. If so, output (OR-open, J0, J1,mJa) to B. Otherwise output
Alice cheats to B.

There can at most be ` such openings, and they must all occur before the
first Oblivious-Opening.

Figure 6.2: The Fσ,Γ,`WCOM functionality for Γ commitments with ` Or-Openings.

a problem as we will only use this type of opening to handle B’s input where, as
discussed above, the FSFE functionality already allows a selective failure attack.

In Cor. 5.1 in Chapter 5 we showed that Fσ,Γ,ωWCOM can be securely imple-
mented for Γ > (cσ2 +σ)2, for a constant c, in the (

(n
t

)
-FOT(4Γ + 12σω),FOT)-

hybrid model. The constant c essentially depends on the rate of a code used to
in the implementation of of the commitments, for more details see Chapter 5.
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Non-Homomorphic Commitments

Additional to the FWCOM functionality we are going to use an extractable
commitment Com. This commitment is used only once by B to commit to his
challenge in the cut-n-choose phase and extraction is needed for simulation (to
avoid selective opening issues). Since this commitment does not need to be
homomorphic it can be easily implemented in the FOT-hybrid model.

6.3 Protocol

The protocol πLEGO implementing FSFE is described in Figure 6.3. In Sec-
tion 6.3.1 we first give the notation and conventions we are going to use to
describe the protocol, before we in Section 6.3.2 give a more detailed descrip-
tion of the protocol. The security analysis of the protocol follows in Section 6.4.

6.3.1 Notation and Conventions

Plaintext Circuit

We denote by C the original Boolean circuit to be evaluated. We assume C
to be composed of AND and XOR gates. The XOR gates are allowed to have
unbounded fan-in while the AND gates have fan-in 2. With each AND gate in
C we associate a unique label and we let gates be the set of all these labels.
A subset inputGates ⊂ gates of size 2` are specially marked as input gates.
The AND gates in inputGates should be given the same bit on both input
wires, so that the gate simply computes the identity function. A subset in
Ainputs ⊂ inputGates of size ` are taken to be A’s inputs. The remaining ` gates
in Binputs = inputGates \ Ainputs are B’s inputs (for convenience assume that
Binputs = [`]). A has input bits (a1, . . . , a`), while B has input bits (b1, . . . , b`).

A subset outputGates ⊂ gates of size ` are marked as output gates. The
output of these gates are taken to be the output of the circuit. Note that this
means that all output gates are AND gates. However, this is without loss of
generality: any circuit with one or more XOR gates as output gates can easily
be modified to an equivalent circuit with AND gates as output gates by adding
at most ` AND gates. The ` output bits are denoted (z1, . . . , z`).

The wiring of the circuit C is described by two functions lp, rp : gates \
inputGates → 2gates. We call lp(j) the left parents of j (resp. rp(j) the right
parents of j), and take the left (resp. right) input of j to be the XOR of the
output bits of all gates in lp(j) (resp. rp(j)). Thus, the XOR gates of C are
implicitly defined by the lp and rp functions. We assume that C does not have
loops and it is ordered i.e., max(lp(j)) < j and max(rp(j)) < j.

Garbled Circuit

Let Γ = 2ρs for s = |gates| and some replication factor ρ ∈ N. For our protocol
A will construct Γ garbled gates. She constructs twice as many garbled gates
as is needed to build the garbled circuit, because half the gates are going to be
checked during the cut-n-choose phase. We choose to check exactly half for the
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sake of presentation but, as in [SS11], this could be changed to any fraction in
order to optimize concrete efficiency.

Let B be the family of ρ-to-1, ρ-wise independent functions from a set
U ⊂ [Γ] of size ρs to gates. For a function BucketOf ∈ B let Bucket be the
function that, for all j ∈ gates outputs the set {i ∈ U |BucketOf(i) = j}. Let
BucketHead(j) be the function that returns the “first” (in lexicographic order)
element of Bucket(j).

There are 3Γ + 1 keys in the protocol, because every constructed AND gate
has a left, right and output key and in addition there is a global difference ∆.
The key index is written as a superscript while subscripts are in {0, 1} and
describe the value carried by the key i.e., Ki

b = Ki ⊕ b∆. Let id be a function
that on input a key Kj

0 ∈ {0, 1}ψ returns a unique label for that key. We will
sometimes abuse notation and write id(Kj

1) to denote the set {id(Kj
0), id(∆)}.

This will simplify the notation when using the FWCOM functionality.

6.3.2 Protocol Description

The protocol πLEGO in Figure 6.3 progresses in six phases: Setup, Garbling,
Cut-n-Choose, Soldering, Input and Evaluation. Here we describe these
phases one by one.

During Setup, A and B initialize a Fσ,3Γ+1,`
WCOM functionality, and for the re-

mainder of the protocol if FWCOM outputs Alice cheats , B will abort the
protocol. Then A samples the global difference ∆ and commits to it using
FWCOM. B samples his challenge for the cut-n-choose phase and the BucketOf
function as described above, and commits to both using the extractable com-
mitment Com. B also "commits" to his input using the OT-choose command
of the FWCOM functionality. These commitments of B’s are needed to avoid
selective opening issues in the cut-n-choose phase and reduce the security of the
protocol to the IND-CIA game.

In Garbling, A constructs the candidate garbled gates (ggi)i∈[Γ] and com-
mits to the input/output zero-keys of each garbled gate using FWCOM.

In Cut-n-Choose, B reveals his challenge. The challenge consists of a set
of indices T ⊂ [Γ] of size sρ and a sequence of bits (ui, vi)i∈T , indicating that
B wants to test garbled gate ggi on input (ui, vi). A opens the corresponding
input and output keys for the test gates, allowing B to check for correctness.
Note that B only test one set of inputs for each gate – otherwise he will learn
∆.

In the remainder of the protocol the garbled gates that are not checked in
Cut-n-Choose, those with indices in U = [Γ] \ T , are used to build a garbled
circuit according to the following fault tolerant circuit design: With each gate
j ∈ gates we associate a bucket of ρ AND gates. To evaluate gate j we will
evaluate each gate in the bucket of j on the inputs given to j. If more than ρ/2
of the gates in the bucket agree on their output bit, we take this bit to be the
output of j (otherwise the output is ⊥). Clearly if there are at more than ρ/2
non-faulty gates in each bucket the output obtained in this way is correct.

To build such a garbled circuit the gates that were not checked (ggi)i∈U
are assigned into buckets using the BucketOf function. Then B uses the Shift
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function as described in Section 6.2.1 to solder the wires of the garbled gates.
Note that since A may be malicious we cannot simply have her sent the XOR’s
of zero-keys that B needs for soldering. Instead A reveals the XOR’s by opening
the corresponding commitments to the zero-keys.

In this way the garbled circuit is constructed in Soldering in three different
soldering steps: For all j ∈ gates Horizontal Soldering solders all wires of
all gates in (ggi)i∈Bucket(j) to the corresponding wires of ggBucketHead(j). This
allows to evaluate all the gates in the same bucket on the same input keys and
get the same output keys. I.e. if A is honest, after the horizontal soldering all
the gates in one bucket have exactly the same keys. For all j ∈ gates Vertical
Soldering solders the left input wire of ggBucketHead(j) to the XOR of the output
wires of (ggBucketHead(i))i∈lp(j), and the right input wire of ggBucketHead(j) to the
XOR of the output wires of (ggBucketHead(i))i∈rp(j). Note that since Horizontal
Soldering made all garbled gates in a bucket have the same input keys, this
essentially means soldering all the gates in the bucket to the output wires
of gates in (Bucket(i))i∈lp(j) and (Bucket(i))i∈rp(j). I.e. vertical soldering is
"functional", in the sense that it make sure that the circuit computes the right
circuit, C. For all j ∈ inputGates Input Soldering simply solders the left and
right input wire of garbled gates in Bucket(j) to each other. This means that
the gates in inputGates simply compute the identity function.

In Input, for all j ∈ Ainputs A uses the Or-Opening of FWCOM to open the
input key to the garbled gates in Bucket(j) corresponding to her input bit. For
all j ∈ Binputs B also learns the input key to the garbled gates in Bucket(j)
corresponding to his input bit, using the Oblivious-Opening.

Given the initial input keys in Evaluation B evaluates each bucket of gar-
bled gates in the following way: He evaluates each gate in the bucket on the left
and right input keys for that bucket. If a key appears more than ρ/2 times as
the output key of the garbled gates in the bucket, he takes this to be the output
key of the bucket. If no such key exists B aborts. Note that by the way we sol-
dered the garbled circuit, this corresponds exactly to the fault tolerant circuit
we described above. Finally B provides A with the output keys. Knowing ∆, A
can decipher the output keys and obtain the output values.

In Section 6.4 we prove the following theorem.

Theorem 6.1. Let σ be the security parameter, ρ ≥ 7σ+12
2(log(s)−7) and Γ = 2ρs.

If (Yao,Eval) is an IND-CIA secure Yao free-xor garbling scheme then the pro-
tocol πLEGO in Figure 6.3 UC, active, static securely implements FSFE in the
(Fσ,3Γ+1,`

WCOM )-hybrid model.

6.4 Analysis

In this section we split the proof of Theorem 6.1 in two, proving first in Sec-
tion 6.4.1 security against a corrupted B and in Section 6.4.2 security against
corrupted A. Combining the two lemmas we get Theorem 6.1.
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6.4.1 Corrupted B

B does not receive any output nor has any real way of cheating in the protocol
(in the output phase, if B changes the output key in a way that makes A accept,
then he must have guessed ∆, thus breaking the IND-CIA game). Essentially,
we only need to argue that his view does not leak any information, thanks
to the IND-CIA security of the garbling scheme. Note that in the protocol B
starts by committing to his input and challenge for the cut-n-choose phase.
This allows the simulator S to extract all this information at the beginning
of the simulation (and provide input on behalf of corrupted B to the ideal
functionality). Then we reduce the security of the protocol to the IND-CIA
security of the garbling scheme: the simulator knows in fact T and U before it
sends the gates to B, therefore S will place honestly constructed gates in T (for
which it knows the openings and therefore can easily simulate the cut-n-choose
test – remember that the simulator fully controls FWCOM) and the challenge
garbled gates from the IND-CIA game in U : that is, the simulator produces
a view such that distinguishing between a real and a simulated execution is
equivalent to winning the IND-CIA game.

Lemma 6.1. πLEGO is a secure implementation of FSFE against a malicious
B∗.

Proof. We present a simulator S that given access to FSFE simulates the real
world view of the environment Z when Z corrupts B∗.

At the beginning of the simulation Z inputs (a, cA) and (b, cB) to A and S
respectively, and A inputs (a, cA) to FSFE. The simulator receives ca = (`, C)
from FSFE and then runs πLEGO completely as an honest A with input (0`, cA)
except that the simulator fully controls the FWCOM functionality. Thus S reads
the input b∗ used by B∗ as it is given to the FWCOM functionality in step Setup-
6, and S can extract the challenges chosen by B in step Setup-5. To conclude
the simulation, if B∗ does not cause the protocol to abort, S inputs (cB, b∗) to
FSFE on behalf of B∗ and FSFE outputs C(a, b∗) to A. If B∗ causes S to abort,
S makes FSFE abort.

To argue indistinguishability of the Z’s view in the real and ideal world
we reduce to the security of garbling scheme (Yao,Eval). Thus we consider an
adversary A in the IND-CIA game as defined in Def. 6.1 that makes use of Z
and B∗. We will construct A so that, depending on the value of c chosen by the
IND-CIA game, A produces a view for Z that is either indistinguishable from
the real world view or the ideal world simulation of S.
A first runs Z to get the inputs (a, ca) for A. When B∗ in Setup-5 and -6

inputs T , (ui, vi)i∈T , BucketOf and b∗ A reads these values.
Now A uses the IND-CIA game to generate the garbled gates to hand to B∗.

A constructs its two strings to IND-CIA so that A receives keys to evaluate the
garbled circuit, as specified by T and BucketOf, on inputs (a, b∗) for c = 0, and
on inputs (0`, b∗) for c = 1. Additionally A will construct the strings so that
for either value of c, A receives the keys needed to evaluate the gates in the
cut-n-choose challenge.
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To this end A evaluates C(a, b∗) and for each gate j ∈ gates records the left
and right inputs lj0 and rj0 respectively. Similarly A evaluates C(0`, b∗) and for
each gate j ∈ gates records the left and right inputs lj1 and rj1. Then A outputs
the strings (â1

0, . . . , â
Γ
0 , b̂

1
0, . . . , b̂

Γ
0 ) and (â1

1, . . . , â
Γ
1 , b̂

1
1, . . . , b̂

Γ
1 ) where

• For each i ∈ T A lets (âi0, b̂i0) = (âi1, b̂i1) = (ui, vi).

• For each j ∈ gates A lets âi0 = lj0 and âi1 = lj1 for all i ∈ Bucket(j).

• For each j ∈ gates A lets b̂i0 = rj0 and b̂i1 = rj1 for all i ∈ Bucket(j).

Given these strings the IND-CIA game inputs (ggi, Liâic , R
i
b̂ic

)i∈[Γ] to A, and
A hands (ggi)i∈[Γ] to B∗.
A then computes the output keys Oi ← Eval(ggi, Liâic , R

i
b̂ic

) for each i ∈ [Γ].
Notice that the keys (Liâic , R

i
b̂ic
, Oi)i∈[Γ] are enough for A to compute the correct

value of all the strings she needs to open in Cut-n-Choose and Soldering:
For Cut-n-Choose A knows Liui = Liâic

, Rivi = Ri
b̂ic

and Oi = Oiui∧vi . For
Soldering consider the difference dLh corresponding to a gate j ∈ gates with
h = BucketHead(j). A can compute dLh as

dLh = Lhâhc
⊕OBucketHead(lp(j))

= (Lh0 ⊕ âhc∆)⊕ (OBucketHead(lp(j))
0 ⊕ âhc∆)

= Lh0 ⊕O
BucketHead(lp(j))
0

where the second equality is by the correctness of (Yao,Eval) and definition
of âhc and b̂hc . Similarly A can compute all the other differences needed in
Soldering.

Thus A can simulate Cut-n-Choose and Soldering as it fully controls the
FWCOM functionality.

Similarly A can simulate Input by simply sending the input keys given by
the IND-CIA game to B∗ on behalf of the FWCOM functionality.

In Evaluation A receives Ôj for each j ∈ outputGates from B∗. Now since
A has all the same keys for the garbled circuit as B∗, she can compute the keys
Oj that an honest B would have sent. Thus A aborts if Ôj 6= Oj . Otherwise,
A outputs C(a, b∗) to Z on behalf of A. A then outputs whatever Z outputs.

Denote by F the event that B∗ outputs a Ôj 6= Oj so that Ôj⊕Oj = ∆, and
assume F does not occur. Then by definition of the IND-CIA game and the way
A constructs the strings (â1

0, . . . , â
Γ
0 , b̂

1
0, . . . , b̂

Γ
0 ) and (â1

1, . . . , â
Γ
1 , b̂

1
1, . . . , b̂

Γ
1 ) it is

easy to verify that when c = 0 the view produced by A towards Z is perfectly
indistinguishable to the real world view, while for c = 1 the view is perfectly
indistinguishable from the ideal world simulation of S. Thus any advantage of
Z in distinguishing the real from ideal world directly translates into advantage
of A in the IND-CIA game. Thus assuming F does not occur and (Yao,Eval) is
secure the ideal and real worlds are indistinguishable.

Now assume F does occur. In this case A aborts the protocol where as S and
honest A does not. To handle this we argue that F only occurs with negligible
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probability. In fact, if F occurs and B∗ outputs a Ôj 6= Oj then A can use
∆′ = Ôj ⊕ Oj to get all keys for some garbled gate and therefore distinguish.
By assumption that F does occur this allows A to win the IND-CIA game with
noticeable probability.

6.4.2 Corrupted A
Essentially, the proof of security boils down to proving correctness. By the
design of the garbled circuit correctness follows when if there is more than ρ/2
correct gates in each of the buckets.

The LEGO approach ensures that if A passes the cut-n-choose test, then
with overwhelming probability there are at most O(σ) faulty gates left in U .
Those faulty gates are then randomly assigned into buckets, and this means
that with overwhelming probability each bucket will have a majority of correct
gates.

However, as opposed to [NO09] where all commitments were binding, here
we have also σ wildcard commitments to deal with. This is in problematic, as
wildcard commitments can be opened to anything, and we need make sure that
this does not break correctness.

To be more specific we say that a garbled gate ggi is faulty if the com-
mitments to its input and output zero-keys are fixed to values Li0, Ri0 and Oi0
respectively, and there exists some a, b ∈ {0, 1} so that Eval(ggi, Lia, Rib) does
not output Oia∧b with overwhelming probability. If a gate ggi has a wire where
the commitment to the associated zero-key is not fixed, then we say that this
wire is faulty, and ggi has faulty wiring. We say that ggi is fault free if it is
neither faulty nor has faulty wiring. If a garbled gate ggi is faulty, fault free
or has faulty wiring, we say the same of any shifted gate sggi resulting from
shifting ggi.

Gates ggi with faulty wiring are problematic for the cut-n-choose test: If
i ∈ T A can choose to let ggi act as a fault free gate by opening the wildcard
commitments consistently with the actual zero-keys used to generate ggi. On
the other hand, if i ∈ U A can make sggi faulty by opening the commitment
inconsistently in Soldering 1.

In Lemma 6.2 we show that, with overwhelming probability, there will be
a majority of fault free gates in (ggi)i∈Bucket(j) for all j ∈ gates. It is easy to
verify that this means that after Horizontal Soldering all commitments to
zero-keys are fixed. I.e. the commitment to the zero-key of a faulty wire will
be fixed to open as one specific value. If this value is not consistent with the
zero-keys used to generate the associated garbled gate, then that gate becomes
faulty.

Note however, that for all j ∈ gates all fault free shifted gates (sggi)i∈Bucket(j)
resulting from Horizontal Soldering will have identical input and output
keys, as required of the garbled circuit, even if some gates in (ggi)Bucket(j) had
faulty wiring. I.e. the effect of a garbled gate ggi having faulty wiring is at
worst that shifted gate sggi after Soldering is faulty. Since we use a FWCOM

1By inconsistently we mean inconsistent with the actual keys used for ggi, not inconsistent
with the equations stored in FWCOM
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functionality with at most σ wildcard commitments we still have at most O(σ)
faulty gates in Evaluation. Since these faulty gates are placed in random
buckets we can still guarantee correctness with overwhelming probability.

Note that the faulty wires are also why we replicate the gates on the input
layer, to not let A change her or B’s input by using the wildcard commitments.

Before we show security for corrupted A, we show in Lemma 6.2 that if the
protocol does not abort in Cut-n-Choose then for the remainder of the protocol
there will be more than ρ/2 fault free garbled gates in each of the buckets with
overwhelming probability. We note that in [Orl11] a similar lemma is proved,
however, there they did not have the wildcard commitments to worry about.

Lemma 6.2. Consider the protocol πLEGO with honest B. Let σ be the security
parameter, ρ ≥ 7σ+12

2(log(s)−7) , and assume that A in Garbling prepares f faulty
gates and v gates with faulty wiring. Let

• E1 be the event that the protocol does not abort in Cut-n-Choose.

• E2 be the event that, before Soldering, there exists a j ∈ gates so that
(ggi)i∈Bucket(j) does not have more than ρ/2 fault free gates.

Then Pr(E1 ∧ E2) is at most

s

(
σ + f

sρ

)dρ/2e
2ρ−(f/6+1) ≤ 2−σ .

Proof. Let F, V ⊂ [Γ] be the sets of indices of all garbled gates that are faulty or
have faulty wiring respectively and let G = F ∪V . Note that by the definition of
faulty gates and faulty wiring F∩V = ∅. Let b = |G| = f+v, ri = |Bucket(i)∪G|
and R = |{i ∈ [s]|ri > ρ/2} (Here we assume ρ to be odd).

Then for each garbled gate in {ggi}i∈F we have that i ∈ T with probability
1/2, and that if i ∈ T then ggi will be detected as being faulty with probability
at least 1/4. I.e. we have

Pr(E1) ≤
(7

8

)f
=
(8

7

)−f
≤ 2−f/6 .

To bound Pr(E2) ≤ Pr(R > 0), first notice that Pr(ri > ρ/2) is the same
for any i ∈ [s]. Thus by union bound we have

Pr(R > 0) ≤ s · Pr(r1 > ρ/2) . (6.1)

The event r1 > ρ/2 we can describe in terms of the following experiment:
from a collection of ρs balls were b balls are red and ρs− b balls are green pick
at random ρ balls. The probability that we pick t red balls in this way is exactly
Pr(r1 = t). I.e. r1 follows a hyper geometric distribution and we have

Pr(r1 = t) =
(
b

t

)(
sρ− b
ρ− t

)(
sρ

ρ

)−1

.

Note that we can assume b ≥ t or this probability is clearly 0. Writing out
the binomial coefficients we get
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Pr(r1 = t) =
t−1∏
i=0

b− i
t− i

ρ−t−1∏
i=0

sρ− b− i
ρ− t− i

ρ−1∏
i=0

ρ− i
sρ− i

. (6.2)

Assume ρ ≥ t > ρ/2 and focus on the last two products of (6.2). Then we
have

ρ−t−1∏
i=0

sρ− b− i
ρ− t− i

ρ−1∏
i=0

ρ− i
sρ− i

=
ρ−t−1∏
i=0

sρ− b− i
ρ− t− i

ρ−t−1∏
i=0

ρ− t− i
sρ− t− i

t−1∏
i=0

ρ− i
sρ− i

≤
t−1∏
i=0

ρ− i
sρ− i

,

where the inequality follows from b ≥ t. If we plug this into (6.2) we get

Pr(r1 = t) ≤
t−1∏
i=0

b− i
t− i

t−1∏
i=0

ρ− i
sρ− i

=
t−1∏
i=0

ρ− i
t− i

t−1∏
i=0

b− i
sρ− i

=
(
ρ

t

)
t−1∏
i=0

b− i
sρ− i

≤
(
ρ

t

)(
b

sρ

)t
,

Plugging this into (6.1) we have

Pr(R > 0) ≤ sPr(r1 > ρ/2)

≤ s
ρ∑

t=dρ/2e

(
ρ

t

)(
b

sρ

)t

≤ s
(
b

sρ

)dρ/2e ρ∑
t=dρ/2e

(
ρ

t

)

= s

(
b

sρ

)dρ/2e
2ρ−1 .

Now since v ≤ σ by definition of the FWCOM functionality used in πLEGO,
we have as stated in the lemma

Pr(E1 ∧ E2) ≤ s
(
f + σ

sρ

)dρ/2e
2ρ−12−f/6 .
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It is easy to verify that this expression is maximized for f = 6dρ/2e/ ln(2)−
σ. Thus we have

Pr(E1 ∧ E2) ≤ s
(6dρ/2e/ ln(2)

sρ

)dρ/2e
2ρ−1−dρ/2e/ ln(2)+σ/6

≤ s
(5
s

)dρ/2e
2ρ−2ρ/3+σ/6

= 2− log(s)(ρ−1)/2+log(5)(ρ+1)/2+ρ/3+σ/6

≤ 2− log(s)ρ/3+7ρ/3+2+σ/6

≤ 2ρ(7−log(s))/3+2+σ/6 ,

where the third inequality is from (ρ − 1)/2 ≥ ρ/3 which follows from the
assumption on ρ. From ρ ≥ 7σ+12

2(log(s)−7) it follows that Pr(E1 ∧ E2) ≤ 2−σ.

Lemma 6.3. πLEGO is a secure implementation of FSFE against a malicious
A.

Proof. We present a simulator S that given access to FSFE simulates the real
world view of the environment Z when Z corrupts A∗.

At the beginning of the simulation Z inputs (b, cB) to B who inputs it to
FSFE. So S receives cB = (`, C) from FSFE and then runs πLEGO as an honest
B with input (0`, cB) towards A∗.

In Input-2 S can not immediately simulate the FWCOM functionality as
it does not know the input b of the honest B. I.e. it does not know if the
FWCOM would output Alice cheats making the real world protocol abort.
However, S can check for each j ∈ Binputs if there is a value of bj ∈ {0, 1} that
would make FWCOM output Alice cheats . For each j where such a value of
bj exists denote that value b̂j (if more than one such value exists S can safely
abort the protocol) and let B be set of all such j’s . Then S sets βj = 1 − b′j
and inputs (j, βj)j∈B to FSFE. Note, that this perfectly simulates the selective
failure attack that A∗ might do.

Since S fully controls FWCOM through out the protocol, S can extract any
information A∗ inputs to FWCOM. This includes all committed keys, the indices
of wildcard commitments W and A∗’s input a∗.

Also, S can extract the value ∆ from the commitment done in Setup-2.
The only problem is that if the commitment to ∆ is a wildcard commitment, S
cannot be sure that A∗ will use this value of ∆ later in the protocol. However,
even if the commitment to ∆ is a wildcard commitment it will become fixed as
soon as it is opened XOR a non-wildcard commitment. This happens in Cut-
n-Choose if for some i ∈ T ui = 1 and id(Li) 6∈ W (or vi = 1 and id(Ri) 6∈ W
respectively). Say that this does occurs for some i ∈ T and A∗ opens the XOR
of the two commitments to K, then since S can extract the value Li it can also
compute ∆ = Li⊕K which is the value that the commitment to ∆ is now fixed
to open to by FWCOM.

The probability that ∆ does not become fixed in this way some i ∈ T is
negligible. To see this consider that there is at most σ wildcard commitments
but |T | = ρs, thus the since the challenges ui and vi are sampled uniformly at
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random, the probability that ∆ is not fixed is at most 2σ−sρ. By assumption
that s ≥ σ4 this probability is negligible. I.e. regardless of whether or not A∗
commits to ∆ using a wildcard commitment, S learns ∆ with overwhelming
probability.

If A∗ did not make the protocol abort, S inputs a∗ to FSFE and learns the
output z.

By Lemma 6.2 and the discussion above we have that, with overwhelming
probability, all buckets have a majority of fault free shifted gates that have
the same input and output keys. S can now, for all j ∈ outputGates, compute
keys corresponding to the actual outputs, i.e., Ojzj = Oj0 ⊕ zj∆, where Oj0 is
the output zero-key of the fault free gates in Bucket(j) (which where extracted
earlier).

Now we argue that the view of A∗ is statistically indistinguishable (in the
FWCOM-hybrid model) when playing with a real B and when playing with
the simulator S. This is by construction: note that in the protocol the only
information that travels from B to A∗ is

1. in step Cut-n-Choose-1, when B opens the commitment Com and the
simulator does this as an honest B would do.

2. B’s reaction to the selective failure attack A∗ may use in Input-2, but as
we have argued above, this is simulated perfectly.

3. In Evaluate-3, when B reveals the output keys to A.

So as long as the simulator S sends the correct output keys to A∗, the views
are identical.

It follows from the construction that the simulator S will send the wrong
keys only if output of a real execution of the protocol and the output of the
ideal functionality are different.

Those outputs are identical if all buckets have a majority of fault free gates
(this is by construction), and by Lemma 6.2 this happens with overwhelming
probability.

6.5 Complexity Analysis

We will now sketch a complexity analysis counting the calls to symmetric prim-
itives used in πLEGO. During the protocol we setup Fσ,3Γ,`

WCOM, do ` Or- and
Oblivious-Openings (to deal with inputs), we garbled Γ gates using a call to
Yao and each of these are evaluated with a call to Eval. We do a total of (6ρ+1)s
regular openings of commitments (3ρs in Cut-n-Choose and (3ρ+ 1) in Sol-
dering).

Assuming FWCOM is implemented using the protocol in Chapter 5 this be-
comes

7(3Γ) + 48σ`+ (6ρ+ 1)s = 42ρs+ 48σ`+ (6ρ+ 1)s
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calls to enc, and

(4(3Γ) + 24σ`)(n+ t)
ψ

+ 14t log(n) + 14`

= (24ρs) + 24σ`)(n+ t)
ψ

+ 14t log(n) + 14`

calls toH to handle the commitments. A standard implementation of (Yao,Eval)
will use 4 calls to a symmetric cipher to garble each gate and 1 call evaluate it.
If we count each of these calls as a call to H, this adds 5Γ = 10ρs calls to H.

By Lemma 6.2 we need ρ ≥ 7σ+12
2(log(s)−7) to get statistical security 2−σ. If

for example we let σ = 80 this gives us ρ ≥ 22 for circuits of size 220. Using
computational security parameter ψ = 120 this means that we get

(24 · 22)(n+ t)
ψ

+ 5 · 22 = (528)(n+ t)
ψ

+ 110 ,

calls to H and

42 · 22 = 924

calls to enc per gate of the circuit. Based on the discussion in Chapter 5 of
the encoding used to implement FWCOM, this means around 10,000 calls to H.
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Setup
1. A and B initialize a Fσ,3Γ+1,`

WCOM functionality.
2. A samples ∆ ∈R {0, 1}ψ and inputs (commit, id(∆),∆) to FWCOM.
3. B samples a random T ⊂ [Γ] of size ρs, and for all i ∈ T samples

ui, vi ∈R {0, 1}. Let U = [Γ] \ T .
4. B samples BucketOf ∈ B as described in Section 6.3.1.
5. B sends CT = Com(T, (ui, vi)i∈T ,BucketOf; rT ) to A.
6. For each j ∈ Binputs, B inputs (OT-choose, j, bj) to FWCOM.

Garbling
1. For all i ∈ [Γ], A samples Li0, Ri0 ∈R {0, 1}ψ, computes (ggi, Oi0) ←

Yao(i, Li0, Ri0,∆) and sends GG = (ggi)i∈[Γ] to B.
2. A inputs (commit, id(Li0), Li0), (commit, id(Ri0), Ri0) and (commit, id(Oi0),

Oi0) to FWCOM.
Cut-n-Choose

1. B sends T , (ui, vi)i∈T , BucketOf and randomness rT to A.
2. If this is not a valid opening of CT A aborts. Otherwise, for all i ∈ T

A inputs to FWCOM (open, id(Liui)), (open, id(Rivi)), (open, id(Oiui∧vi)).
Let L̂i, R̂i, Ôi be the values output to B by FWCOM.

3. B aborts if there is an i ∈ T so that Ôi 6= Eval(ggi, L̂i, R̂i).
Soldering

1. Horizontal Soldering: For all j ∈ gates, let h = BucketHead(j):
For all i 6= h ∈ Bucket(j) A inputs (open, {id(Lh), id(Li)}),
(open, {id(Rh), id(Ri)}), and (open, {id(Oh), id(Oi)}) to FWCOM. Let
dLi, dRi, dOi be the keys output to B from FWCOM and sggi =
Shift(ggi, dLi, dRi, dOi).

2. Vertical Soldering: For all j ∈ gates \ inputGates, let h =
BucketHead(j): A inputs (open, {id(Lh)}∪{id(OBucketHead(i))}i∈lp(j)) and
(open, {id(Rh)}∪{id(OBucketHead(i))}i∈rp(j)) to FWCOM. Let dLh, dRh be
the keys output to B by FWCOM and sggh = Shift(ggh, dLh, dRh, 0ψ).

3. Input Soldering: For all j ∈ inputGates, let h = BucketHead(j): A
inputs (open, {id(Lh), id(Rh)}) to FWCOM. Let dRh be the key output
to B by FWCOM and sggh = Shift(sggh, 0ψ, dRh, 0ψ).

Input
1. For all j ∈ Ainputs let h = BucketHead(j), A inputs

(OR-open, id(Lh0 ), id(Lh1 ), aj) to FWCOM.
2. For all j ∈ Binputs let h = BucketHead(j), A inputs

(OT-open, j, id(Lh0 ), id(Lh1 )) to FWCOM.
3. In both cases let L̂h be the key output from FWCOM to B. B computes

a list of candidate keys Candj = (ShiftEval(sggi, L̂h, L̂h))i∈Bucket(j). If
any key appears more than ρ/2 times in Candj name it Ôj , otherwise
B aborts.

Evaluate
1. For each gate j ∈ gates \ inputGates, B computes:

(a) Left and right keys L̂j =
⊕

k∈lp(j) Ô
k and R̂j =

⊕
k∈rp(j) Ô

k.
(b) The list of output keys Candj = (ShiftEval(sggi, L̂j , R̂j))i∈Bucket(j).
(c) If a key appears more than ρ/2 times in Candj name it Ôj and

proceed, otherwise abort.
2. For all j ∈ outputGates, B sends Ôj to A.
3. For all j ∈ outputGates, A outputs zj = 0 if Ôj = O

BucketHead(j)
0 , zj = 1

if Ôj = O
BucketHead(j)
1 and aborts otherwise.

Figure 6.3: The Protocol πLEGO Implementing FSFE.
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