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Abstract
Users of technology encounter various IT security mechanisms in their everyday lives. If these mechanisms fail to support everyday activities, they either
get in the way, or the users ﬁnd a way to work around them. Even though
users manage to carry out everyday activities by using substandard IT security
mechanisms or via workarounds, it will inﬂuence their experience of security.
If researchers and designers only focus on IT security artifacts and fail to take
the user experience into account, incorrect processes or workarounds will occur. Accordingly, to get users to follow the correct process may seem to be a
criterion of success, even though it may yield a less appropriate experience of
security.
This dissertation deals with an improved understanding of IT security sensitive IT artifacts and presents three design methods, and a framework for addressing the complexities and contingencies of security experiences in design.
The methods: Mobile probing, Prompted exploration workshops, and Acting
out security involve potential future users in the process of designing IT security sensitive IT artifacts. Mobile probing collects narratives of user encounters with IT security. Prompted exploration workshops present the users with
seven themes and involve them in the design of IT security sensitive IT artifacts. Acting out security lets users try out prototypes in situations where
security handling is infrequent and quick. All three methods have been developed and deployed as an integral part of a research through design process.
An everyday mobile digital signature solution has been designed, and the design problem, the design process, and the design results are presented in this
dissertation.
Several of my empirical ﬁndings show that the way users experience security does matter. Users’ experiences of security inﬂuence the way they make
sense of, assess, and handle IT security mechanisms. Moreover, I studied cases
in which the users handled IT security sensitive technology in a secure way,
but still had unwanted experiences of security. Through the developed design
methods I was able to activate and access study participants’ prior experiences
of making sense of IT security sensitive technology. Moreover, the methods
helped clarify users’ immediate experience in an encounter with IT security
sensitive technology. The ﬁndings were integrated into the design of a digital
signature solution, and in this process I developed a framework for structuring
empirical ﬁndings for the design of IT security sensitive IT artifacts.
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Resume
Hver dag møder mennesker IT-sikkerhed på mange forskellige måder. Nogle
IT-sikkerhedsmekanismer er indrettet, så de ikke understøtter de aktiviteter,
de indgår i. Enten kommer de i vejen og brugerne må opgive deres forehavende, eller også ﬁnder brugerne en måde at omgå sikkerheden på. Selv om
brugerne formår at anvende IT på trods af at IT-sikkerhedsmekanismerne kommer i vejen, kan deres oplevelse af og erfaring med IT-sikkerhed sagtens være
uhensigtsmæssig. Hvis forskere i og designere af IT-sikkerhedsmekanismer
kun fokuserer på teknologien, og undlader at fokusere på brugernes oplevelse
af og erfaring med IT-sikkerhed, kan det føre til at brugerne anvender IT-sikkerhedsmekanismer på en uhensigtsmæssig måde, eller ﬁnder en vej uden om
mekanismerne. Derfor er den umiddelbart tillokkende strategi med at opnå ITsikkerhed gennem ændringer af teknologibrugeres adfærd ikke en tilstrækkelig strategi.
Denne afhandling søger en rigere forståelse af teknologibrugeres oplevelser
med IT-sikkerhedsfølsomme IT-artefakter. Den præsenterer tre nye designmetoder: Mobile probing, Prompted exploration workshops og Acting out security sammen med et begrebsapparat til analyse af IT-sikkerhedsfølsomme
brugssituationer. Mobile probing bruges til at indsamle brugernes egne fortællinger om deres daglige møde med IT-sikkerhed. Prompted exploration workshops er designsessioner, hvor fremtidige brugere bliver inspireret af syv sikkerhedstemaer og derefter deltager i designprocessen. Acting out security er
en metode til at undersøge mødet mellem brugere og nye IT-sikkerhedsfølsomme prototyper, som tager hensyn til at brugeres interaktion med IT-sikkerhedsmekanismer er sjældne og sker forholdsvis hurtigt. De tre metoder er blevet
afprøvet som en integreret del af en ”research through design”-proces, hvor en
serie prototyper af en ny mobil digital signatur blev udviklet.
Afhandlingen viser, at brugernes oplevelse af og erfaring med IT-sikkerhed har
indﬂydelse på, hvordan de håndterer og vurderer IT-sikkerhedsmekanismer.
Herunder præsenteres eksempler på situationer, hvor teknologibrugere anvender teknologi på en sikker måde, men stadigvæk oplever det usikkert. Ved
brug af de tre designmetoder er det lykkedes, at få adgang til de erfaringer, som
fremtidige brugere aktiverer, når de oplever IT-sikkerhed. Derudover er teknologibrugeres oplevelse af IT-sikkerhed blevet klarlagt gennem brug af designmetoderne. Resultaterne fra brugen af metoderne er integreret i designet af den
mobile digitale signatur. Det nye begrebsapparatet til integration af sådanne
resultater i designprocesser blev udviklet som en del af den proces.
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strategic research programme for nano-, bio-, and IT-sciences.

Reading Guidelines
This dissertation has been split into two parts. Part I is an overview. This part
summarises research activities and relates it to relevant literature and research.
Part I is structured as follows:

Part I
Chapter 1: Introduction An introduction of my research questions and the included papers
Chapter 2: An experience framework An introduction to and discussion of
an employed theoretical framework
Chapter 3: Research approach An introduction to and discussion of the employed research approach
Chapter 4: Related work A discussion of related work
Chapter 5: Contributions An outlining of the research contributions
Chapter 6: The design of a digital signature solution An outline of an iterative design process and the outcome
Chapter 7: The three methods An introduction to and a discussion of three
developed design methods
Chapter 8: Conclusions draw the conclusions and presents future work
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Symposium 2007.
New design perspectives on security sensible systems Niels Raabjerg Mathiasen, workshop paper Sociotech-ID 2008 Workshop : New Sociotechnical Insights in Interaction Design.
Investigating how everyday people experience security Niels Raabjerg Mathiasen, poster Symposium on Usable Privacy and Security 2008.
The Potential of Genre Theory within E-Governance Web Applications Rasmus
Berlin, Nikolaj Gandrup Borchorst, Niels Raabjerg Mathiasen, Tanja Svarre,
Conference paper DHRS 2008.
Work around security and the big challenge Niels Raabjerg Mathiasen, symposium
paper Danish HCI Research Symposium 2009.
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Part I

Overview

1

Chapter 1

Introduction

‘While working around security’ is an ambiguous sentence. The ﬁve meanings
span the scope of this dissertation.
Firstly, the title refers to the fact that users of technology make security workarounds. If security mechanisms are in the way of a given task, users may
choose to circumvent the security mechanism in various ways. These workarounds may be harmless or they may compromise security in other situations.
Secondly, the title refers to what users do when working around security. I
present empirical ﬁndings that shed light on what users do when they encounter security sensitive IT artifacts in everyday life.
Thirdly, the title refers to what designers could do when working around security. In the included papers and in chapter 7 I develop three methods and
a framework for investigating and analyzing how users work around security
in everyday life.
Fourthly, the title refers to what other researchers have done in the HCI Security research ﬁeld. With a discussion of Stevens & Wulf’s call [110] for a challenge of the underlying assumptions employed in this ﬁeld I also touch upon
what researchers should do in the future.
Lastly, the title refers to what I did while working around security in a “research through design” process [120]. The experiences, challenges, and results
are presented as design examples [120].
To being with I will explain how the myriad of well-documented IT security
workarounds form the basis for my motivation for addressing HCI Security.
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1.1

Chapter 1 Introduction

Security workarounds

Everybody circumvents security mechanisms now and again. Such mechanisms are set up to prevent use of or access to certain resources. However, any
IT system will at some point make mistakes. When IT security mechanisms
make mistakes, they usually get in the way. When users wrongly or unfairly
are denied access to a service or resource they start to work their way around it.
The phenomenon of IT system workarounds was coined earlier. Gasser [54]
described how users of technology worked around computing systems that obstructed their work. He described how users either adjusted input data to get
a preferred output, adjusted procedures to match actual work practices better,
or maintained ofﬂine backup systems (e.g. handwritten notes or printouts).
The phenomenon ‘workaround’ has had a signiﬁcant inﬂuence on HCI and
the design of IT artifacts. Security systems inherently obstruct people’s work
when enforcing security as described above. Therefore, workarounds are often
mentioned in security sensitive contexts. Research studies have documented a
myriad of incidents or accidents that involve IT security workarounds . I will
mention some of the more well-known studies.
Adams & Sasse [1] observed employees in two organizations and reported
several workarounds regarding passwords. The results of their observations
and interviews were published in their celebrated and groundbreaking article
entitled “Users are not the enemy”. For instance, security professionals introduced individual user credentials in one of the organizations. The intention
was to capture audit trails for each employee’s interaction with the systems.
But the employees considered cooperation an integral part of their work and
argued in favor of group credentials. When IT security systems are incompatible with the way users view their work, it often leads to workarounds. The
result in Adams & Sasse’s case was that the employees began sharing their
passwords.
IT security workarounds can be thought of as a way for less knowledgeable
users to deal with the system. However, workarounds can also help users use
unsecured systems or IT artifacts that they do not trust. Dourish et al. [35]
analyzed and discussed the empirical ﬁndings from a series of semi-structured
interviews regarding technology users’ use of security and privacy mechanisms. They described cases where people would obscure the content of e-mails
to secure the message. By sending an e-mail saying “I took the actions you
requested” only the intended recipient would know what this was all about.
The content of the e-mail could have been encrypted, but the obscuring strategy
was easier to use and it was clear to the sender how strong the protection was.
One might think that unmotivated users who do not care about IT security
in general do IT security workarounds. While that may be true in some cases,
it is not always so. Norman participated in the Symposium On Usable Pri-
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vacy and Security (SOUPS) in 2009 held at Google’s headquarters in Mountain
View. He recounts his conference experiences in a discussion piece [99]. Apparently Google was very keen on physical security. Thus, the conference participants were not allowed to wander around by themselves. Even going to the
restrooms required going through a secured door. That of course obscured the
conference activities and the conference participants propped the door open.
So, even researchers and IT professionals working within the ﬁeld of IT security make security workarounds.
These three accounts describing various technology users’ diverse and sophisticated IT security workarounds draw a picture of the ways everyday people
work around security. That picture constitutes the basis on which I build my
motivation for this PhD project.

1.2

Motivation

My motivation for pursuing this research project has been twofold. As described above, users of technology had a clear need for IT security dependent
IT artifacts that better suited their security practices. On the other hand, HCI
in general seemed to focus on designing better experiences, not on making it
easier to handle IT artifacts. The HCI security domain did not seem to follow
this tendency.
When users work around security mechanisms, they reveal a need for more
suitable IT artifacts. This need cannot be ignored. Blaming the users for not
handling IT security correctly is not the right way to go either. When IT security incidents are recounted by IT security professionals or documented by
researchers, the next step should be for designers to challenge underlying assumptions. It should been seen as an opportunity. And this is what I did.
When users work around security mechanisms, it may be due to the fact that security mechanisms focus solely on maintaining a secure state. However, users
may focus on many other aspects; for instance, feelings, emotions, suspicions,
or worries may be involved. Secure handling may only play a minor part in the
overall use experience. Therefore, we need to address how IT security sensitive IT artifacts can be designed to support a secure experience.
The ﬁrst meaning of “while working around security” spans my motivation
for pursuing this research project. The second and the third meanings point to
my research questions.
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1.3

Research questions

What users experience when using IT security sensitive IT artifacts and how
these artifacts should be designed have been my overall foci. My research objective consists of these two research questions:
• What is the nature of technology users’ experience of IT security and how
do IT security sensitive IT artifacts inﬂuence these experiences?
• How can we design IT security sensitive IT artifacts based on technology
users’ security practices and experiences of security?
Addressing users’ experience with IT security and taking users’ security practices as my point of departure, I argue that experiences and practices are individual and situated.
The last two meanings of “while working around security” span the positioning of my work and the design work conducted in this research project. In the
reading guide I give an outline of the structure of the chapters and point out
where my work is described and where I discuss the work of others.

1.4

Reading guide

This dissertation consists of eight chapters, four papers and a bibliography.
Chapter two introduces the theoretical sources of inspiration, while chapter
three outlines the employed research approach. Chapter four discusses related
work within the HCI security research domain. Chapter ﬁve outlines the contributions made to the HCI security research ﬁeld. Chapter six describes the
design of the digital signature solution. Chapter seven outlines the development of the three design methods and, ﬁnally, chapter eight concludes the dissertation.
My work is thoroughly described in chapters six and seven. The work done by
others is 1) included as theoretical sources of inspiration for the development
of the three design methods in chapter seven, 2) related to the design in chapter
six, and 3) discussed as related work in chapter four.
Below follows an introduction to the four papers included.

1.5

Included papers

The four included papers fall in a chronological order following the experiences gained from carrying out the iterative design process of a mobile digital
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signature solution. The “Threats or Threads – From Usable Security to Secure Experience” paper I and the “Experiencing Security in Interaction Design”
paper present methods for collecting qualitative empirical data in IT security
sensitive contexts. The “While Working Around Security” paper describes a
framework for analyzing empirical data from IT security sensitive contexts.
The “Bluetooth or WIFI – communication technologies’ impact on users’ experience of security” paper describes how results from qualitative analyses can
inform design and inﬂuence users’ experience of IT security.

1.5.1

Threats or Threads – From Usable Security to Secure Experience?

The paper identiﬁes three types of approaches in the usable security research
community: 1) a quantitative survey-based approach, 2) an IT security application evaluation approach, and 3) a design pattern, design strategies or design
guidelines focused approach. A discussion of the identiﬁed approaches points
out how these approaches stem from the assumption that the goal is to make
users behave securely either by encouraging them, by helping them, or by forcing them. None of the identiﬁed approaches focus on users’ experience of
security. The paper argues that the goal should broaden rather than change
users’ behavior. Thus, the discussion motivates the main contribution, namely
a Cultural Probes-inspired [55] method named Mobile Probes. The goal is to inform design via a richer idea of what a secure experience looks like. Firstly, the
method had to identify situations that users considered IT security sensitive.
Then the probed users reported back in situ or immediately after. The reports
comprised short stories in different forms (e.g. text messages or e-mails). The
stories were analyzed via McCarthy and Wright’s framework for analyzing experiences [96]. In addition to the collected user stories, the article presents two
autobiographical narratives. These narratives exemplify situations where it is
not enough to focus on behavior exclusively to understand the experience of
security. Moreover, in the paper several user stories are analyzed and the results discussed.

1.5.2

Experiencing Security in Interaction Design

Instead of addressing a particular experience, this paper addresses the way
experience is gained, which experiences an IT security assessment is based
on, and how users’ relevant experiences are triggered when they encounter
IT security sensitive IT artifacts. The paper subscribes to McCarthy & Wright’s
pragmatism approach [96]. In this approach users make sense of technology
in an ongoing process. Users gain experience through encounters with technology and make sense of the technology they encounter through the experiences
they gained previously. McCarthy & Wright [96] also see this ongoing process
as a negotiation of sense of technology. This includes a sense of security in IT
security sensitive contexts. Thus, IT security is decided on through ongoing
negotiation. The paper presents two methods for accessing this ongoing ne-
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gotiation. The aim is to produce insight into the experiences users base their
IT security assessments on and how relevant experiences are triggered. This
insight should inform design. The paper presents two methods: 1) Prompted
Exploration Workshops, and 2) Acting Out Security. The methods are meant to
be parts of iterative design processes. While the ﬁrst method is utilized immediately before design iterations, the other method is utilized immediately after
and informs the next design iteration. Prompted Exploration Workshops are
participatory design workshops [60] where the participants are provided with
several topics that can help structure arguments of user-centered IT security.
The idea is to avoid that users mimic the discourse of the fearful media or the
perfection or the theoretical threat models of IT security professionals. Acting Out Security comprises intervention in realistic contexts. Here participants
play out tasks from their everyday lives, and they are supposed to carry out
these tasks as they would have done if they were on their own. They receive no
instruction. This takes place before the situation the researchers are interested
in and it serves to bring the participants in the situation of interest. Prototypes
are utilized for intervention in the situation of interest, either as a replacement
or as a new IT security sensitive artifact. The aim of both methods is to access
and grasp which prior experiences the participants base their security assessments on, and which prior experiences the situation and the prototype trigger. The paper reports two instances of Prompted Exploration Workshops and
one instance of Acting Out Security. Several empirical ﬁndings that show how
participants’ prior experiences are triggered or reveal which prior experiences
assessments are based on are analyzed and discussed.

1.5.3

While working around security

The paper presents design and analysis experiences from a range of different
research projects. The majority of the experiences are from the ITSCI project.
The paper outlines discussions from a User-Centered Security workshop at
NordiCHI 2008 organized by the authors. Along with a thorough discussion
of related work and the HCI security research community as such, this discussion motivates the main contribution: a framework for analyzing qualitative
empirical data from IT security sensitive situations. The vocabulary already in
use stems mainly from the technical aspect of IT security. The presented framework can bring forward a vocabulary that stems from the actual use contexts.
The framework consists of a non-exhaustive list of ﬁve dimensions on which
the empirical ﬁndings can be placed. Along with each dimension comes a set
of conceptual glasses that help carve out IT security relevant empirical ﬁndings
from qualitative empirical ﬁndings. Each dimension is illustrated via examples
from the projects the authors participated in and a few examples from IT security literature.

1.5 Included papers
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Bluetooth or Wi-Fi – communication technologies’ impact on users’experience
of security

The paper applies McCarthy & Wright’s [96] framework in analyses of how
different technology schemes inﬂuence the experience of security. The concrete
use situation under analysis relates to the ITSCI project’s main design case: the
design of a mobile digital signature solution. Users can utilize their digital
signature via their cellphones when standing at some terminal. The different
technology schemes comprise different ways of establishing a connection and
transferring data between users’ cellphones and the terminals they encounter.
The analyses show that the choice between communication technologies like
Wi-Fi and Bluetooth inﬂuences users’ experience of security. Besides serving as
an example of how to carry out these analyses, the paper discusses how general
the results are.

Chapter 2

An Experience Framework

My motivation for addressing technology users’ experience of security was
sparked by the many security workarounds security professionals and researchers reported. Dourish et al. [35] explain that users handled their e-mail privacy through workarounds, because they trusted their workarounds and not
the technology at hand. Adams & Sasse [1] report workarounds caused by
the fact that security mechanisms were in the way of users’ work practices.
Norman [99] recounts a personal experience with workarounds of IT security
professionals and researchers participating in a conference on IT security. The
fact that even security professionals do security workarounds and their rather
complex motivation for doing so invalidate any explanation that is based on
lack of appropriate technology, lack of understanding, or lack of motivation.
Therefore, I found it relevant to look at “the big picture”. Security was not only
a matter of how users handle security mechanisms; it is also a matter of how
users experience security, when they use technology. Another source of motivation was a tendency among researchers and security professionals to focus
on whether or not users or IT system providers were secure. In her NordiCHI
2006 keynote Bødker state that third wave challenges to HCI consist of focusing
not only on users’ actions, but also on users’ experiences and emotions [10]. In
line herewith, I address the way users experience security when using technology. I aim for providing not only a secure state, but also a secure experience.
With Bødker’s statement in mind it seems unambitious to aim solely for a secure state.
McCarthy & Wright’s experience framework from their book “Technology as
Experience” [96] is the foremost employed theoretical framework in this dissertation. The framework is a theoretical framework for analyzing technology
users’ experiences. Numerous other theoretical sources have inspired my work
1 , however, the included papers and the overview part draw on McCarthy &
Wright primarily. The book came out in 2004. Bødker mentioned it in her
1

See chapter 7 and chapter 4 for examples
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keynote in 2006 and when my PhD project began in 2007 the book was well
known. As described above, I was looking for frameworks that could enrich
analyses of security relevant ﬁndings and address the emotional and sensual
part of a secure experience. Early analyses of ﬁndings (see paper I) from the
mobile probing activities (described in chapter 7) showed promising results. I
presented the ﬁrst analysis which employed the framework at NordiCHI 2008
(paper I).
The theoretical foundation of the framework is based on John Dewey’s work
on experience, aesthetics, and pragmatism and on Mikhail Bakhtin’s work on
dialogism and aesthetics. McCarthy & Wright based their experience-based
approach on their readings of Dewey and Bakhtin.
According to McCarthy & Wright users utilize previous experiences to make
sense of immediate experiences and thereby gain experience (see discussion below on immediate and gained experience). They describe the dynamic between
prior experiences, experience, the self, and others as a dialogue. This dialogue
is ongoing and open-ended and experiences gained from these dialogues are
what you become. The dialogical approach provides a richer picture than other
approaches, because it also captures what the subject has become so far. That
is, emotions, sensual impressions, or memories in the form of gained experiences. This dissertation strives to cover this richness, while security assessments, measurements, or perceptions may be explained by e.g. gut feelings,
emotions, and sensual impressions.
An experience is open-ended and continuing. Its starting point and its end
point – as regards time, place, and extent – are undeﬁned. Experiences are individual and unique. Analysis cannot expose or communicate an exhaustive
description of a given experience. Still, it is fruitful to be able to describe and
discuss experiences. Therefore, McCarthy & Wright present a framework for
describing different parts of an experience [96]. The framework includes four
threads: 1) the Sensual Thread, 2) the Emotional Thread, 3) the Compositional
thread, and 4) the Temporal-Spatial Thread. These threads run through an experience and can help describe different aspects hereof. The four threads are
far from an exhaustive list, as described above. Moreover, they are signiﬁcantly
different and emphasize different types of aspects. Below follows an introduction to the four threads:
The Sensual Thread has to do with sensual impressions. Input from the senses
is an integral part of an experience. That includes sound, vision, taste, smell,
or tangibility, but also balance, temperature, and more. An example could be
when a person comes home and inserts his or her key into the front door lock.
A signiﬁcant part of a (secure) experience includes sensing: 1) the appropriate
resistance when turning the key, and 2) the slight click when the lock cylinder reaches the unlocked state. These sense impressions are a pervasive aspect
of this everyday experience. Rational considerations, which conclude that the
lock was properly locked, are not necessary as long as these sense impressions
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are in place.
The Emotional Thread describes the emotional parts of an experience. These
emotional pictures are a rich, individual, and unique emotion that is at work in
a particular person in a particular experience. Recall, for instance, the example
from paper I where a man is typing several numbers from an invoice into his
home banking system to identify a payment. Even though he double-checks
the numbers, he leaves his computer with an inner concern and a sneaking suspicion, because he cannot be certain that everything was done correctly. Still,
he has a clear idea that the numbers were correct and that everything is in the
preferred state. The inner concern, the sneaking suspicion, and the clear idea
are part of the emotional thread. It is, however, not precise enough, and it is
not the intention of the Emotional Thread to state that he felt concerned and
suspicious, but also all right.
The Compositional Thread looks at parts and the whole of an experience and
the relationship between the two. How do singular events ﬁt in the experience
as a whole? Which order do events come in? As with the other threads, the order which the parts of an experience occur in inﬂuences individuals differently.
The Danish tax authorities’ self-service website makes up a good example. The
most frequent task for which users use the site is submitting changes to their
tax ﬁgures (e.g. to be eligible for a tax deduction). Firstly, users have to authenticate by issuing their personal digital signature. Afterwards they can inspect
their tax ﬁgures. If they want to change a number, they place the cursor in
the appropriate input ﬁeld and type another number. When users log out they
have submitted an application for a change in their tax ﬁgures and the change
is legally binding. Users have been complaining that the issuing of their digital signature should happen after they submit the changes. However, others
argue that it will merely make the process more cumbersome. This shows that
the expected order of events is individual and that the order of events inﬂuences the experience. In particular, it shows how the authentication process
and issuing digital signatures change the experience of security.
The Spatio-Temporal Thread looks at how people experience time and place.
The duration of a series of events can both seem like a long time or very brief.
Experiences of one physical place can differ greatly depending on the people
who are present and the reason why they are there. If a user is carrying out an
important and serious task and a necessary authentication process hangs for
several minutes, these minutes may seem like a long time and the user may
feel anxious. If the same user authenticates him or herself at a PC at work, the
same delay may cause a feeling of relief. Likewise, a place can feel friendly if
visited with friends and less accommodating if visited alone.
McCarthy & Wright also include six sense-making processes [96]. These processes reﬂect the dialogical nature of the fact that experiences are experienced
individually. The six processes do not comprise an exhaustive list, as with the
threads; however, they make up an operationalized way of describing and ana-
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lyzing the dialogical aspect of an experience.
Anticipating – anticipates what an experience will be like. For instance, users
of websites anticipate whether and when they have to authenticate themselves.
Connecting – is the immediate moment after an event has occurred. That is,
for instance, the immediate confusion if technology artifacts produce no feedback.
Interpreting – the process in which human beings clarify narrative structures,
possible ways to act, and what is likely to happen next. That is, for instance,
when a user of technology understands what his or her user credentials give
access to.
Reﬂecting – the process of subjectively judging parts of an experience. For instance, make judgments of the things just clariﬁed through interpretation. E.g.
thinking, “I should be allowed to access this.”
Appropriating – the process of relating the experience to oneself. For instance,
a user may appropriate a situation in which he or she is skeptical of the security
by seeing him or herself as a daring person and thus carry on. Likewise, a user
may see him or herself as a prudent and cautious person and therefore refrain
from carrying on.
Recounting – is going over the experience once again individually or with others. An experience may change every time a person recounts it.
The six sense-making processes take what I refer to as immediate experience
and gained experience, respectively, as input. They produce a sense of immediate experiences. I will explain how I understand immediate and gained
experiences in the following section.
The English term ‘experience’ refers to at least two phenomena. One is referred
to as ‘oplevelse’ in Danish, ‘Erlebnis’ in German, and ‘upplevelse’ in Swedish.
The other is referred to as ‘erfaring’ in Danish, ‘Erfahrung’ in German and ‘erfarenhet’ in Swedish2 . The ﬁrst is the immediate sensual and emotional experience of a given situation. The latter is the experience gained from one or
more immediate experiences. Both phenomena are relevant to peoples’ experiences of security and McCarthy & Wright address both of them. It is outside the
scope of this dissertation to delve deeper into an ongoing discussion of whether
languages constrain the phenomena people see (or experience) or whether languages are constrained by the phenomena people see. However, it is unlikely
that people with an English mother tongue do not see (or experience) these
2

This split is probably present in many languages, and in languages outside the IndoEuropean language family there may be even more different ways of referring to these phenomena
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two phenomena. They are obviously closely related, but to be able to investigate their interrelation and the signiﬁcant difference, it is important to discuss
these two phenomena. The papers included in this dissertation investigate the
phenomena and the interplay between them. McCarthy & Wright’s framework
consists of the four threads and six sense-making processes introduced above.
While the threads describe the anatomy of immediate experiences, the sensemaking processes take users’ gained and immediate experiences as input (or
base/outset) and produce a sense of immediate experiences. Thus, the framework aims at explaining immediate experiences with technology and how they
emerge.
McCarthy & Wright’s framework [96] aims at analyzing people’s experiences
with technology, which consist primarily of immediate experience. The framework accounts for the other phenomena, gained experience, through the six
sense-making processes, but it only covers the way immediate experiences are
inﬂuenced and individualized by people’s previous experiences. In the preliminary work McCarthy & Wright address gained experience in a discussion of
their readings of Bakhtin and Dewey. People make sense of immediate experiences through similar prior experiences. An immediate experience triggers a
set of similar prior experiences and this set becomes a basis for making sense
of the immediate experience. It is individual which similar prior experiences
are triggered and again it is based on individual prior experiences. Immediate
experiences are open-ended and continuing as described above. The basis of
prior experiences is not the actual experiences as they were experienced. The
sense of these experiences changes through an ongoing process. McCarthy &
Wright cite Dewey for four types of processes that change ongoing experiences:
1) cumulation, 2) conservation, 3) tensions, and 4) anticipation. Cumulation is
the temporal unfolding of an experience. For instance, if an authentication
procedure is part of an experience, people are likely to expect that completing
this procedure will lead them somewhere. Conservation is when an individual
holds on to a particular part of an experience, so that it later on inﬂuences the
sense-making of other experiences. For instance, a single impression from a
webshop can be conserved as “web shops in general are too insecure to engage with.” Tensions are built-up energies caused by resistance to discharging
these very energies. These energies can be discharged or released. They keep
the individual in the experience in question, until they can be released. It is in
these energies that we may ﬁnd everyday people’s motivation to perform extra
security-related tasks. Anticipations are built up before and during an experience. They comprise expectations that are waiting to be conserved in gained
experiences as met or exceeded or something in between. For instance, a person might expect that online shopping is cumbersome and confusing due to
the security overhead. This expectation is met and exceeded, when an online
shopping experience does turn out to be cumbersome.
The papers included in this dissertation reveal several incidents where experiences gained by a user of technology in one encounter with technology are
triggered in other situations to make sense of new encounters with technology.
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Security decisions are inﬂuenced by or based on experiences. Experiences are
individual and unique. They unfold in the moment. They emerge in situ in an
ad hoc manner as described above. Thus, security decisions are also taken in
situ and in an ad hoc manner. Human beings make sense of an experience via
ongoing dialogue. These ongoing dialogues take the form of ongoing negotiations between the users that experience, their prior experiences, and other
individuals. The security part of an experience is, to a large extent, included
in the sense of an experience. Hence, security is negotiated in situ in ongoing
negotiation with oneself, others, and previous experiences.
The framework and the additional four concepts have proved to be valuable
theoretical tools in my work. The framework has improved the analysis of phenomena discovered through the employment of the three methods described
in this dissertation. Moreover, it has served as a general source of inspiration
in the production of these methods.

Chapter 3

Research approach

The research approach employed in this dissertation is inspired by several accounts of research, design, prototyping, and user involvement. These are presented and discussed in this section.
Fällman [43] discusses how design relates to HCI and research. He identiﬁes
three accounts of what characterizes design and designers: a conservative account, a romantic account, and a pragmatic account. The conservative account
is inspired by the natural sciences and regards designers as information processors who perform rational searches. The romantic account is inspired by
art and regards designers as geniuses that go through a mystical process. The
pragmatic account is inspired by human sciences and sociology and regards
designers as reﬂective practitioners that go through a reﬂective conversation or
dialogue. When Fällman describes what he refers to as the pragmatic account,
he draws on Schön’s “The reﬂective practitioner” [105], which built on a philosophical base of pragmatism. Moreover, in line with the pragmatic account,
Fällman [43] sees design processes as situated. The reﬂective conversation and
the design problem are unique products of design situations. The design process outlined in chapter 6 is unique in the sense that very few researchers have
addressed IT security using the same approach. Furthermore, the setting with
the ITSCI project formed the ambition to create a more secure and useful mobile
digital signature solution replacement for the existing troublesome solution (a
parallel commercial process designed the actual replacement). The combination of the external partners from a variety of companies and the internal project members with expertise in different research domains also made the design
process unique. Therefore, retrospectively, the most precise description of the
design process is produced by the pragmatist account.
Fällman [43, 44] discusses whether a design process is research-oriented design or design-oriented research. Research-oriented design designates a design
process that is inspired by research, but whose overall goal is to create a design
17
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that addresses a concrete problem. Design-oriented research, in contrast, is a
research process that includes in-built design activities (or a whole design process). The overall goal of such a research process is to produce knowledge.
This dissertation describes two intertwined design processes. Both of these
processes are integral parts of the overall research project whose overall goal is
to produce knowledge of how a secure experience for everyday users of technology may be designed; design-oriented research activities, according to Fällman.
Frayling [52] discusses the historical development of the common archetypical
idea of a ‘Researcher’ and a ‘Designer’. His different accounts are more or less
comparable to Fällman’s ideas [43] of what a designer is. Through his historical review of the archetypical researcher and designer, Frayling discusses how
design as a practice relates to research as a practice. He introduces three concepts: research into design, research for design, and research through design.
Research into design is research of, for instance, historical, cultural, political,
economic, ethical, or material aspects of design. Research for design is not research in the academic sense of the term, but research in the sense of a search
for outstanding art. This thinking is then embodied in the designed artifact.
Research through design is design activities in which the produced knowledge
addresses the design process. My work, in particular the research activities described below, can be characterized as research through design where the goal
is to produce knowledge in connection with the design of a secure experience
for everyday users of technology.
Zimmerman et al. [120] builds Frayling’s concept of research through design
into a model for design research in HCI. According to Zimmerman et al., research through design is composed of four parts: process, invention, relevance, and extensibility. Process focuses on the way the design process is documented. It does not take the form we know from classical science, where
experiments are carefully described with the purpose of reproducing the results; instead, the intention is to communicate design experiences. Invention
focuses on contributions: research must constitute a novel contribution that
integrates relevant theory, technology, user needs, and context. Relevance focuses on integration with ‘the real world’ and an articulation of the state the
design attempts to achieve. Extensibility focuses on how other researchers can
utilize the produced knowledge. The approach applied in my research project
is described in chapter 6 (about design of prototypes) and in chapter 7 (about
design of methods). The inventions are primarily described in chapter 6, but
also in chapter 7. The relevance and the novelty are discussed in chapters 6
and 4. The extensibility of the research contribution above all lies in reuse of
the three methods, but also in utilization of the security framework. Furthermore, the series of prototypes can be seen as design exemplars [120] (example
designs that can serve as inspiration for others).
Floyd [48] systematically describes prototyping as a process. The word pro-
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totype comes from manufacturing and means the “ﬁrst of a type”. However,
in software a prototype is an artifact that demonstrates more or less the functionality of a target application. Prototyping is a process in which a series of
prototypes are built. Floyd presents three types of prototyping: exploratory
prototyping, experimental prototyping, and evolutionary prototyping. The
goal of exploratory prototyping is to explore different possibilities. Therefore,
a series of prototypes are built to explore each possibility. The goal of experimental prototyping is to determine the adequacy of a proposed solution. Each
prototype should then be seen as an even more adequate version of the target
system. The goal of evolutionary prototyping is to gradually adapt a system
to changing requirements. Each prototype is created in agreement with the
latest requirements. Floyd [48] admits that these types overlap and that what
is interesting about these categories is that they make up the space for what
a prototyping process can be. The prototyping process mentioned below (and
described in detail in chapter 6) encompasses all of the three prototyping types.
For instance, the earliest prototype was comprised of the minimum required
functionality to carry out a full signing. That prototype was meant to show
if the deployed cryptographic protocol could be realized. It was an experimental prototype. Several prototypes explore how communication between a
cellphone and a terminal (see chapter 6 for details) can be wirelessly connected. These prototypes explore how Bluetooth, RFID-tags, Wi-Fi, or other technologies inﬂuence users’ experience of security (this is thoroughly addressed
in paper IV). The user involvement dimension of the three methods ensures
that the most actual “requirements” for the prototype are present in the design
process. Therefore, this prototyping process can also be seen as evolutionary.
Participatory Design (PD) originated from the Scandinavian design tradition.
It focused on the “collective resource”. Collective resource means the sum of
knowledge, experience, and skills that designers, future users, and stakeholders possess. This focus generates focus on user involvement. Early examples
include projects such as UTOPIA [18] and DEMOS [40] where workers and
trade unions were involved in the design process of new IT for the workplace.
Focus on user involvement leads to a variety of methods for involving users
[60], including participatory design workshops, prototyping, and hands-on experiences. These methods were a huge inspiration for the development of the
three methods (see chapter 7 for a detailed discussion). In generally, the PD tradition has guided all the work reported in this dissertation. Where Bødker [18],
Ehn [40], and Greenbaum & Kyng [60] primarily involved employees in the development of IT for their workplace, I ﬁrst of all addressed everyday people’s
everyday life. Bødker [10] discusses the move of PD from the workplace into
everyday life, a discussion that I will not get into in detail here. In such a target
group almost anybody (or almost any Dane) can be potential future users and
thereby stakeholders.
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What I have done

My research project consisted mainly of two overall design activities: the design of a mobile digital signature solution for everyday people and the design
of three methods for the design of security sensitive IT artifacts. One of the two
activities has dynamically served as input to or evaluation of the other activity,
and vice versa. Below I brieﬂy summarize how the two design activities were
carried out. Afterwards I elaborate on the interrelation between these two design activities and the overall research project. The details of the mobile digital
signature design process are described in detail in chapter 6 and the details of
the methods design process in chapter 7. Here follows a brief summary of the
two main design activities.
The mobile digital signature solution was designed through an iterative design process. Phases of analysis, design, implementation, and evaluation have
followed each other. The order of the phases has not been strict. Sometimes
problems arose in a design phase which made me go back and redo the preceding analysis phase. Sometimes the initial pilot evaluation revealed trivial
implementation errors that I remedied before continuing with the evaluation.
During the iteration of these four phases I produced a series of prototypes and

Figure 3.1 Simple illustration of the design process.

subsequently improved them. These prototypes have been different IT artifacts
with different functionalities (e.g. the main application, a self-service install
booth application and a café appliance application). Several times I produced
new versions of the same IT artifact, as iteration from predecessors. These software prototypes made up the prototyping process [48] discussed above. The
other main design activity that I carried out was the design of three methods
for capturing qualitative data during analysis, design, and evaluation of IT security sensitive IT artifacts. As part of the iterative design of the mobile digital
signature solution new methods were needed. The three methods are: Mo-
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bile probing, Prompted exploration workshop, and Acting out security. Mobile probing was developed, tried out once, and published in paper I. Prompted exploration workshop was developed, tried out once, modiﬁed slightly,
tried out again, and published in paper II. Acting out security was developed,
tried out once, and published in paper II. The methods need to be further developed through an iterative process improving and trying out the methods
several times.
To return to the research process, I will elaborate on how these two design activities were integrated in the overall research project. I collected qualitative research data during the design processes. Through grounded analysis and analysis based on McCarthy & Wright’s experience framework [96] I worked with
the empirical ﬁndings, carving out security relevant matters. I also gathered
qualitative data from the design and the implementation phases. These ﬁndings will often have an autobiographical ﬂavor that can inform research in the
sense that Zimmerman et al. [120] described above. In their “research through
design” model documentation of the process serves as a way to communicate
experiences to other similar projects. For instance, ﬁndings on how implementation based on the Bluetooth communication protocol inﬂuences the way an IT
artifact presents itself, could be relevant to other research projects.
I have been searching in relevant literature for research methods speciﬁcally
targeting the empirical analysis of IT security. However, I failed to ﬁnd such
methods that would help analyze users’ secure experience as well as the way
users handle IT security. I had no choice but to take a step back and try to develop my own methods for capturing a richer picture. The design work that
focused on the design of the digital signature solution served as input for the
development of each new method.
Even though I distinguish between the two design processes in my description, several activities have been a part of both processes. However, what have
been tryouts in the design processes have been integral parts of the analysis
phase, the design phase, and the evaluation phase of the design process that
led to the design of the digital signature solution. This illustrates that the design activities are subordinate activities of the overall research process.
A shared key element in both processes is the involvement of potential future
users. The three methods involve users in three different ways. Mobile probing
involves users in the analysis phase. Prompted exploration workshops involve
users in the design phase. Acting out security involves users in the evaluation
phase. The involvement of users is inspired by the Participatory Design (PD)
tradition introduced above. Involving users in main design activities provides
access to empirical research data throughout the design activities. At the same
time, this serves to situate the design process [43] and integrate the design in
‘the real world’ [120].
I have carried out extensive analyses of qualitative empirical data. This has in-
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volved carving out qualitative empirical ﬁndings that produced a rich enough
picture to address users’ secure experience. Together with my colleagues, Susanne
Bødker and Marianne Graves Petersen, I looked back at my analyses and other
projects (e.g. [14, 100] ) to create a framework for addressing users’ secure experience. The framework is published in paper III. The framework needs to be
further developed, utilized for analysis of new empirical data, and improved
again.

3.2

Discussion

The three design methods, the designed prototypes, and the security framework constitute hypotheses. They need to be further developed and matured.
However, when taking into account that these hypotheses answer Stevens &
Wulf’s call [110] (elaborately discussed in chapter 4), these hypotheses are initial and necessary steps. Stevens & Wulf identify a new design space for the
security domain and the methods; the framework and the prototypes are advances in this space. According to Zimmerman et al. [120], research carried out
in a “research through design” approach does not strive to be validated in the
strict way natural sciences are. Instead, what is important is that the research
and the produced knowledge are relevant. The numerous workarounds on IT
security sensitive systems described in the introduction and Stevens & Wulf’s
call for a challenge of the underlying assumptions in the security domain make
these hypotheses relevant. Moreover, Zimmerman et al. [120] require that the
produced knowledge is extensible and can be utilized by others. Even though
the three methods and the framework have not been deployed iteratively and
thoroughly evaluated, they are nevertheless ready to be experimented with in
other research projects, either in the form that I have deployed or in an accommodated way. The three methods and the series of prototypes also have status
as design exemplars [120]. Results from documented design processes can inspire others who are carrying out similar projects. So, the three methods, the
security framework, and the prototypes are hypotheses that constitute a contribution in the ﬁeld of HCI Security by being relevant and extensible.
Stevens & Wulf [110] challenge the idea of specifying the security ex-ante. That
means, for instance, that access control rules or policies are always speciﬁed
before an access attempt (see more in chapter 4). Stevens & Wulf suggest that
other schemes than ex-ante security speciﬁcation should be supported. Moreover,
they suggest designing tools that support users’ security practices, instead of
IT that enforces security. Research that addresses this call needs appropriate
research methods. These methods need to be able to capture qualitative empirical data. The empirical data should be captured in such a way that it gives
detailed insight into users’ security practices. As derived in chapter 2 the ways
in which users handle IT security mechanisms and users’ security practices
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are inﬂuenced by their experience of security. Therefore, to contribute to the
ﬁeld of HCI Security and answer the call of Stevens & Wulf, research needs to
produce knowledge on what constitutes secure experiences. According to McCarthy & Wright secure experiences are individual, unique, continuing, and
inﬂuenced by prior experiences. The HCI security ﬁeld can beneﬁt from the
research through design approach, if the design is carried out according to
Fällman’s pragmatic account [43]. The pragmatic account acknowledges the
uniqueness and the situatedness of the design situation and thereby allows for
engaging with potential future users to gain insight into their experiences, as
these unfold.

Chapter 4

Related work

A limited number of research papers address HCI Security. Inﬂuential HCI
conferences like CHI and regional conferences like NordiCHI have had between
zero and two sessions on security and/or privacy. The papers in these sessions
share the IT security domain, but the applied research methods vary. The Symposium On Privacy and Security (SOUPS) started out as a workshop at the 2003
CHI conference and has been an annual standalone event since 2005. A rather
large share of all HCI Security papers has been published in the SOUPS symposium proceedings. Together with the New Security Paradigms Workshops
(NSPW), which is another annual standalone event, the SOUPS symposiums
are the only annual events which focus on the HCI Security domain. NSPW invites a broader spectrum than HCI papers. IT security professionals, researchers of the more technical aspects of IT security, and others are also present at
NSPW. A rather large body of research on IT security in general exists (cryptography, secure software architecture, security mechanisms), but these papers
are out of scope of the present discussion. The larger HCI journals like ToCHI have not addressed IT security at large. However, Stevens & Wulf give an
interesting account on access control [110] in ToCHI in 2009. They give a historical overview of access control from Lampson’s inﬂuential work on access
control matrices back in 1974 and up to the present day. The same Lampson
published a smaller recap in the viewpoints section of Communications of the
ACM in 2009 [89]. Whereas Stevens & Wulf question the appropriateness of
Lampson’s seminal work from 1974, Lampson claims that his initial work is
appropriate and that problems can be amended in even more sophisticated
versions of his initial model.
In his groundbreaking work from 1974 [88] Lampson proposes an access control matrix. This matrix speciﬁes whether a given user can access a given resource. All speciﬁcation work is done before access is granted. In 1992 Ferraiolo & Kuhn [46] proposed Role-Based Access Control where access to resources distinguishes between certain roles; certain users can be assigned cer25
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tain roles and be granted access accordingly. Most computer systems base their
access control on rule/role-based access control, and international standards
like XACML [118] are widely adopted today. Other standards like the international healthcare standard IHE [75] include the XACML standard as well.
Stevens & Wulf [110] question whether it is appropriate to always specify these
rules in advance. Based on a series of qualitative studies carried out before and
during the work reported here, they conclude that access control practices in
workplaces do not ﬁt into this paradigm. Building on empirical ﬁndings, they
identify access control practices where access is given ex-ante, uno tempore,
or ex-post of the access attempt. Wulf & Stevens argue that to aim for access
control mechanisms that model access control practices is a pitfall. Instead,
IT artifacts should support people carrying out their access control practices.
Thereby, IT security sensitive designs can be put into one of two categories:
a) the designs that strive to model security practices, and b) the designs that
are designed to support users in their security practices. In this way, research
approaches can equally be put into one of two categories: 1) approaches that
subscribe to the idea of modeling users’ security practices, and 2) approaches
that subscribe to the idea of supporting users in their security practices. Stevens
& Wulf [110] put themselves in the second category and conclude that the majority of research in the HCI Security domain (and in Security domains as well)
belongs to the ﬁrst category. Moreover, they explore the research and design
space of the second category. Aside from outlining a solution space for future
solutions in category 2, they call for a Design-oriented research approach to
explore the research space of category 2 in more detail.
The work that I report in my dissertation subscribes to the idea that IT artifacts
should support users’ security practices. The three methods are developed
that way. Mobile probing investigates potential future users’ security practices. Prompted exploration workshops help users design artifacts that ﬁt the
everyday life of potential future users. Acting out security investigates what
happens, when IT artifacts are used in security sensitive contexts. The designed
mobile digital signature solution (described in the Design chapter) is equally
designed to assist everyday people in payment, authentication, and signing
processes.
The shift between modeling secure practices and designing tools to support secure practices mimics the shift from an “automation paradigm” to the CSCW
paradigm (Computer Supported Cooperative Work). According to Stevens &
Wulf [110] the CSCW paradigm leads to IT that supports users’ activity, rather
than automate them. This shift is also what Bødker [10] identiﬁes as the shift
between the ﬁrst and second HCI waves in her 2006 NordiCHI keynote. In
this keynote, moreover, she identiﬁes a third HCI wave. In the third wave,
IT also has to yield an appropriate user experience. Supporting user practices
is not enough. Users’ emotions and feelings are important and have to be accounted for in the design of IT artifacts. She mentions the work of McCarthy
& Wright [96] as an example of an experience-centered approach. McCarthy
& Wright’s book “Technology as Experience” presents a larger framework for
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working with experience when designing technology, including the emotional
aspects of technology use. I will argue that the design-oriented approach and
approaches that focus on emotions and feelings are also sub-categories of category 2. The two new sub-categories overlap. In modeling security practices,
emotions and feelings cannot be modeled and will be omitted. Therefore, an
approach that focuses on emotion and feeling does not belong in category 1.
Stevens & Wulf [110] mentioned the design-oriented approach as a part of category 2. While there are no hindrances to design-oriented work that focuses
on emotions and feelings, these to sub-categories overlap. The categories are
shown in ﬁgure 4.1 below.
I propose ﬁgure 4.1 as a way to position contributions to the HCI security

Figure 4.1 The diagram shows different approaches to research in the HCI security
domain. The orange box contains approaches, which assume that users behave in
a certain way, and the goal is to come up with a model that ﬁts this behavior. The
green box is the space that Stevens & Wulf refer to as post-Lampson, where IT security
artifacts are supposed to support human security practices. Stevens & Wulf mention
research through design as a sub-approach: the blue box. The red box is another subcategory of Stevens & Wulf’s space where IT security artifacts are supposed not only
to support human practices, but also to give its users a secure experience.

research domain. It is, as described above, heavily inspired by the work of
Stevens & Wulf [110]. In the rest of this chapter, I will present and discuss how
the different accounts are placed in the ﬁgure and, thus, how they relate to each
other and my work. Firstly, I discuss the accounts that I place in the green box
(and in the red and blue boxes), secondly I discuss accounts that ﬁt into the orange box, and ﬁnally I present an alternative ﬁgure and accounts that make up
that ﬁgure. Bardram [4] recounts a large participant observation study in a hos-
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pital ward. Researchers spent eighty man-hours in the ward. They followed
clinicians on ward rounds. Their work was inherently nomadic and constantly
interrupted, when other patients needed attention. The electronic patient records system required login and logout. Moreover, it was accessible only from
the ofﬁce and therefore clinicians had to remember a lot of information till they
got back to the ofﬁce and logged in. This was clearly obstructing the work in the
ward and as a workaround clinicians shared their passwords by writing them
on small notes on monitors or by sharing login sessions by handing over the
mouse and keyboard without logging out. Bardram discusses these ﬁndings
and suggests migrating sessions that people can log in and out of, proximity
based logins and other security mechanism from the ward work practices.
Bardram [4] identiﬁed and analyzed practices in a hospital ward, including
security practices and practices involving the security mechanisms of IT artifacts. He suggested modifying the IT artifacts and introducing new ones in
order to support human practices in the ward to a greater extent. Therefore,
Bardram is placed in the green box in ﬁgure 4.1.
In their classical and groundbreaking article “Users are not the enemy” Adams
& Sasse [1] reported a myriad of security workarounds [54] concerning IT systems’ password protection schemes. They observed the work in two professional organizations and noticed these many workarounds. In one of the organizations, security professionals introduced individual passwords to be able
to do audit trails for each individual employee. But the employees considered
group work a natural parts of their work and argued for a group password.
Adams and Sasse’s work [1] is perhaps the most classical example of how security models are inconsistent with the way work actually takes place. That
places them in the green box in ﬁgure 4.1.
Pagter & Petersen [100] set out to design a solution that would enable hotel
guests to arrange hotel rooms with personal digital material in a secure way.
They analyzed photos and narratives by the artist Sophie Calles who worked
as a maid in a hotel in Vienna and documented the way people lived in hotels in order to get insight into how people arrange themselves in hotel rooms.
Furthermore, they did Cultural Probing [55] activities. They discovered that
hotel guest used different available means to control their security: e.g. suitcase locks or do-not-disturb signs. In addition to protecting themselves and
their belongings, the guests also strived to create a sense of control of the security means. Still, hotel guests put up pictures they had brought with them
from home in a creative way. Interestingly, Pagter & Petersen’s study showed
that hotel guests needed security mechanisms, they tried to use what was available to them, and they also worked with security to establish security control.
The design their study resulted in comprised a solution where access to a hotel
guest’s digital data through IT appliances in the hotel rooms was represented
by the guest’s cell phone. The phone served as a negotiation artifact. Whoever
had the phone had access to the hotel guest’s digital material via IT appliances
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in the hotel.
Pagter & Petersen addressed the sense of security in this hotel setting. They
separated the system model from the actual security practices by introducing
a negotiation artifact. Therefore, they are placed in the red box in ﬁgure 4.1.
Granlien & Hertzum [59] investigated the consequences of using a new digital
medication management system in a hospital ward. The physicians in the ward
accused the system of increasing their daily workload, while nurses found
the system easy to use. In their qualitative observational studies Granlien &
Hertzum [59] found that this discrepancy could be explained by the new system’s security model. Physicians prescribed medicine and nurses dispensed
medicine, and together they administered the medicine according to regulation. Before this new digital system was implemented, physicians and nurses
negotiated on a daily basis what it meant to prescribe, dispense, and administer medication according to good practices and group dynamics. The system’s
security model enforced static deﬁnitions of what it meant to prescribe, dispense, and administer medication and it forced these deﬁnitions on the users
of the system. Previously, nurses administered trivial prescriptions, but now
the physicians had to do all the prescriptions explicitly. A new version of the
system included a new delegation feature that solved this problem.
Granlien & Hertzum [59] identiﬁed several problems with the division of work
in a hospital ward. These problems stemmed from a newly introduced medicine management system. The system built on classical rule/role-based security mechanisms from the Lampson tradition. After an analysis of the system, it
was adjusted and a delegation functionality was added to support established
security practices. Therefore, Granlien & Hertzum [59] are placed in the orange
box (in the ﬁgure above), an arrow indicating that their analysis work moved
them from a classic rule/role-based system to a more practice-oriented system.
Herstad & Holone [68] analyzed the consequences of deploying a route planning service providing wheelchair users with a route from A to B that could be
done in a wheelchair. If users of the service encountered an obstacle they were
unable to get past, they could submit the place containing the obstacle and they
would receive an alternative route. This way, users of the service collaborated
with the service, improving the service and the quality of the suggested routes
by submitting inaccessible places. Herstad & Holone interviewed users of the
service to get insight into how the service worked and which consequences it
had for the users. One of the users explained that sometimes he would submit
places, even though he managed to get there. If, for instance, he had to use
a goods elevator, he would submit the place as inaccessible. By doing so he
tried to prevent stakeholders, such as politicians or the owners of the place in
question, from saying that wheelchair users could simply use the goods elevator. Here, a user of technology negotiates the privacy of all wheelchair users
by taking on an assumed responsibility. This shows that the way users handle
and assess privacy (and thereby also security) cannot be explained by focusing
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on them as individuals only. This behavior stems from a sole user’s implicit ad
hoc grouping of all wheelchair users.
Holone & Herstad [68] studied a practice of wheelchair users that is not modeled
into the system. That places Holone & Herstad in the green box in ﬁgure 4.1. It
is unclear, whether more or less unspoken political considerations, like the one
expressed by Holone & Herstad’s interviewee, can or will ever be represented
in a security model, either for political reasons or because it is tacit knowledge.
Bratteberg & Kristoffersen [16] investigated the use and user experiences of
publicly located self-services train ticket machines. The machines allowed users
to travel to and from an airport without having an actual paper ticket. They
collected qualitative data via observational studies at the airport train platform.
They documented different users’ different experiences with the machines, depending on whether they were in a hurry, together with friends or colleagues,
or determined to get a proper receipt. Many of their ﬁndings focused on what
went on around a card validator. Passengers were supposed to swipe their
credit card in the validator to get access to the boarding area. The machine responded with a fanfare-like sound if the procedure was successful and a less
preferable sound when errors occurred. Several users either laughed at the
fanfare sound or got frustrated or embarrassed if the machine responded with
a sound that indicated an error. By using these remarkable sounds as feedback
for minor human errors, machine errors, or fraud, users may end up feeling
frustrated or embarrassed. Users may feel unsuccessful or potentially fraudulent in front of peers – be that friends, colleagues, or strangers.
Bratteberg & Kristoffersen revealed through observational studies how the ticket
vending machine’s models for valid tickets and for ticket fraud are very different from what actually took place on the train station platform. The difference
made train passengers frustrated and embarrassed and generated very different use experiences and very different security experiences. Therefore, Bratteberg & Kristoffersen are placed in the red box in ﬁgure 4.1.
Dourish et al. [35] presented the results of a series of semi-structured interviews about technology users’ use of security mechanisms. They described
cases where people obscured the content of e-mails to secure the message. By
sending an e-mail saying “I took the actions you requested,” only the intended
recipient would know what this was all about. The e-mail could have been
encrypted, but the obscuring strategy was easier to use and it was clear to the
user how effective this protection was.
Dourish et al. [35] reported several examples of users who had one way to
handle their security and privacy, but no available IT artifacts to support their
practices. Therefore, Dourish et al. are placed in the green box in ﬁgure 4.1.
An approach to the design of better IT security sensitive IT solutions is known
as social navigation. The approach was ﬁrst described in [34] as a pattern for
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laying out information on screen real estate. The approach has been developed
and employed broadly in HCI [71]. DiGioia & Dourish [31] introduced social
navigation to the domain of usable security by investigating and redesigning
the peer to peer ﬁle sharing client KaZaa to help users with security choices.
Social navigation is a strategy that visualizes other users’ use, and it can be used
to improve the choices of the immediate user. This strategy mimics everyday
human behavior. A common example is the fact that people tend to choose
crowded restaurants over less crowded ones, hoping that the guests who are
already present in the restaurant made a reasonable choice. Other examples
include following the most worn walking paths or lending the library’s most
worn books. Less obvious examples include the fact that people in a public
space look around and compare themselves to others to ﬁgure out if they are
in the right place at the right time. DiGioia & Dourish [31] showed what social navigation looked like in their redesign of KaZaa. The critical decision for
KaZaa users is to decide what they want to share with other unknown users
in exchange for accessing other users’ shared ﬁles. DiGioia & Dourish took
advantage of the fact that there were similarities between KaZaa users’ hard
drive folder structures. When users browsed through their folder hierarchy,
folder icons reﬂected how likely others were to share this type of information.
One of the discussion themes developed for Prompted exploration workshops
(see paper II and methods dedicated section) reﬂected such a social navigation
approach.
The approach of social navigation and the work by DiGioia & Dourish [31]
are placed in the green box in ﬁgure 4.1; designing for social navigation means
designing a system that will support users in their security decisions.
Norman participated in the Symposium On Usable Privacy and Security (SOUPS)
in 2009 held at Google’s headquarters in Mountain View. He reported his experiences at the conference in his discussion piece [99]. Apparently Google
was very keen on physical security. Thus, conference participants were not
allowed to wander around by themselves. Even a visit to the restrooms involved passing through a secured door. This of course posed a problem and
the conference participants propped the door open. Even people who work
with security also work around security. Norman identiﬁed other situations
where IT security did not ﬁt users’ needs. His solution was a continuation of
Lampson’s seminal work [88], but with even more sophisticated models that
would make computers more correct when handling security matters.
Norman [99] did not suggest capturing users’ security practices in models and,
therefore, he is placed in the orange box in ﬁgure 4.1. In his account, he assumed that there should be one security model, and the challenge was to capture and represent that model in an appropriate way.
Whitten & Tygar [117] carried out a cognitive walkthrough analysis and lab
studies of PGP 5.0, a cryptographic key management tool. They found several
design ﬂaws and claimed that these ﬂaws stem from the security domain and
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did not merely constitute usability problems. Moreover, they provided a larger
framework for working with the usable security domain (see more details in
their paper III.) and claimed that security cannot be achieved fully by training
and awareness – it needs to be achieved by design.
Whitten & Tygar [117] did not challenge the underlying security model, but
claimed that security software’s user interface should be designed with care to
achieve security. Their paper is therefore placed in the orange box in ﬁgure 4.1.
Their paper is well-known, because it more or less founded the usable security
research domain by claiming that usability for security software was different
from classic usability. Moreover, Whitten & Tygar argued that security should
be achieved through design and not through training.
Yee [119] came up with ten guidelines for the design of usable and secure systems. In his paper he discussed how design approaches based on admonition
need to be abandoned in favor of approaches based on delegation. One of the
examples he mentioned is the standard rule (in almost any OS) specifying that
applications launched by a user are granted the same privileges as the user. Yee
found this rule inappropriate and suggested instead that applications are granted a limited set of privileges and that this set is determined either by prompting users or by inferring it from users’ actions. An example could be a user
instructing a word processor application to open a document, and the operating system then infers that the user wants the word processor application to
be granted the privilege to read the content of the ﬁle that stores this document.
Yee [119] challenged the underlying assumptions of standard rule/role-based
security mechanisms. However, what he suggested was major changes to rule/rolebased systems or to standard conﬁgurations of rules and roles. His new approach and his guidelines built on a more general approach: the goal is to ﬁnd
a model that ﬁts human behavior. Therefore, Yee [119] is placed in the orange
box in ﬁgure 4.1.
Egelman et al. [38] addressed the usefulness of Facebook’s privacy management. They stated that numerous Facebook users failed to fully understand the
consequences of conﬁguring their privacy settings. Egelman et al. provided
an amendment, where Facebook users could express privacy rules in an even
more sophisticated way and a tool that visualized the consequences of a current
conﬁguration via Venn diagrams1 . Egelman et al. evaluated their amendment
in laboratory studies, and study participants using their amended interface
performed some scenarios in a slightly more correct way compared to participants from a control group using the standard Facebook interface.
Egelman et al. [38] identiﬁed a number of problems with the way the privacy settings were conﬁgured in Facebook. Instead of challenging the underlying assumptions of rule-based privacy protection, like Stevens & Wulf sug1

Venn diagrams are circle diagrams that show all possible subset of sets
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gested [110], they amended the expressiveness of the rules and provided a tool
for sophisticated visualization of the consequences of a given conﬁguration.
Therefore, Egelman et al. are placed in the orange box in ﬁgure 4.1.
The Egelman et al. paper was presented in the same four-paper session at
CHI 2011 in Vancouver as paper II in this dissertation. CHI included two fourpaper sessions on security: one entitled “Security (Systems) and one Security
(Social)”. An Authentication session was also included in the program, containing papers on password and CAPTCHA handling. This illustrates that papers employing both types of approaches are still being published and that the
second approach (illustrated by the green box in ﬁgure) especially still does not
receive much attention at a large conference like CHI.
Security through rules and roles is still the most common approach. Commercial products often use standard components that comply with a security
standard like XACML [118]. Other widely adopted industry standards like
IHE (for Healthcare IT) include standards like XACML. If the shift suggested
by Stevens & Wulf [110] should gain more popularity it should come from research. But in 2009 Lampson got a viewpoint published in Communications
of the ACM [88] that endorsed rule/role-based approaches and problematized
the fact that users were unable to understand the underlying security model. In
his viewpoint, Lampson called for even more sophisticated models of IT security that could express an appropriate balance between accountability and freedom. The well-known security researcher Butler Lampson and the respected
HCI researcher Donald Norman argued recently for achieving security through
a sophisticated modeling of human behavior [89, 99]. The most signiﬁcant HCI
conference CHI had Egelman et al. [38] present more sophisticated privacy
models in a session that also included a paper with a radically different approach to IT security (see paper II). Research in HCI has not settled on a new
approach to achieving IT security. So for Stevens & Wulf’s new CSCW-inspired
design space to be adopted in the design of security dependent IT artifacts, this
space must be subject to more research.
Stevens & Wulf’s division of approaches in the design of security and research
in security [110] sets the stage for discussions of future challenges for HCI security research. However, the area can be seen from other perspectives. The
ﬁgure below shows three threads of research in the HCI security domain: Security by automation, Security by design, and Security through training. The
automation thread started with Lampson in 1974 [88] suggesting rule-based security and Ferraiolo & Kuhn adding roles in 1992 [46] in the upper-left corner.
Then a long tradition of using rule/role-based policy enforcement systems, including Lampson and Norman’s [89, 99] viewpoints, is placed in the middle
box of the automation thread. The lower middle box contains Egelman et al.: an
example of improving automation through the visualization of consequences
at speciﬁcation time. Whitten & Tygar started the Security by design thread in
1999 [117]. “Security by design” is a polluted term; however, in mentioning this
thread I do not refer to any other usage of the term. I refer to Whitten & Tygar
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who argued that training secure behavior was not enough. Security needed to
be designed. The middle box of the design thread includes suggested design
principles or guidelines for designing in a secure way. Examples are Yee’s ten
guidelines [119], his delegation principle [119], and DiGioia & Dourish’s social
navigation approach [31]. The non-strictness of this ﬁgure is revealed in the fact
that DiGioia & Dourish’s work could also have been placed in the last box. The
last box of the design thread includes examples of secure designs that might inspire others. The digital signature solution described in this dissertation could
be placed in this box along with de Luca et al. mentioned in the design chapter.
The last thread is an interdisciplinary thread. A large body of interdisciplinary
work that measures users’ security awareness and tests users’ skills in handling security software exists. Even more papers suggest ways of training users,
along with policies, best practices, and principles that users should adhere to.
HCI researchers have been inspired by this work and have come up with a
series of designs that either encourage users to behave securely, assist them
in secure handling, or enforce secure user behavior. An example of work that
could be placed in all three boxes is Sunshine et al. [113]. The paper presented the results of a survey testing Internet users’ ability to read SSL warnings
displayed by web browsers. The paper suggested new security practices and
presented and evaluated an improved web browser that was meant to help Internet users understand these SSL warnings. Other examples include Cranor
[23], Egelman, Cranor, & Hong [37], and Shin & Lopes [91].
The alternative ﬁgure below gives an overview that includes the majority of the
work in the HCI security domain. However, it is difﬁcult to position Stevens &
Wulf’s work [110] in such a ﬁgure. Stevens & Wulf claim to challenge the underlying assumptions and, therefore, it is obvious that they do not ﬁt in with
past work. Likewise, the papers placed in the green box in ﬁgure 4.1 above do
not ﬁt into any of the threads in ﬁgure 4.2. Still, the papers from the threads
are relevant to my work. They may have different underlying assumptions,
but they have addressed the same domain. However, as ﬁgure 4.2 illustrates,
the design thread and the training thread serve as the main sources of inspiration. The automation thread is clearly in opposition to Stevens and Wulf’s
CSCW-inspired approach. The work in this dissertation is placed in the green
box in ﬁgure 4.2 together with all the papers placed in the green box in ﬁgure
4.1 above.
Research or design carried out with the CSCW-inspired approach can ﬁnd
inspiration in the existing body of HCI security, even though the underlying
assumptions are different. Designing for security (the design thread) and addressing users’ security behavior (the training thread) work as inspiration for
the design of IT artifacts that should support human security practices. Findings on how users behave securely (or fail to behave securely) can serve as
inspiration for the design of tools that support users’ actions. But these ﬁndings have to be looked at from a different angle. Likewise, different designs,
design principles, and design guidelines can serve as inspiration, whereas the
purpose of these designs is to ﬁt users in the best possible way. However, the
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Figure 4.2 The ﬁgure illustrates three threads of HCI Security research: a Security by
automation thread (blue), a Security by design thread (red), and a Security by training
thread (yellow). The green box positions Stevens & Wulf’s [110] design space outside
the three threads. The arrows illustrate an inspirational connection from two of the
threads to Stevens & Wulf’s design space.

designs must be looked at through Stevens & Wulf’s glasses. Therefore, the
connections between the design thread and the training thread and the green
box are illustrated with curly dashed arrows.

Positioning my work
Together with my work, the research that is presented in the green box in ﬁgure
4.1 challenges the underlying assumptions of IT security mechanisms and the
aim hereof to support users’ security practices. However, these studies employ
slightly different methods for collecting empirical data and engaging with potential future users.
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Bardram [4], Bratteberg & Kristoffersen [16], Granlien & Hertzum [59], and
Adams & Sasse [1] base their studies on observation of users who perform actual use activities. I observed potential users in several locations prior to the
development of the digital signature solution. The observational studies were
informal, and they did not comprise the main method for collecting empirical data. Prompted exploration workshops as well as Acting out security include the observation of participants, but these participants were precisely participants, not users carrying out their actual everyday activities. These studies
take as their outset user practices, but do not involve these users in the design
process.
Herstad & Holone [68], Granlien & Hertzum [59], and Dourish [35] base their
studies on semi-structured interviews. Interviews allow the interviewees to
elaborate on and discuss issues that they themselves bring up. The interviewer
on the other hand encourages the interviewees via questions and narratives.
DiGioia & Dourish’s redesign of Kazaa [31] is an exploratory prototyping process, where inspiration from theoretical sources (social navigation in this example) is used to redesign technology, and the ﬁndings are acquired via a process of evaluation of these prototypes. In Prompted exploration workshops,
users are encouraged via themes that are likewise inspired by theoretical sources.
However, whereas designers in DiGioia & Dourish apply speciﬁc theory, the
users may not be knowledgeable about the ﬁeld in question and they did not
choose these themes.
The research that is presented in the orange box in ﬁgure 4.1 employ rather
different approaches. If I were to address the topic of this dissertation via one
of their approaches, the outcome would have been quite different.
Lampson’s seminal work [88], Ferraiolo & Kuhn’s improvements [46], and Lampson
and Norman’s discussion pieces [89, 99] call for the sophisticated modeling of
technology users’ behavior. If the research that I report in this dissertation
should have been appropriated to such an approach, the developed methods
should produce more concrete answers that could be used for modeling user
behavior. The methods should have helped designers determine which use
situations, which types of use situations, or which aspects of use situations the
system should support. Likewise, the challenge in the design process would
be to design and implement a solution that supported the given use situations.
I mentioned Sunshine [113], Cranor [23], Egelman, Cranor, & Hong [37], and
Shin & Lopes [91] as examples of studies that evaluate users that handle existing IT security mechanisms, suggest improvements, and evaluate whether
these improvements helped users handle IT security mechanisms better (the
yellow boxes of ﬁgure 4.2). These studies take as their starting point technology that users handle in an insecure way. Addressing the digital signature
design problem from this approach would have been to evaluate an existing
solution in order to reveal and document use problems, suggest improvements
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or redesigns, and evaluate these. In this study, users are only involved in the
evaluation phase and the starting point is not users’ experience, the use situation, or activities from users’ everyday lives. Instead, this study focuses on
technology and the misuse of technology.
Egelman et al. [38], who gave a presentation in the same CHI 2011 session
that paper II was presented in, carries out laboratory studies, where users are
asked to complete artiﬁcial tasks. Egelman et al. [38] evaluate a speciﬁc Facebook improvement that they have designed. With a smart Wizard of Oz-like
trick the users own Facebook proﬁles are integrated into the tests. The methods
I develop do not study users in a laboratory setting and the activities studied
here are real-life activities (e.g. in Mobile probing) or activities that stem from
users’ everyday life. Laboratory studies would hardly have revealed ﬁndings
like the ones mentioned in the Mobile Probing section in chapter 7, seeing as
the described use situations could not have been anticipated and mocked-up.
Likewise, as a rather surprising, unanticipated but relevant event an additional
study participant became involved on her own initiative in the tryout process
(as in the Acting out security activity, see chapter 7); this would not have happened in a laboratory study.
This dissertation presents three design methods, a framework, and a design
exemplar [120]. This type of contribution differs from the related work mentioned above.
Yee [119] and Whitten & Tygar [117] contribute with design guidelines and
guiding principles. Their contributions help designers design more usable secure software; however, the degree to which their advice is ﬁnalized does not
ﬁt with a type of approach that takes a more context-dependent starting point.
Herstad & Holone [68], Bratteberg & Kristoffersen [16], Granlien & Hertzum
[59], Dourish et al. [35], and Adams & Sasse [1] contribute with diverse ﬁndings. Their ﬁndings contribute to the knowledge basis that makes up designers
and researchers’ foundation prior to IT security-related projects. These ﬁndings have been quite relevant and useful in this project. Take for instance Bratteberg & Kristoffersen’s ﬁndings with regard to users’ experiences of security
in the use of self-service kiosks. But these ﬁndings do not help designers improve their methodological efforts or analyses.
Pagter & Pedersen [100], Bardram [4], and DiGioia & Dourish [31] analyze use
contexts and design new IT artifacts. Their contribution is what Zimmerman
[120] refers to as ‘design exemplars’. The designs contribute to the knowledge
basis mentioned above and serve as inspiration for designers who work with
similar projects.
Several others have contributed with design methods and design tools. The
ones who are relevant to the development of the three design methods are thoroughly discussed in chapter 7. For instance: Halskov & Dalsgaard’s Inspira-
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tion Card Workshop [65], Iversen & Dindler’s Fictional Inquiry [32], Jungk &
Müllert’s Future workshop [80]. Similarly, I present a number of design methods that designers can appropriate and use in their projects.

Chapter 5

Contributions

The main research activities have been embedded in a four-year iterative design process. This design process worked as a vehicle for the development and
evaluation of three design methods and as an exploratory investigation of the
domain of HCI and IT security. The three methods were: 1) Mobile probing, 2)
Prompted exploration workshops, and 3) Acting out security. All three methods were developed as answers to certain problems and challenges that arose
in the course of the design process. I failed to ﬁnd fully appropriate solutions
to these problems and challenges in the existing body of research literature.
However, I found several fruitful sources of inspiration in the existing literature that addressed either HCI or the intersection between HCI and IT security.
I will describe and discuss these sources of inspiration in detail in the following
sections.
Another outcome of the design process was a series of prototypes. In short, the
aim of the design process was to design a digital signature solution that would
allow ordinary people to sign electronic documents, make payments, and authenticate themselves to third parties. Despite the resulting design, which is
the latest and most mature version of the digital signature solution, several intermediate versions have come out of the process. These prototypes serve as
inspiration to the research ﬁeld of HCI security, the resulting prototype being
the most mature and most interesting. The problem space, the iterative design
process, and the resulting design are thoroughly described and discussed in
chapter 6.
The last contribution is a framework for analyzing the security aspects of qualitative data collected in order to inform or improve the experience of security among users of IT artifacts. The framework is a result of my four years
of experience with design, IT security, and general research in HCI and the
intersection between HCI and IT security. The two workshops I organized
with colleagues and international researchers at the 2008 NordiCHI confer39
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ence in Lund, Sweden, and at the 2010 NordiCHI conference in Reykjavik,
Iceland, provided important input to the framework. Furthermore, the framework builds on several theoretical sources from HCI research literature and on
experience from international research collaboration (e.g. my ﬁve-month stint
as a visiting scholar in Keith Edwards’ Pixi Lab at Georgia Tech, Atlanta, USA,
and the organization of two research workshops at the 2008 and 2010 NordiCHI conferences). The framework and its sources of inspiration are described
and discussed in paper III.

5.1

Major contributions

I present ﬁve major and three minor contributions in this dissertation. The
major contributions include the design methods Mobile probing, Prompted
exploration workshops, and Acting out security along with a framework for
analyzing qualitative data and a series of prototypes.
Mobile probing is a method for collecting small user stories from intended
users in order to familiarize a design team with the given context. It is developed for and mainly aimed at investigating IT security contexts. The overall idea is that participating users report concrete encounters with IT security
sensitive IT artifacts immediately after these encounters. When and what to
report are left to the participants to decide, and participants are encouraged to
describe an encounter in their own terms. Mobile probing is further described
and discussed in the dedicated section below and published in paper I.
The Prompted exploration workshop is a method designed to introduce users
to the design process. The participants are prompted with themes to empower
them to go beyond merely mimicking media discourses or state-of-the-art IT
security designs. Each theme is an aspect of IT security that is developed with
inspiration from the existing body of research literature in HCI and the intersection between HCI and IT security. Prompted exploration workshops are
further described and discussed in the dedicated section below and published
in paper II.
Acting out security is a method for evaluating designs through intervention
in realistic contexts. Participants are instructed to do a realistic activity and
use a newly designed prototype in so doing. The participants receive no (or
very little) instruction in handling the new prototype and, thereby, the IT security of the prototype. The idea is that participants trigger past experiences
with IT security and utilize these to connect with the situation and handle IT
security as they would have done, if they were not a part of a prototype evaluation. Acting out security is further described and discussed in the dedicated
section below and published in paper II.
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The series of prototypes is described exhaustively in the dedicated design chapter.
The prototypes allow ordinary people to sign electronic documents, make payments, and authenticate themselves to third parties. The prototypes are more
or less experimental and the latest versions are the most mature. The framework provides a set of dimensions and, for each dimension, a set of conceptual
glasses. The idea is that the conceptual glasses help analysts carve out empirical ﬁndings from empirical qualitative data. The conceptual glasses mainly
help analysts carve out ﬁndings that address security aspects, and the dimensions help them put these ﬁndings into perspective. Findings are best suited
to inform design when put in perspective. The framework is further described
and discussed in the dedicated section below and published in paper III.

5.2

Minor contributions

Paper IV outlines an analysis that has been an integrated part of the major design process. It evaluates different implementations of a security mechanism
and shows how choices of technology in an implementation process can inﬂuence users’ experience of IT security.

Chapter 6

The design of a digital signature solution

I will describe the digital signature design process in the chapter below. Firstly,
I outline the use situation, the design problem, and the technological basis.
This is followed by a comprehensive description of the design process and the
iterative development of several prototypes. Finally, the resulting design is
thoroughly described and discussed.

6.1

The design problem and the design space

Several events led to the formation of the IT Security for Citizens project. The
project formed the basis for the design process described below and, therefore,
these events outline the design space for the digital signature solution design
process.
In Denmark there is a tendency to implement more and more personal digital
managements in citizen’s everyday life. This seems to be a global trend, however most prevalent in the industrialized world. A major share of municipality services can be accessed digitally. Almost any municipality service can
be handled digitally, at least in part, and a minor share can only be accessed
via the Internet. This tendency is a result of an ongoing effort to digitalize all
communication and document handling between governmental institutions,
municipalities, citizens, and businesses1 . A Western example is the digitization of the United States’ visa waiver program, where visa applicants have to
submit personal information through a web service before arriving in person at
the United States’ borders 2 . Global examples include ticket-less airlines where
paper documents have almost been abandoned, hostel booking websites3 , or
1

See: www.digitaliser.dk/resource/432461
See: travel.state.gov/visa/temp/without/without_1990.html
3
See e.g. www.hostelworld.com
2
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widespread international credit and debit cards4 .
Tools for trustworthy communication as well as tools for establishing agreements between parties were central parts of the digitization effort. In 2003 the
Danish government decided to implement and deploy an infrastructure for digital signatures. Digital signatures were issued free of charge to Danish citizens
and employees in Danish companies. Governmental institutions, municipalities, and companies could now offer digital services to users and customers.
The underlying concept was based on Public-Key cryptography, which is an
asymmetric key cryptography scheme. A Public Key Infrastructure (PKI) associated each identity with a publicly accessible ‘public key’ and a secret ‘private
key’ [45]]. The secret private key was stored by its owner, and the PKI offered
identity veriﬁcation and public key look ups. After obtaining a signature, individuals could encrypt and sign e-mails or documents and digitally authenticate themselves to a third party (governmental institutions, municipalities, and
businesses). The solution was thought of as a two-factor solution; the users
had the private key ﬁles and the users knew the passwords.
Signature users had to install their digital signature on a device of their own
and choose a password for it. The installation process included ordering a digital signature from the issuing authority by completing an installation wizard and providing trivial information, waiting for a letter to be sent by surface
mail, and ﬁnally completing another installation wizard that included generation and installation of a private and a public key. The whole process took
approximately an hour; however, waiting for the letter delayed the process
one or three days. After a user had successfully installed a digital signature,
he or she was able to authenticate him or herself to a third-party website in a
single web browser from a single device only. Migrating the digital signature
to other web browsers, to an e-mail client (for encrypting and signing e-mails),
or to other devices could only be done manually and required that the user
was knowledgeable about the matter. Utilizing the digital signature for signing and encrypting documents also had to be done manually (e.g. by locating
and providing the key store ﬁles along with the password inside a document
handling application like Adobe’s PDF tools 5 ).
The users’ experience of the digital signature was that it was difﬁcult to use and
nearly impossible to manage. It was well-known that tasks like migrating or
reinstalling the digital signature after reinstalling operating systems or migrating it to a newly bought device almost always made users give up and order a
new one. Moreover, users could be successful when authenticating themselves
to one third party’s service and fail at another, although presenting the same
digital signature at both services (see paper I). As the digital signature solution
was promoted as a single sign-on solution, this led to a lot of confusion for
users.
4
5

See e.g. www.visa.com
See www.adobe.com
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The digital signature solution was criticized politically for not being usable
and for being unpopular. One of the initial ideas was to be able to handle documents in a smoother way, beneﬁtting the public sector as well as businesses
and citizens. However, the number of citizens that ordered a digital signature
remained limited and those who participated mainly used their signature for
authentication. The responsible authorities never settled on a single explanation, but several problems were discussed in public media and in political
forums. These problems varied from usability problems to organizational and
security problems.
The largest telecommunication company in Denmark (TDC) implemented, deployed, and managed the initial solution on a ﬁve-year contract with the Danish government (2003-2008) as a result of a public tender. In 2006 a new public
tender was formed, resulting in a replacement of the former contract. This
spawned a lot of fuzz and debate about IT security and HCI Security in political forums, in media, and in research. This again led to the formation of three
research projects: Aspects of Security for Citizens (ASC), An Investigation of
Citizens’ ICT Safety and Security Awareness (CIT-AWARE), and IT Security
for Citizens (ITSCI). These three projects received strategic governmental research funding from the Danish Research Council for Nanoscience, Biotechnology and IT (NaBiIT). The design process presented here was the core activity
of the latter project; I participated in the project. The ITSCI project differed
from the other projects by being interdisciplinary and design-oriented and by
aiming at the design of future digital signature solutions.
As a start the ITSCI project discovered several problems in the current digital
signature solution:
• Tied to a stationary computer – The digital signature solution was tied
to a single device and a single browser as described above. It was too
difﬁcult for the vast majority of the users to migrate the signature to multiple devices or multiple web browsers. These constraints limited users to
only use their digital signature whenever they were at home using their
stationary PC (laptops were not that common).
• Not ubiquitous – Users often experienced that the digital signature worked
out well in one setting and failed in another. Using a particular service
with a particular web browser in a particular operating system would
lead to failure. If, for instance, a user followed advice from a friend
about a new service that could be accessed with the digital signature,
this user could experience failure while accessing the same service via
his/her combination of web browser and operating system.
• Too difﬁcult to manage – Users were struggling to manage their digital
signature. Storing and protecting key ﬁles were entrusted to the users.
However, almost all users who needed to migrate keys from one web
browser or device to another failed and had to order a new one. Users
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also experienced that their signature stopped working for no apparent
reason. The reason for this may have been changes in settings or in the
ﬁle folder structure on their disc.
• Only used for authentication – The infrastructure provided to third parties
who wanted to utilize digital signatures in their customer or client relationships focused on providing authentication. That led to third parties
only utilizing the digital signature solution for authentication (and not
for e.g. commitment to agreements, encryption, or signing documents
and e-mails). Therefore, almost all transactions with the use of digital
signatures were authentication transactions. It was therefore commonly
believed that the digital signature solution was a single sign-on solution.
This again led to third parties using digital signatures only for authentication purposes.
• Not useful in everyday life – The fact that the digital signature was not
ubiquitous, was tied to a stationary computer, was too difﬁcult to manage
along with several handling problems made the digital signatures difﬁcult to use outside an ofﬁce setting. The digital signatures were rarely
used where people used to apply their handwritten signatures and did
not seem to replace handwritten signatures as was the intention.
• Untapped potential – The concept of a digital signature solution that
managed the relationships between individuals, businesses, and the public sector had an untapped potential. Far more governmental services
could have offered the use of digital signatures. Far more businesses as
well. For instance, the entire Danish ﬁnancial sector chose to develop
and maintain a parallel system. As mentioned above, most third parties
who did offer the use of digital signatures used it for authentication only.
Often, users could log in with their digital signature, ﬁll out electronic
forms, but then had to print the forms, apply their handwritten signature, and mail the form by surface mail.
• Disputability impractical – Even though no users suffered from legal or
ﬁnancial problems, because it was difﬁcult to dispute signatures, the potential problem was nevertheless discussed. Moreover, the ITSCI project
saw it as a user experience problem that users could not dispute signatures just to ensure the signatures’ validity and establish conﬁdence and
secure feeling. To dispute signatures users had to systematically store signatures, be able to apply technical validation mechanisms to signatures
and keys, and understand the results.
• Not true two-factor ¬– The fact that the password was typed in on the
device that stored the private key compromised the two-factor aspect of
the security scheme. Malware, key-loggers, backdoors etc. compromising users’ devices could easily retrieve both key store ﬁles and passwords.
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• Not resistant to man-in-the-middle attacks – It was theoretically and practically possible to carry out so-called man-in-the-middle attacks or manin-browser attacks. Users needed to trust that their devices and their connections to third parties (over the Internet) were not compromised in order to be sure that what was presented as the sign text on the screen was
indeed what was signed. This is sometimes known as what-you-see-iswhat-you-sign (WYSIWYS6 ).
The last two problems were added by researchers specialized in IT security,
while the others came from HCI reasoning. To sum up, the ITSCI project set
up the following ambitions for a new digital signature solution. A new design
should:
• Raise the security bar and prevent the types of attacks mentioned above.
• Adapt to more mobile everyday life, so that signatures could be used
where they were needed.
• Acknowledge that IT security in general and digital signatures in particular are a more and more prominent part of everyday life.
• Obtain a higher level of security, a more mobile and more useful solution
by combining insight from security, mobility, and HCI.

6.1.1

Settling on a security protocol

The security researchers in the ITSCI project settled on a protocol for the new
design. This protocol prevented man-in-the-middle attacks and provided true
two-factor security. The ITSCI project’s security researchers published descriptions, explanations, and security considerations about the protocol in [24, 25].
The protocol was based on so-called public key cryptography, where identities
are tied to a pair consisting of a public and a private key. The private key has
to be kept secret and is normally protected by a password. The basic idea was
to divide the private key into two half keys and store them on separate devices.
Figure ?? shows how these half keys are deﬁned and how normal standard signatures can be produced, even though the two private half keys are placed on
separate devices. Moreover, the password has to be submitted on a device on
which neither of the two halves is stored to ensure true two-factor security. For
this protocol to function properly, three interconnected devices are required:
one for each half key (e.g. users’ cell phones or an Internet-connected server)
and a third on which the password can be submitted (e.g. a terminal in a store).
This placed demands and constraints on the design process. How the protocol
was actually implemented is thoroughly described in section ?? below.
What would happen if the cell phone was lost or stolen was also taken into
6

Inspired by the more famous WYSIWYG
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Figure 6.1 The protocol explained See [24, 25] for details.

account. First of all, no one would be able to use the cell phone without the
PIN code. This is a feature of two-factor security. Unauthorized use of the cell
phone could not disclose the PIN code and thereby compromise the two-factor
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scheme 7 . If a user lost his/her cell phone and suspected that the PIN code had
also been disclosed, the user’s account could be frozen on the server and unauthorized use of the digital signature could thus be avoided. This scheme was
known from credit and debit card solutions. A new set of half keys could be
generated, making the old half keys useless, and signatures generated with the
new keys would point to the same public key and the same identity. This was
accomplished by a scheme similar to the use of PIN codes and puc/puk codes
(Personal Unblocking Codes, Pin Unlock Codes, or Pin Unlock Keys) which
were known from GSM cell phones (Groupe Spécial Mobile). Read more about
the security protocol and cryptography details in [24, 25].
How the private keys would be generated and installed on the server and the
cell phone was also considered. Security mechanisms were often compromised
at the time of installation. While the protocol for transactions are often thought
through, install schemes are sometimes not. In this case, a secure installation
process was produced through a so-called secret sharing scheme. A cellphone
and the server would generate the private key together. Instead of knowing
the entire private key, they only knew their own half. Read more about the
installation process and secret sharing in [24, 25].
By aiming for a mobile solution the ITSCI project wanted to come up with a
solution that users could apply wherever it was necessary. This meant investigating where these spots were or try out appliances of the solution in different
spots. People should be able to use the solution everyday wherever their life
takes them. The solution should only be mobile in such a way that it worked
on other addresses as well, not just the home address. Taking into account that
the solution should also ﬁt everyday life in a useful way, the solution had to
work on all devices at home and in any room used for everyday life. Examples
where listed:
• A kitchen
• A living room
• Banks
• Municipal ofﬁces
• Check-in desks in airports
• Cafés
• Libraries
• Ticket vending machines
• Beverage vending machines
7
Many two-factor security mechanisms suffer from this problem (e.g. by the utilization of
key loggers)
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Even though it would be preferable to cover every place in the world, the ITSCI
project settled on the limitation that an Internet connection had to be available
for the system to work.
To acknowledge that IT security in general and digital signatures in particular
invade everyday life more and more and to aim for a useful solution meant that
whether or not the solution was useful was a matter of whether the solution
was useful to everyday people in their everyday life. This framed the ITSCI
project’s outset. Bødker had thoroughly argued in her 2006 NordiCHI keynote [10] that the challenges in designing IT for everyday life were different
from designing IT for work settings. Therefore, the ITSCI project set out to
design not only a usable solution, but also a solution that was suitable for the
everyday life of the intended users. This challenge increased the design task to
also include a study of what IT security looked like in an everyday life setting.
Moreover, it raised questions like: 1) How do everyday people handle IT security? 2) How are they going to handle IT security? 3) And how do they want
to handle IT security?
If a project managed to provide high quality mobility aspects, security aspects,
and HCI aspects at the same time, it would be quite an achievement. However, the ITSCI project also wanted to combine insight from the three areas of
research to provide an even better result. For instance, insight from mobility
could potentially improve security aspects or a new security protocol could
improve the way users experience security. A concrete example could be the
fact that the utilization of a mobile device made it possible to utilize an even
more secure protocol, which again made it easier for users to grasp the security
aspects.

6.2

Designing a digital signature solution

The resulting design product consisted of a series of iterations through a series
of design activities. These activities are all described below in chronological
order. The Danish government offered a public tender for a continuation of
the digital signature solution and the development of a new and better version. Most of the companies that were involved in the tender were also external
partners of the ITSCI project. The companies that won the contract had all been
external partners in the project. They developed prototypes and a releasable
product in parallel with the design process described here. The commercial design process and the research-oriented design process shared new insight and
inspiration, even though these processes have been separate and with different
aims. A new version of the digital signature solution was released in 2010 under the name NemID8 . The prototypes that came out of the research-oriented
8

Literally translated into EasyIDSee more at www.nemid.nu/om_nemid/about_nemid
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process can be seen as input to the next version of a national Danish digital
signature solution.

Concretization of the initial idea
The design process started in May 2007. One of the ﬁrst design activities was to
come up with an initial idea and concretize its form in the appliances described
above. The design should implement the protocol equally described above. In
the design group we decided to store one half of the private key on users’ cell
phone and the other half on an Internet-connected server, and then use ad hoc
terminals on spot or the users’ own PCs to submit the password. Then the
terminals or user PCs had to have access to the server over the Internet and the
users’ cell phones needed to be connected to the users’ PCs, either locally or
via the Internet. Moreover, we decided to make a single solution that would
enable users to sign documents, authenticate themselves to third parties, and
make payments. The idea was that authentication could be accomplished by
signing a string like:
“I, [name], want to prove my identity to [third party] at [date] and
[time].”
Likewise, payments could be completed by signing a string like:
“I, [name], want to pay for [goods or service] by transferring [amount
and currency] from [buyer’s account] to [seller’s account] at [date]
and [time].”
This setup made it possible to sketch concretized forms of the appliance ideas
mentioned above. Cafés could have dedicated terminals like the ones used for
credit or debit cards. Banks could equally have dedicated terminals via which
customers could sign contracts and agreements. Municipal ofﬁces could have
self-service kiosks for ﬁlling out forms, and case workers could assist clients at
the kiosks; ticket and coffee vending machines could have embedded terminals; and the setup would also work on desktops and laptops running various
operating systems and web browsers. All these places could be connected to
the server via the Internet to access the one half of users’ private key and users
could supply the other half on their cell phones.

Proof of concept prototype
The next step was to build a proof of concept prototype that demonstrated the
practical possibilities of the initial idea. The speciﬁcations for the prototype
were:
• It should enable users to sign a text string.

52

Chapter 6 The design of a digital signature solution

• The utilized signatures should comply with international standards (it
should be a real signature).
• The cell phone app should store one half of the private key and generate
one half of the resulting signature.
• The cell phone app and the terminal application should connect in an ad
hoc fashion.
To keep the prototype simple, the server and the terminal application were implemented as one application, running on the terminal. The concept of two
applications communicating over the Internet already existed in many applications and did not need to be tested. However, at the time, the cell phone
app could not be compared to other similar apps, only a few commercial cell
phone apps connected to PCs in an ad hoc fashion. This was before the Apple
IOS and Google Android operating systems revolutionized the concept of cell
phone apps. The speciﬁcations both required that a full signing should take
place and that the cell phone should do half of the signing. It follows that
the combined server and terminal prototype should handle the other half. For
simplicity, all instances of the apps and applications were born with one half
of the same private key, so only one identity was supported by the proof of
concept prototypes. Moreover, the apps and applications had to be set up and
installed manually. The cell phone proof of concept app was implemented
on a Sony Ericsson K850i in J2ME (Java 2 Mobile Edition), it was used on the
phones as an unsigned app and was therefore restricted by the sandboxing
that the Sony Ericsson put on unsigned apps (e.g. prompts the user for acknowledgement before local or global networking protocols can be established;
prompts the user before apps get started on incoming communication). The
combined server and terminal proof of concept prototype was implemented
in Java and deployed on a series of laptops running a series of operating systems. The Bluetooth Serial Port Protocol (btspp) was used to establish a connection between the combined server and terminal application running on laptops
and the app running on cell phones. The cell phones and the laptops were
Bluetooth-paired beforehand in order to be able to get around the manufacturer’s sandboxing constraints for unsigned apps. To ensure that the resulting
signature complied with signature standards, the resulting signature was sent
to a test server to be veriﬁed. The companies that operate the national digital
signature also operated this test server, and third-party service providers who
wanted to implement digital signatures utilized the server. From the users’
point of view the proof of concept solution looked like this: Before a signing
the user, of course, had to decide on a string of text to sign. Then he or she
had to launch the combined server and terminal application with the string as
a parameter, before launching the cellphone app on his or her cellphone. The
application would then start to search for Bluetooth devices within the range of
the laptop’s Bluetooth adapter and list them on the screen. The user then had
to select his or her cell phone on the list and submit a PIN code. The application would connect to the cell phone and transfer the string. The cell phone
app would receive the string, display it on the screen, and ask the user if he
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or she wanted to sign the string. If the user then chose to sign, the cell phone
would apply half of the private key, carry out half of the signing process, and
transfer the result to the laptop. The laptop would receive the result and carry
out the rest of the signing by applying the other half of the private key. The
two combined halves would be veriﬁed by the veriﬁcation test server and the
result would be displayed to the user.

Measuring duration time
Duration time measurements were made possible, because we had a running
prototype. The goal of the measuring performance and battery usage was to
ensure our approach was practically possible. The total transaction time had
to be suitable for everyday users, if they were going to take up a solution based
on our idea. Likewise, no one would use a signing solution that consumed too
much battery power. That meant that the time needed for Bluetooth ad hoc
communication, for the signing algorithms, and for the necessary interaction
with the app and application had to be measured. Measuring time network
protocols’ overhead and processing time can be done in a formal and systematic way, and measuring the duration of user interaction can be done in a theoretical way [20]. However, these measurements were completed ‘quick and
dirty’ with a proof of concept prototype and a traditional stop watch. Informally I observed customers at points-of-sale in supermarkets and banks to get
an idea of what an acceptable transaction time was. Normal transactions with
debit and credit cards took approximately one minute. If the transactions took
longer, it was generally accepted to a certain limit. After that limit the customer
participating in the transaction would get uncomfortable and other customers
waiting in line would get irritated. Informally I asked friends and colleagues
how often they recharged their cellphones. The acceptable frequencies were
between once a day and once a week. Firstly, we measured the total transaction time several times. The slowest runs were far too slow, the average was not
acceptable, and even the fastest runs were too slow. The majority of the time
was spent during the search for Bluetooth devices, and the time the cell phones
took to complete the signature was also unacceptable. The delay caused by the
Bluetooth search process stems from the protocol. When the search process
starts, the Bluetooth antenna broadcasts a request to all Bluetooth adapters.
Adapters that receive the broadcast answer the request in an arbitrary order. If
a given user’s cell phone turned out to be the last device to answer the broadcast, it would show up very late. Moreover, the Bluetooth adapter performing
the search would only wait for a certain time and then time out, and if many
Bluetooth devices were in range some of the devices would fail to answer before the time out. The cryptographers who were a part of the project changed
the way the private key was split into halves. The basic idea was to place a
minor share on the cell phone and a major share on the server. Then the cell
phone could run the signing algorithm in acceptable time. The details on how
the private key was split can found here [24, 25].
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Mobile Probing
The initial idea and the proof of concept prototype were based on an analysis of the existing digital signature solution, the project group’s own experiences, informal observations, and theoretical speculation. Therefore, I wanted
to get a rich picture of how everyday people experience IT security in general
and digital signature solutions in particular. Danish news media had already
swamped the newspapers with news about hackers, IT criminals, stories about
threats that when analyzed were more theoretical than actual. Tons of surveys
had described the Danes as unknowledgeable about viruses, malwares, and
cryptography. Several incidents covered in the press had drawn a picture of
the Danes as a people with a laissez-faire attitude to IT security. Still, one million Danish digital signatures were issued, and several municipality services,
often used by Danes, required a digital signature. If this picture was going to
inform our design process, we had to take responsibility out of the hands of the
users. Alternatively, I needed to get out there and get a more realistic picture.
That led to the design activity called Mobile Probing in [paper 1]. The appliance of Mobile Probing is part of the main contribution and deserves a section
of its own (see [section Mobile probing]).

A use and user-centered prototype
The proof of concept prototype with the amendments that came out of the
benchmarking activity created a starting point for a more use and user-centered
prototype. The newly gathered context knowledge informed the design of a
new prototype. A general impression from the Mobile Probing activity was
that handling these issues inﬂuenced users’ experience of IT security (e.g. a
man who had typed in a lot of numbers felt insecure – paper I). Therefore, I
decided to focus on smooth handling. In the proof of concept prototype users
had to launch the cell phone app, then the cell phone’s operating system would
prompt the user, asking him or her if the local network connection was okay. If
the cell phone and the laptop had not been Bluetooth-paired before, the operating system on the laptop and operating system on the cell phone would take
the user through a pairing process. I decided to have the cell phone launch the
app on connection to make the cell phone application easy to use. Then users
did not have to launch their application, just chose it on a list of nearby devices,
displayed in the combined terminal and server application (see ﬁgure ??). Instead, users would experience that when they chose their cell phone on the
list, it would wake up, play a sound or vibrate, and show the string they were
about to sign. Before we could accomplish that, we needed to deal with another
security (or privacy) issue. Cell phone manufacturers strived to protect their
customers against malicious apps through a sandboxing paradigm. Examples
of malicious apps could be 1) apps that gave users the impression of doing one
thing and then did something different (either completely different or slightly
different), 2) apps that collected information about the users and sent it to third
parties, 3) apps that spoofed other apps in some kind of phishing scheme.
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Moreover, users should also be protected against commercials and intrusive
ads. Today, Apple has changed (or improved) the sandboxing paradigm. Only
apps that Apple considers trustworthy make the way to iPhone users’ handsets. When this prototype was implemented, cell phone manufacturers only
allowed automatic apps launches and automatic Bluetooth connections, if the
apps were code signed by the creator. Then users had to trust the creator at the
installation time (it is almost the model that Google has on their Android operating system today). We decided to have the mobile phone app code signed
with a VeriSign certiﬁcate 9 . However, these signing and veriﬁcation mechanisms on cell phones had gone through very little testing or user-centered development and were in a very immature state. It required great effort to make
it practical for users to install and use signed apps, which is a paradox, seeing
as we wanted to sign the app to get smooth handling. The handling was also
improved on the combined terminal and server application. However, these
were trivial improvements, which are seen in most usable software (e.g. suitable ﬂow of focus among GUI widgets, elimination of unnecessary keystrokes
or mouse handling, progress feedback, visualization of mandatory input and
input order). A trivial amendment was to omit Bluetooth devices without the
cell phone app from the list of nearby devices (then devices like Bluetooth mice,
Bluetooth keyboards, and laptops were also omitted).

Sketching workshop
In July 2008 I engaged the artist Maya Bonde Zachariassen to do a sketching
workshop. With input from the mobile probing activities, the use scenarios,
and the initial problem deﬁnition, she sketched what the context looked like.
The sketches had a simple expression in a two-colored line drawing fashion.
The sketches were rich in detail in areas where security handling took place. In
areas that showed the context, detail richness was limited. These sketches gave
another perspective on the use context and were intended to give developers,
designers, and other stakeholders a rich picture of the contexts we were designing for.

A full-scale and highly portable prototype
The next step was to unfold the prototype, creating a full-scale prototype with
the server running remotely from the terminal. I also wanted the cell phone
app to be portable to most handsets used by Danes at that time, so that potential users were able to run it on their own cell phones. The portability of
J2ME apps made it possible to port the app to most available handsets. However, a lot of handsets have special implementations of the J2ME API, which
meant that we had to make the app appropriate itself on the handset it was
launched on. Similarly, I wanted the terminal application to be highly portable and decided to allow it to run as an applet. Then most web browsers
9

See www.verisign.com
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Figure 6.2 A screenshot of the combined server and terminal prototype.

executed on various operating systems were able to run the terminal app. The
communication between the terminal application and the server application
was implemented as a standard TCP/IP connection with SSL encryption and
non-language-speciﬁc data marshaling. Thereby, the terminal and server applications could be easily ported to even more platforms.
Touch screen support was implemented in the terminal application. The idea
was that it would make it easier to integrate in points-of-sale, which often used
touch screens for customer and clerk input.
The Bluetooth handling was completely redesigned and implemented again.
Several of the Bluetooth adapter parameters were tweaked to improve the user
experience. When the adapter was searching for nearby devices, it would
broadcast a request and then wait for answers from nearby Bluetooth devices.
The adapter would wait for answers until a certain time out. Standard Bluetooth
adapters do not report answering nearby devices before the time out. By tweaking some parameters adapters would report the ﬁnding of a nearby device
immediately. Tweaking the Bluetooth adapter parameters made it possible
to make the time out rather short. Then the adapter could be asked to repeat the broadcast more often. The relevant nearby Bluetooth devices then
had more chances of being found quickly. The problem with relevant nearby
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Bluetooth devices that did not show up fast enough was also solved by displaying Bluetooth devices that answered previous broadcast until an updated
list could be displayed.

Prompted exploration workshops
With a working full-scale prototype the practicality of the protocol had been
proven. It was time to challenge the usefulness of the ideas and to involve
users. I decided to bring potential future users into the design process. The
common discourses on IT security were heavily inﬂuenced by the news media
as described above. Moreover, everyday people’s encounters with IT security sensitive software had generated some ideas of how IT security should be
implemented. I feared that participating users would merely mimic the way
things were and the media discourse. Prompted exploration workshops were
developed as a way to get beyond the heavy inﬂuence of the media and the
usual way of doing things. I held two workshops. The development of Prompted exploration workshops was part of the main contribution and deserves a
section of its own (see [the Prompted exploration workshops section]).

Observational studies
The next step in the design process was to get the prototype to run in relevant
settings. It was time to implement several digital signature appliances. Consequently, I went to different places to do observational studies. I went to a
library and to a café. Together with the egov+ project10 I went to the central
municipality ofﬁces in Aarhus, Denmark, and two municipality ofﬁces in the
suburbs of Aarhus. Moreover, I was fortunate to be able to observe informally
the use of a beverage vending machine and a coffee vending machine at Aarhus University – in fact I walked by the vending machine several times a day as
part of my everyday life. The ﬁndings from these observations focused mostly
on what was going on and how it happened. They were used as input to the
ideation and implementation of appliances for the digital signature solution
(see more below).

Coffee vending machine prototype
The participants in the Prompted exploration workshops did not address the
digital signature solution as distinct from the solution appliances. For instance,
they described solutions as used by a car dealer or in a bank 11 . I found it important to start integrating the digital signature solution prototypes with appliances. Coffee vending machines were installed at the Department of Computer
10

See www.egovplus.dk
banks are considered one of the most trustworthy branches in Denmark, while car dealers,
especially the ones who sell used cars, are considered some of the least trustworthy
11
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Science at Aarhus University as described above, and it seemed straightforward to start out with that appliance. I connected a laptop and a touch screen
to a coffee vending machine12 . If a user successfully completed a payment
sequence, the coffee vending machine served a cup of coffee. The payment
sequence required signing the following text string:
“I, [name], want to pay for a cup of coffee by transferring 5 DKK
from [buyers account] to bank account 4637 36667428 at [date] and
[time]”13 .
The coffee vending appliances were only tested informally among colleagues,
and above all it served as proof of concept that the digital signature solution
prototypes could be integrated into an appliance. Integrating the digital signature solution prototype of course challenged its design and implementation
and led to an improved version.

Video documentation
Interaction with the coffee vending machine appliance and with the digital signature prototype used for a website login was video recorded. The video clips
were edited together with an explanation of the underlying protocol. The ﬁnal video showed what a full transaction looked like and gave an account of
the underlying security mechanism. It was intended for communication to internal project group members as well as to external partners and stakeholders.

An embeddable prototype
The prototype was re-implemented based on our experiences from embedding
the prototype into the coffee vending machine appliance. The goal was to dig
out the core functionality in a portable and distributable package that could be
embedded in different appliances. A set of generic user interface components
was distributed along with the core functionality package. These components
could be extended to concrete user interfaces with an appropriate look and feel
(see ﬁgure ??). Moreover, the set also included generic appliances that could be
tailored to ﬁt speciﬁc appliances. The generic appliance included: 1) a pointof-sale appliance that could be tailored to ﬁt different shops selling different
goods, 2) a petition appliance that could be tailored into petition for different
causes, 3) a form-ﬁlling appliance that could be tailored into appliances that
allowed users to ﬁll in and sign a form. The generic appliances were based
on an even more generic component that offered a three-step transaction. The
three steps were: 1) choose, create, ﬁnalize, or insert (or similar actions) the text
12

The actually connection was accomplished partly by a Wizard of Oz-approach
5 DKK is equivalent to approximately 1 US dollar. The text string presented here is a translation from Danish
13
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Figure 6.3 A screenshot of the terminal of the embeddable prototype.

that has to be signed; 2) sign the text; 3) view and use the result. This generic
three-step transaction could be concretized into an appliance by concretizing
steps one and three and by skinning step two.
During this re-implementation process the prototype was redesigned to comply with state-of-the-art implementation of all elements to ensure a robust and
seamless experience for the users. A state machine kept track of the progress
through transactions, all self-contained activities were processed in their own
threads, and the implementation complied with a full-blown model-view-controller
pattern. Moreover, full-scale logging and useful user-centered error handling
were added. The idea was that users’ experience of the prototype would be a
product that was just as robust as an established commercial product, not an
experimental research prototype.

Café appliance
The ﬁrst appliance in which the prototype was embedded was a café appliance.
It was a concretization of the generic point-of-sale component. It was designed
and skinned especially for the café Fairbar in Aarhus, Denmark. The prototype
allowed café customers to purchase drinks and snacks by utilizing their digital
signature. It was designed to run on a tablet PC and the bartender and the
customers would interact with it via the touch screen. Firstly, the bartender
at the café would choose the snacks and drinks he served to the customer. If

60

Chapter 6 The design of a digital signature solution

the customer agreed to the choice of snacks and drinks, he or she would locate
and choose his or her cell phone on a list of nearby cell phones with the digital
signature app. After the customer had typed in his or her PIN code, the cell
phone would wake up, vibrate, and display the selection of drinks and snacks
in the following way:
“I, [customer’s name], want to pay for [the selected snacks and drinks]
by transferring [the total prize of the snacks and drinks] DKK from
[customer’s account] to [Fairbar’s account] at [date] and [time].”
If the customer still agreed to the selection of snacks and drinks, he or she
would press ‘sign’ on his or her cell phone and the café appliance application
would show whether the signing was successful. The result would then be
visible to the bartender and the customer, and the purchase was complete.

Pilot and stress testing
The café appliance was implemented to prepare for intervention with real users.
The overall focus of this project is security, not handling IT in general. I therefore wanted the digital signature prototype and the café appliance to be robust,
so that handling errors and technical errors would not steal the focus away
from the user interventions. The café appliance with the embedded prototype
was therefore stress tested by going through several successful and unsuccessful transactions, letting the application run for several days and going through
several successful and unsuccessful transactions. Errors that showed up were
amended. Several colleagues, visitors and friends completed several transactions to ensure usability and stability.

Acting out security
The thoroughly tested café appliance was used in an Acting out security activity at Fairbar in Aarhus, Denmark. The appliance was used one evening and
volunteers used the digital signature solutions for purchasing drinks and snacks.
The development of the Acting out security method is part of the main contribution and deserves to be discussed in a section of its own (see [the Acting out
security section]).
During the informal debrieﬁng at the end of the Acting out security activity,
the participants suggested that the cell phone could be held close to, swiped,
or taped onto the terminal, instead of be displayed as an item on a list the
users subsequently had to choose. This proposal conﬁrmed some thoughts we
had had earlier in the project, and I decided to include support for this in the
next prototype. Moreover, the participants conﬁrmed another thought from
the early project meetings: What if the sign text was too long to be displayed
on the user’s cell phone? I decided to port the prototype to a smartphone operating system to evaluate if this could be overcome by providing larger screens
and sophisticated scroll handling.
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Android prototype with RFID/NFC technology
I decided to port the prototype to the Android operating system to enable
more potential users to try out the prototype on their own handsets. The Android operating system 14 supported the sophisticated scroll handling that was
suggested during the Acting out security activity. Most Android compatible
handsets had a rather large touch screen. The IOS operating system for iPod,
iPhones, and iPads would also have supported sophisticated scroll handling
and all compatible devices have a large touch screen. However, the support
for Bluetooth communication seemed more suitable on the Android operating
system 15 .
In the newest version of Android OS at the time, Google, the company that
develops and offers the Android operating system, focused on moving ad hoc
communication from Bluetooth technology to Near Field Communication (NFC).
They did not want to phase out Bluetooth, but to use Bluetooth for its original
purpose: wireless communication between paired devices (e.g. between a music player and a headset or between a cell phone and the hand-free calling functionality in cars). However, with Bluetooth as the only local wireless peer-topeer communication technology available in APIs and devices, the utilization
of Bluetooth had other purposes, such as, for instance, the design described
here. Google’s focus led to constraints for cell phones with the Android operating system, limiting the discoverability of their Bluetooth adapters to a maximum of ﬁve minutes. For a cell phone to be discoverable, the operating system
had to acquire the focus and prompt the user to acknowledge it. Google was
heavily criticized for this16 and changed their mind with the release of the socalled Ice Cream Sandwich version of their operating system (released in late
2011). I overcame this constraint by making users launch an app on their cell
phones which would have the operating system prompt users to turn on the
Bluetooth discoverability on their cell phones. This actually revoked the design
choice I made earlier: to not have to handle anything on the cell phone before
it woke up by itself. However, I wanted to port the prototype to a smartphone
and I wanted to try out RFID/NFC technology for swiping or taping the cell
phone.
Unfortunately, not many publicly available (in Denmark and the rest of Europe)
handsets offer NFC or RFID technology. As I still wanted to try out this technology, I got a hold of RFID tags that could be glued onto the back of the HTC
Desire handset. The tag should offer random access and be screened toward
the electronic chips in the cell phone to protect it from electromagnetic noise.
Terminals were improved with an NFC reader and the tag was glued on to
handsets. A Bluetooth connection string for the devices was stored on the tag.
14

See more here http://www.android.com. Relevant information can be found in the developer section.
15
The Bluetooth support in the IOS API was grouped together with games functionality, while
it was thought of as a means to provide multiplayer functionality in games
16
See http://code.google.com/p/android/issues/detail?id=6348
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If the terminal application read a tag via its NFC reader, it could connect to the
handset associated with the tag. From a user’s perspective it looked like this:
1) Launch the cell phone app; 2) swipe the cell phone; 3) the cell phone app
vibrates and the transaction continues as described above.
A feature that stored receipts on cell phones was converted to a terminal application and cell phone app. The terminal application would transfer the signature to the cell phone app after a transaction had been completed. The cell
phone would store these.

Municipal ofﬁce appliance
Danish citizens can apply for a rent subsidy at the local municipality by ﬁlling
in a paper form and delivering it to the local municipality. In this form citizens must provide information about their residence and their income as well
as trivial information such as name, address, phone number etc. I wanted to
include an appliance to the prototype that was not login or payment-based.
The rent subsidy appliance was an interesting appliance because it potentially
inﬂuences the economy of more than one person. The fact that the transaction
potentially inﬂuenced the economy of more than one person (if the applicant
was part of a household) made the feeling of security in connection with the
transaction very important. Furthermore, this context could create situations
in which receipts needed to be shared by different people.
The appliance was implemented by concretizing the generic form-ﬁller component (see the Embeddable Prototype section above). The appliance should
be utilized in a self-service kiosk at the municipality ofﬁce. People waiting in
line could choose to use the self-service kiosk to expedite the process. It was
used on a Mac Mini running Windows 7 embedded in a wooden red-painted
self-service kiosk with an NFC reader, an LCD screen, a mouse, and a keyboard.
Users would 1) ﬁll out the application; 2) sign the application in the way described above; and then 3) view a screen that showed whether the signing had
been successful (see ﬁgure ??).

Petition appliance
I designed a petition appliance for people who gather petitions for more sustainable energy sources in Denmark. Users should carry a tablet PC around on
the street and ask people to support the cause. Supporters could then sign the
petition by using their digital signature on their cell phones. A petition appliance was chosen since it was about political statements and not about money.
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Figure 6.4 Screenshot of the rent-subsidy application appliance.

Moreover, it was interesting to investigate the mobile setting from a technological perspective as well as from a user experience perspective.
The implementation was a concretization of the generic petition component
(see ﬁgure ??). The tablet PC used a 3G connection to reach the server application over the Internet.

Figure 6.5 Screenshot of the petition appliance.
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Library appliance
In search for an appliance where the result of a signing would be more likely
to be disputed, I chose a library appliance. On a daily basis, librarians are confronted with book lenders who dispute whether or not they have lent a certain
book and whether or not they returned it in time. I expected book lenders to
consult their receipts often to check the return date in order to avoid paying a
late return charge.
The library appliance (see ﬁgure ??) was implemented by concretizing the
generic three-step transaction component. In the ﬁrst step users would scan
the books they wanted to lend from the library. In the second step they would
sign a text like the one displayed below:
“I, [book lender’s name], want to lend [the selected books] at [date]
and [time] and commit myself to returning the book before [date
one month later].”
In the third step, they would see the status for the books they had lent at that
time. Thereby, they were able to see the results of the signing process. A receipt with the result was transferred to the book lender’s cell phone.
It was deployed on the same red-painted self-service kiosk as the rent subsidy
appliance.

Figure 6.6 Screenshot of the library appliance.
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Install kiosk
During the initiation phase of the Acting out security activity I became aware
of the extent to which participants’ experience of security was inﬂuenced by
the installation procedure. I had to install the cell phone app on their phone in
a rather manual fashion, and afterwards their identity was associated with a
set of keys and a PIN code via a control panel.
I implemented a self-service install kiosk (see ﬁgure ??) to improve users’ experience of security. Users went through a procedure associating their identity
with a cell phone, a PIN code, and in the end a set of keys (the public key, the
cell phone’s half private key, and the server’s half private key).
The install application was used in the same wooden red-painted self-service
kiosk as the rent subsidy appliance. The only difference being that the install
kiosk had an NFC writer attached.
The NFC writer would write the appropriate Bluetooth connection string on
the RFID tag that was glued onto any phone place close to the writer.

Figure 6.7 Screenshot of the self-service installation application.

Future activities
All the improvements and activities mentioned above were part of an iterative
design process. The design process led to a strong prototype design. However,
there is still a lot of unexplored potential. This section describes future activit-
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ies in this design process 17 .
More features are on the way. These features are described and discussed below. They include features that will make the design more useful, smarter,
more secure and hopefully provide users with a better experience of security.
While these features are necessary and interesting, they do not all address the
experience of security to the same degree as the design decisions above.
The most urgent future activity is to carry out more Acting out security activities. The new appliances make it possible to run Acting out security activities
in new contexts. It is also possible to run an Acting out security activity in
more than one context and study the way it inﬂuences the experience of security. Likewise, Acting out security activities can run for a longer period of time
and we can get insight into how the experience changes over time or through
repeated use. It is especially interesting to see how the new domains inﬂuence the experience of security (e.g. the library appliance where the results of a
signing process are likely to be disputed). I expect the results of the Acting out
security activities to improve greatly in quality by including the install kiosk.
To argue for the usefulness of the design, more appliances are needed: for instance, locking and unlocking physical doors, utilization on websites, “I was
here” statements for airports check-ins, ticket kiosks for public transportation,
and parking access or purchase. The implementation of such appliances is the
obvious next steps in the design process.
It will never be possible to act out all the situations an IT artifact will ever be
used in. But acting out odd and extreme situations can help make sure the design is robust [33]. Odd and extreme appliances can either challenge the users
or the design in a way that yields new insight into how the design might end
up being used. Examples include an appliance for locking and unlocking restroom doors, an appliance for beggars or street musicians that would allow
passers-by to offer a small payment, or an appliance that would allow bicycle
owners to lock and unlock their bikes.
Designing new appliances may require one or more observational studies, Mobile probing activities, or Prompted exploration workshops in order to provide
designers with detailed pictures of new domains.

The design result – a digital signature solution
The design problem and the design process are described above. The different
design activities as well as the different ways of re-implementing and improving the prototype are also described above. This section describes the most
17
a future work section for the entire dissertation is included in the dedicated future work
section
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mature version of the digital signature solution prototype. The described design process is a vehicle for research activities. It was never meant to produce a
commercial product. The newest prototype is in a mature state with many features, many appliances, and an open modular architecture that makes it easy
to embed and ready for improvements. It is rather stable and runs without
errors. It is created together with users in a user-centered process.

How it works
The user experience of the latest version is best described through an example
and an illustration (see ﬁgure ??). In the example a user of the system walks
into a shop and signs an application form for the shop’s customer club.
The customer walks into the store and talks to the shop clerk. The clerk offers
the customer a favorable price on an item, if the customer becomes member of
the shop’s VIP club. The customer agrees to become a member and follows the
clerk to the counter. The clerk puts the terminal in ‘member sign up’ mode.
The terminal displays an input form, which the customer completes. The customer has to sign the form at the bottom. Upon completion the terminal goes
into signing mode and displays the following sign text:
“I, [customer’s name from the sign up form], want to become a
member of [the customer club’s name] on the following conditions:
[conditions including a paragraph about how members can opt out].”
The customer agrees to the conditions and takes her cell phone. She launches
a sign app from the main screen on the cell phone and holds her phone close to
the terminal. The terminal recognizes her cell phone and asks for her PIN code,
which she inserts into the terminal. Then her cell phone wakes up, vibrates,
and displays the same sign text. She scrolls through the sign text and veriﬁes
the paragraph that describes how members can opt out. Then she presses the
OK button on her cell phone. The signing is completed and the terminal and
her cell phone display a receipt:
“On [date] [time] [customer’s name associated with signature] signed:
I, [customer’s name from the sign up form], want to become a member of the [the customer club’s name] on the following conditions:
[conditions including a paragraph about how members can opt out].”
The receipt is stored on the cell phone and in the terminal. The clerk views
the terminal and veriﬁes that the customer is now a member. Then he puts
the terminal in the point-of-sale mode and scans the item, pushes a member
button on the terminal and puts the terminal in signing mode again. This time
the terminal displays this sign text:
“I, [customer’s name], want to pay for [the item] by transferring [the
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favorable member price] from [customer’s account] to [the shop’s
account] at [date] and [time].”
The customer completes the signing process again. This time she veriﬁes that
she got the favorable member price. In the end the phone and the terminal
both display a receipt similar to the following:
“On [date] [time] [customer’s name associated with signature] signed:
I, [customer’s name], want to pay for [the item] by transferring [the
favorable member prize] from [customer’s account] to [the shop’s
account] at [date] and [time].”
The receipt is stored on the customer’s cell phone and on the terminal. Later,
the customer can utilize the ﬁrst receipt as proof of her membership and the
latter as proof of her purchase. The clerk can send the latter receipt to the customer’s bank and ask them to transfer the money accordingly. If it ever comes
to a dispute about whether or not the customer is or is not a member, the clerk
or the customer can provide the ﬁrst receipt as evidence. Likewise, if the customer claims that she never acknowledged the purchase of the item, the clerk
and the bank can use the latter receipt as proof. If the customer wants to return
the item, the latter receipt can be used.
See the description (see ﬁgure ?cryptography??) below to understand what
goes on cryptographically or how the terminal and the cell phone communicate with each other.

Security
The design chapter outlines a design process from HCI researchers’ point of
view. It is not trying to account for the strength of the cryptography or the security protocol. The IT security researchers that took part in the design process
have reported and discussed these issues elsewhere [24, 25]. However, I still
want to brieﬂy list some of the security aspects of the most mature version of
the prototype and discuss how this inﬂuences the user experience.
The utilized protocol implements true two-factor security. One half of the
private key is stored on a user’s cell phone, the other half on a server. The
other factor is a PIN code that is remembered by the user and entered into
the system via the terminal. This means that the two factors, the halves of the
private key and the PIN code, never co-exist on any physical device. As with
a credit or debit card, users have to keep their PIN code secret or, at least, not
compromise the PIN code and lose their phone at the same time. Users can
utilize the strategies they have learned from credit card use. I claim that this
solution is easier to grasp for everyday users than a classical two-factor setup.
In a classical setup, as the secret (the ﬁrst factor) is entered into the same device
as the physical key (the second factor), the divide between the two factors can
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Figure 6.8 This ﬁgure outlines a payment transaction in a store.

collapse and become a one-factor setup without users noticing it. For instance,
if the physical device is compromised by a so-called ‘keylogger’ the secret PIN
code and the physical key suddenly co-exist on the same device without the
user noticing. The two-factor setup is, of course, not easy to grasp. The idea of
half private keys is still an abstract concept that is not immediately graspable
to ordinary people.
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As in any other two-factor setup classical attacks are prevented. I brieﬂy mentioned that stealing a user’s cell phone does not reveal the user’s PIN code, just
as discovering another person’s password does not allow access without the associated cell phone. This is no better than any two-factor solution. However,
as described above, the cryptographers in the project came up with a sophisticated solution for a generation of a new pair of half private keys in case a cell
phone is stolen.
Another security feature is the three-device setup. The three devices include
the users’ cell phones, the terminals installed in different locations, and the
trusted server. A signing is distributed onto three devices, one of each type,
and each of these devices performs a distinct part of the signing. Generally,
it would not be enough for an attacker to take over one of these devices. An
attacker would need to gain control of at least two of the three participating
devices in order to trick the last device to do the last part (for more detail see
[24, 25]). The true two-factor setup together with the three-device setup makes
it unnecessary for users to trust a single device. The fact that a compromised
cell phone does not in itself provide a threat relieves users from anxiety and fear
that another task done on or with their phone may compromise their signature.
Users need not trust a store, a bank, or some other place to utilize their signature. It is not possible for the terminal owner to tamper with the terminal and
thereby trick the user. The three-device setup empowers the user and lets him
or her focus on the actual transaction. The three-device setup is of course not a
perfect solution. It is not impossible for an attacker to compromise a terminal
and a cell phone; however, in practice it is harder than in classic one-device
(e.g. login on a device) or two-device setups (e.g. client server).
The distribution of the signing process provides even more protection. The fact
that the sign text is shown on the screen of a terminal and on the screen of a cell
phone gives users a chance to ensure that “what-you-see-is-what-you-sign.” If
a terminal displays a different sign text than the one it sends to the server and
the cell phone, it will result in a broken signing, the sign text displayed on
the cell phone being different from the one displayed on the terminal or both.
This procedure prevents so-called man-in-the-middle attacks (also known as
man-in-the-browser attacks). These attacks trick users to enter their user credentials by giving the users the impression that they are communicating with
the service they intended to. Then the user credentials are utilized for other
transactions. I claim that users are empowered to prevent these attacks, because the prototype ensures that what-you-see-is-what-you-sign.
All resulting signatures are dependent on the content of the sign text. They
cannot be used for anything else. So-called replay attacks are not possible if
the sign text contains a time stamp or transaction serial number. Users therefore do not have to fear these types of attacks.
Phishing attacks are almost practically impossible. Unless an attacker tricks
a user to give the attacker full access to his or her cell phone and, at the same
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time, tricks the user to give away his or her password.
The fact that an essential part of the signing procedure (one of the half private
keys) resides physically on users’ cell phones empowers the users. Together
with the fact that Bluetooth adapters in cell phones have limited range, this
gives users the power to walk away with their cell phone at any time and in
that way disrupt the signing. I claim that this empowerment is highly graspable and easy to understand for ordinary people.
The prototype is a real application. The protocol used would work and be
secure in the real world. It does not build on artiﬁcial assumptions about attackers. It utilizes standard SSL for communication between the cell phone, terminal, and server. It results in standard PKCS12 certiﬁcates and uses standard
PKCS12 key ﬁles (that are cut in halves). The cryptography libraries included
in the code base are standard and well-known. This gives hope that the improvements of users’ secure experience reported in the rest of this dissertation
is not strained and can be implemented in real commercial products.

Useful
Several features make the most mature version of the prototype useful to ordinary people. This section lists these features and discusses their usefulness.
The signing solution is mobile. The user carries around the digital signature
physically 18 . When the digital signature resides on people’s cell phones, it goes
wherever people go. It is truly mobile. However, it cannot be used unless an
Internet-connected terminal is available. This constraint is most often acceptable, seeing as digital material most often resides on devices that are (or easily
could be) connected to the Internet. This constraint is not grounded and none
of the user-involving activities shed light on this issue. Still, the fact that the
solution does not enable signing in a context that contains no form of Internet
connectivity is a limitation. Below, an idea of a relayed version is described.
This relayed version does the part of a signing that can be done without the
server and then completes the procedure whenever the terminal connects to
the Internet.
The design is a solution for authentication, signing, and payment. Several of
the Prompted exploration workshop participants committed themselves to a
discussion of whether one solution should offer authentication, signing, and
payment or whether these services should be kept separate. While the participants never agreed on this 19 , the solution utilizes the same implementation
in all three services and separates them from each other by using different sign
text patterns. Actually, the solution is only a signing solution, but payment
18

More precisely, the user carries with him or her a necessary part of the digital signature
It was not the intention that the Prompted exploration workshop participants should produce a ﬁnal compromise
19
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and authentication can be accomplished by signing various sign texts as described above. This solution takes single sign-on to the next level. If single
sign-on is smart because users only have to remember, learn, and manage one
procedure and one set of user credentials, this solution is even smarter seeing
as the single procedure and set of user credentials can be used for more than
just sign-on procedures (authentication).
The participants in the Acting out security activity learned how to use the solution right away and without any instruction. In less than 15 minutes all participants had carried out at least one transaction each. This indicates that the
solution is easy to learn. However, Acting out security activities comprise a
qualitative case study (see the discussion of qualitative case studies in chapter
??) and it is difﬁcult to decide whether the solution would be easy for the general population to use, as regular café guests are not representative of users in
general.
The concept, idea, and scope of the solution seemed to be easy for the participants of both the Prompted exploration workshops and the Acting out security activities to grasp. It led to an informed and mature discussion, as the
Prompted exploration workshop participants presented their design suggestions to each other. Likewise, the participants of the Acting out security activity
suggested mature and interesting improvements in the debrieﬁng immediately
following the activity. Neither the workshop participants nor the Acting out
security participants can be seen as representative of the general population.
This, of course, weakens my claim that the solution is easy to use.
New things are not necessarily better than old solutions. A mobile digital signature solution has advantages, but also disadvantages when compared to its
predecessors. Credit cards, debit cards, and pens do not rely on battery power.
A cell phone, though, is heavily reliant on battery power and if it runs out,
no signatures or payments can be carried out. Even though modern handsets
have improved battery time, cell phone batteries are going to die at some point.
A transaction can be carried out quickly. The time needed to go through the
encryption processes, the necessary communication, and the necessary user
interaction can be done in a reasonable amount of time. In comparison, a payment transaction is faster than a normal credit card transaction. It inﬂuences
users’ experience of security, if a transaction takes too long. However, optimizing the duration time will only have a limited inﬂuence on users’ experience
of security.
The Mobile probing activity revealed that users’ experience of security improved when users were made aware that they could freeze their bank account
if they suspected misuse. The digital signature solution had a build-in feature
via which users could cancel a transaction by simply walking away. This feature empowers users in their negotiation with third parties. Even though users
might not utilize the feature and walk away, the mere possibility may improve
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their experience of security.

Maturity
The solution is a mature application. The architecture is modular and the internal modules have a clear division of responsibility. The solution is portable
and can run on a variety of platforms and handsets. It can even run as a Java
Applet in a web browser. The terminal application can be embedded into other
applications as we saw with the café appliance. Moreover, it can be skinned so
that it ﬁts into the look and feel of other applications. The applications and app
log events and handle errors. The application is a real and robust application,
not just a research showcase.

Comprehensive
The digital signature solution is a rather large system. As explained above,
it contains a server application, a terminal application, and an app for cell
phones. In addition to the three core elements the system comes with four
generics for the development of appliances that utilize the solution, six appliances (applications that utilize the solution), and a kiosk application for
self-subscription to the system. The four generic appliances include a generic point-of-sale application, a generic petition application, a generic application that supports ﬁlling in and signing a form, and a generic application that
provides an easy way to implement an application that collects or creates information (information to sign or goods to buy), signs or pays and, in the end,
displays whether the signing or payment was successful. The appliances include a coffee vending machine application, a café point-of-sale application,
a lend-a-book library application, a self-service kiosk application where users
can ﬁll in and sign a rent subsidy application form, a petition application for a
tablet that allows for the collection of petition signatures while walking around
in a public area, and an application used for authentication to third parties.

Grounded
Potential future users have been involved in the design process through Mobile
probing, Prompted exploration workshops, and Acting out security activities.
These activities are described and discussed in the dedicated chapter (chapter
??). The digital signature solution is truly designed with users, informed by
users, and it has been in the hands of users. Therefore, it is fair to say that it is
designed for the intended users.
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Related designs and solutions
The existing body of HCI literature does not recount many design projects that
have designed mobile digital signature solutions or similar solutions. Papers
that address users’ experience of security or user-centered design of IT security sensitive solutions are also rare. In the proceedings from major HCI conferences like CHI, Ubicomp, MobileHCI, and NordiCHI, very few papers address
the IT security domain. In the proceedings from HCI Security conferences like
SOUPS and NSPW very few papers address user-centered or user-involving
designs. IT security, however, is relevant to practitioners and users at large,
and several visionary commercial products have been released. The present
digital signature solution should, therefore, above all be compared to commercial software.
Research papers that actually report on related research designs include De
Luca et al. [29]. They designed and evaluated an application for form ﬁlling
in self-service kiosks. Their solution offers the user the ability to select which
ﬁelds in an electronic form that should be ﬁlled in with sensitive information.
Then an app on the user’s cell phone is launched and the sensitive ﬁeld can be
ﬁlled on the mobile phone. Thereby, the user avoids shoulder surﬁng (nearby
people glancing at screen). De Luca et al.’s app also prevents keyloggers (a
type of malware that logs keystrokes on the keyboard) installed on self-service
kiosks from intercepting sensitive information. The idea of keeping sensitive
data on a device controlled and carried by the user empowers the users, in the
same way that the digital signature solution empowers users by storing half of
their private key on their cell phones.
Kim Cameron has been a front ﬁgure for Microsoft and Microsoft Research for
many years. He is also a well-respected ﬁgure among researchers and practitioners in the IT security domain. Even though he has just retired, his most important contribution was Microsoft’s development of InfoCard [19] (sometimes
known as Cardspace). InfoCard is a cross-platform service that allows users to
authenticate themselves to third parties using different identities. Each user
could have different identities for different third parties, so that third party organizations could not cross-reference their customers. InfoCard was designed
around a card metaphor (business cards, ID cards, credit cards etc.). InfoCard
aimed at providing users with a secure experience; however, the design was
speculative, based on a metaphor and not grounded through user involvement.
The design reported by De Luca et al. [29] addresses the task of submitting
information with integrity in third party systems and it can be compared to
the form-ﬁller generic from the digital signature solution. Kim Cameron’s InfoCard [19] addresses authentication. Not many HCI papers address mobile
payment apps. This may be due to the fact that the industry and practitioners
have provided rather elaborate and avantgarde solutions, leaving very little
room for research approaches. In Bill Moggridge’s book “Designing Interac-
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tion” he reports an experiment conducted by IDEO’s human factors designer
Chiho Sasaki in 2002. At that point a quarter of Japan’s population owned
so-called i-mode enabled phones (access to a range of internet-based services).
Chiho Sasaki takes her i-mode enabled phone to a Coca Cola beverage vending machine and patiently goes through a 30-minute process to buy a drink and
pay for it with an internet-based service on her phone. The Japanese example
is an early but visionary example of mobile payment services in industry. The
Kenyan company Safaricom launched a service called M-Pesa (M stands for
mobile and pesa is Swahili for money) 20 . The service enables users to transfer
money to other M-pesa users. Even though the initial idea was to provide microloans for rural and underdeveloped areas of Kenya, the service was widely
adopted in Kenya as a mobile payment service. M-pesa is available in Kenya,
Tanzania, and Afghanistan, and is currently moving into the South African
and Indian markets 21 . Mobile payment services have only been implemented
to a limited extent in the western world. Some beverage vending machines
and parking services offer mobile payments through texting (short-messagesystem). Cell phone vendors offer services like, for instance, Ericsson IPX [42].
On the Apple IOS platform and the Google Android platform apps can offer so-called in-app-purchase services. App users can use their credit cards to
unlock content. However, these services are strictly limited to purchases of
digital content and cannot be used for payments outside the mobile platform.
From an abstract perspective the industrial payment service provides a functionality that is similar to the payment functionality of the digital signature
solution. However, they do not manage to unite the three functionalities of authentication, signing, and payment in one solution. Moreover, these industrial
payment systems do not empower the users in the way the digital signature
solution does. M-pesa empowers users by providing them with a function that
they would otherwise not have had access to. But this form of empowerment
is more socio-technical and less a user experience empowerment.
The work by others described in this section is not grounded. When the solutions were designed, usability or user experience may have been given some
thought, but the designs are not grounded through activities like Mobile probing, Prompted exploration workshops, and Acting out security. The work of
others differs from the work presented here by not involving the users to the
same degree.
Another study with a grounded approach addresses the privacy of wheelchair
users. The privacy domain is similar to the security domain and Holone &
Herstad’s [68] study adopts an approach that is similar to the one of the described design process. Holone & Herstad [68] recount a design process that
led to the design of a collaborative route planning service for wheelchair users.
If a user reaches a place that is not accessible in a wheelchair, he or she reports
the matter to the system which subsequently updates its accessibility maps and
20
21

See http://www.safaricom.co.ke
According to http://en.wikipedia.org/wiki/M-Pesa
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provides an alternative route. Holone & Herstad report that the design process
included users and that privacy was an important issue for the participating
users. Few grounded design projects address security or privacy.

A source of inspiration
The digital signature solution should be seen as a result of a design project.
The project took as its starting point a problematic digital signature solution
that often led to substandard user experiences. The result of four years of iterative design is a replacement for the digital signature solution. However, the
iterative and grounded nature of the design process led to a solution that is
much more than a user-friendly replacement of the old digital signature solution. The solution includes additional functionalities like, for instance, the payment functionality and digital receipts functionality. These two functionalities
were prioritized and inﬂuenced by the Prompted exploration workshop participants and a central part of the design. Therefore, it is important not to judge
the new digital signature solution as “yet-another-payment-app”, a new login
mechanism, or a user-friendly replacement of the old system.
The result of the design process should be seen as a source of inspiration for
other design projects or for the development of commercial projects in the same
domain. However, it is not solely a design, a scheme, a proposal, or a sketchy
draft. It is an implemented and fully functional prototype that has proved that
the design is practically possible.
The way a speciﬁc encryption protocol is used to empower users in the use
situation is unique. No one, commercial or in research, have previously reported a similar solution. The uniqueness may be a result of the grounded nature
of the design process.
As explained above, few other HCI research papers address the ways in which
a secure experience can be designed. Thus, this design process comprises a
novel source of inspiration for other projects.

Future work
Future work on the digital signature solution will ﬁrst and foremost include
features that are inspired by the work of De Luca et al. [29] and Cameron [19].
The design reported by De Luca et al. [29] on the secure form-ﬁlling app is
interesting and provides relevant inspiration for the digital signature solution.
Hence, a new functionality could be built into the solution. In cases where personal information from the cell phone is used on the terminal, this information
could be transferred via the local connection between phone and terminal. For
instance, if the user’s name or street address is required on a given document
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before it can be signed, the cell phone could provide this information, using
the local connection.
Cameron’s [19] InfoCards equally make up a source of inspiration for future
improvements of the digital signature solution. The idea that each user should
be able to have different identities that they can utilize in different contexts is
an interesting thought. For instance, many users do not have one identity card
or credit card, but a range of cards. However, Cameron’s [19] design is based
on a metaphor and needs to be challenged and grounded. This could be an interesting topic for a future Prompted exploration workshop. Before it has been
in the hands of potential future users, it is unclear whether a business card or
credit card metaphor is a suitable design for digital identity management.
Another improvement could be a relayed mode that works without a terminal
application connection to the Internet. In that case, the user would complete
all the steps, but without validation from the server. The rest of the transaction
would be carried out, when the terminal application is connected to the Internet later on. This will also work in situations where a terminal application is
temporarily ofﬂine or if the server application is down or unreachable.
A functionality that would assist users in maintaining an automatic backup
will be necessary so that the receipts a user stores are not lost if the phone is
stolen or lost.
The library appliance, the rent subsidy appliance, the petition appliance, and
the install application have not been used in real life contexts. New Acting out
security activities that enable users to lend books, apply for rent subsidy, and
sign a petition could improve the design of these appliances and the digital
signature solution.

Summary
The resulting design is a novel design that enables ordinary people to authenticate themselves to third parties, sign documents, and pay for purchases at
points-of-sale. The design is mobile and can be used wherever ordinary people’s
everyday life takes place. It is useful in everyday activities. It employs a secure protocol and encryption scheme. The encryption scheme, moreover, empowers users in their negotiation with third parties. The resulting design is
grounded through a series of user-involving activities. The design has been
implemented, and the prototype comprises a comprehensive collection of mature apps and applications.

Chapter 7

The three methods

In this chapter I introduce the three methods. Through a discussion of the theoretical sources of inspiration I describe how the methods were developed.
Firstly, I discuss the concept of qualitative case studies and the holistic approach that forms the basis for all three methods. Afterwards each of the methods is motivated and the theoretical sources of inspiration are thoroughly discussed.

Qualitative case studies and a holistic approach
Swallow, Blythe & Wright report a study on user experience in their article
“Grounding Experience: Relating Theory and Method to Evaluate the User
Experience of Smartphones” [114]. The rather ambitious title of their article indicates that their paper demonstrates how studies of users’ experience can be
grounded. Swallow, Blythe & Wright elegantly manage to position their work
in the mere ten-page paper that also covers study details, results, and analysis.
They motivate and position their approach by pointing to inﬂuential HCI accounts of user experience. They divide so-called “theoretical accounts of user
experience” into those “drawing heavily upon cognitive science” [67, 73, 78, 99]
and those with “a more holistic, phenomenological approach” [27, 51, 96]: the
design work and the analytical work that I report in this dissertation.
Swallow, Blythe & Wright [114] chose a qualitative form of study and the type
of qualitative method they refer to as case studies. They explore and research
user experiences of cell phones. They argue that qualitative empirical data
“provides a richness and detail that may be absent from quantitative measures”
[114]. Case studies focus on a smaller group of intended users and do not necessarily represent the total population statistically. They furthermore admit that
their case study ﬁndings cannot be generalized, but argue that these ﬁndings
may have even wider implications according to Corbin & Strauss [112].
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Mobile Probing

The design process described in chapter 6 revealed a need to answer this question:
“How do I get access to potential future users’ immediate experience of IT security?”
I wanted to improve the understanding of the context that I was designing for
by investigating potential future users’ experience of IT security. I wanted to
improve the design team’s and other stakeholders’ understanding in general
and my own understanding in particular of this issue. The idea was to produce
qualitative knowledge of these matters, before I settled on a more narrow solution in the design project. The richness of qualitative studies suited my needs
in the best possible way.
Through the last four years I have met journalists, practitioners, and security
experts who did not strive to understand potential users experience of IT security. Instead, they almost always focused on security incidents and accidents.
This resembles a tendency in the part of HCI literature that addresses the security domain (examples are [1, 35, 38, 89, 99, 117]). Cryptographers, security
experts, even HCI researchers almost always seemed to look at users as dumb
or sloppy as regards handling IT security. As pointed out, my goal was in contrast to gather detailed knowledge of ordinary people’s experiences, concerns,
threats, and so on, focusing on the everyday expertise of people, accessing potential users’ everyday experiences with IT security as the users themselves related them. In order to do so, it was necessary to open up for uncertainties and
ordinary people’s subjective interpretation of their encounters with IT security.
I have considered assessments, arguments, considerations, perceived threats,
emotions, and gut feelings as central elements of handling IT security. Unfortunately, such matters are not visible and are only accessible through recounting
[96]. Ordinary people have to write or speak (or use other expression forms
like acting or mimic) about their IT security experiences to allow access. Experiences develop or change every time they are recounted, as described by
McCarthy & Wright [96] (see also chapter 2). I wanted to access experiences,
before they changed too much and, therefore, the main purpose of the method
was to access immediate recounting.
The everyday lives of everyday people happen wherever they go in their everyday life. Therefore, we needed to gather experiences in a mobile or ubiquitous
way. Moreover, such experiences are context-sensitive, which means that the
immediate recounting would beneﬁt from taking place in the context in which
the experience happened [69]. Mancini et al. discuss the context of mobile
and ubiquitous computing as a matter of place and space. Every day people
encounter IT security in numerous places, and their experiences and ways of
handling it are inﬂuenced by the places of these encounters.
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IT security handling is mainly developed outside the given context. Cryptographers and IT security experts have developed sophisticated concepts like
e.g. Public Key Cryptography [45] which is applied in most current online
banking security systems and discussed in the problem section of chapter 6.
In this study I wanted to access what ordinary people looked at as IT security and their experiences with it. I thus wanted ordinary people to choose by
themselves what they wanted to report and I wanted them to report it in their
own terms.
In the next section I will show how the Mobile probing method grew out of
discussions of and inspiration from existing approaches in HCI literature.

7.1.1

Theoretical sources of inspiration

A major inspiration for the Mobile Probing activity is Gaver, Dunne & Pacenti’s
“Cultural Probes” from 1999 [55]. The paper is the mother of all probing activities. Cultural Probes were distributed to potential future users to understand
their context. Participants could report about their life by ﬁlling out postcards
or by taking pictures with a disposable camera and return it to the designers.
The probe itself consisted of a whole range of artifacts that participants could
interpret and utilize in different ways in order to report back to the designers.
All these artifacts were easy, non-intrusive, and familiar to the participants (e.g.
postcards and disposable cameras). The participants chose relevant aspects of
their own contexts and interpreted and recounted them in their own words (or
from their own perspectives in connection with the camera). Gaver et al. [55]
accepted that the empirical data they collected consisted of unstructured and
arbitrary clips of the participants’ contexts.
In 2004 Gaver, Boucher, Pennington & Walker [56] revisited Cultural Probes.
Even though they appreciated the popularity of Cultural Probes and Probes
as a design method, they pointed out how the concept of Probes had been redeﬁned and misunderstood:
“Since then, the approach has been adopted by several industrial
and academic research and design groups around the world. This
is heartening, of course, but also somewhat troubling. The problem
is there has been a strong tendency to rationalize the Probes. People
seem unsatisﬁed with the playful, subjective approach embodied
by the original Probes, and so design theirs to ask speciﬁc questions
and produce comprehensible results. They summarize the results,
analyze them, even use them to produce requirements analyses.”
[56]
Probes should neither be used to gather structured empirical data nor to build
requirements for a product. Probing should be used to improve designers’
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understanding of the context they design for. Designers and researchers who
utilize probes should be ready to face uncertainty and value this.
The disposable camera, the postcards, and the other artifacts of the original
Cultural Probes do not allow access to immediate experience recounting. Instead, it encourages thoughtfulness [55]. In addition, the original Cultural
Probes neither support the mobile dimension of our study, which is why I had
to develop a slightly different approach.
Graham & Rounceﬁeld [58] analyzed several appropriations of Gaver et al.’s
Cultural Probes [55]. They looked at the anatomy of the appropriations and
found different purposes and perspectives. These appropriations differed according to how potential future users participated and how the appropriations
ﬁtted into the design and research. As a result they came up with four questions that are relevant to people who intend to appropriate Cultural Probes: 1)
Who is your user? 2) How long will people be involved? 3) How will people
participate? 4) What happens next? Mobile probing can be seen as an appropriation of Cultural Probes or Cultural Probes can be seen as a major inspiration
for Mobile probing. These questions will thus be revisited below.
Isomursu, Kuutti & Väinämö [76] examined how user experiences can be investigated in a mobile setting. They asked people on the street to use a PDA app
for an hour. Then a friend of the user was asked to video record interactions
with the app. Isomursu et al. found it intrusive if a researcher had to follow the
user of the mobile device, and they expected that users would change their behavior in such a setting, hence the idea of involving a friend. This is considered
a real and genuine activity. Isomursu et al. coin their method Experience Clip.
For my study I needed a method that did not focus on evaluating a speciﬁc app.
I wanted a richer picture, like the one described by Gaver et al. [55]. Isomursu
et al. investigated an app that helped people ﬁnd interesting locations, and
in that domain I agree that walking around with a friend is very similar to a
real situation and less intrusive than walking around with a researcher. However, when it comes to security, even the company of a friend may change the
way people experience and act in the situation. The method Experience Clip
furthermore encourages users to recount their experience with a friend or to
a friend. The ﬁnal content of the video clips is, accordingly and although still
valuable, not an immediate recount of the situation in question.
Mancini et al. demonstrate how privacy can be investigated in a mobile setting [92]. I believe that the privacy domain contains properties that resemble
those of the security domain. IT users will handle privacy as well as security
differently in situations where researchers observe or shadow them. Therefore,
Mancini et al. serve as a source of inspiration for my investigation of the security domain. They discuss how contexts inﬂuence the way people handle
privacy matters. While space as a concept is included in the context of less mobile settings, they claim that place is its mobile counterpart. They conclude that
researchers shadowing or observing the users will inevitably inﬂuence the way
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those users handle privacy. As an experiment Mancini et al. [92] study use of
Facebook on cell phones. Their method combines prompting users via their
cell phones and post-interviews. Mancini et al. make the users’ cell phones
prompt the users immediately after the user has interacted with Facebook on
their cell phone. The answers from these prompts are then used as a starting
point for post-interviews. Mancini et al. acknowledge that it takes time and
effort to answer these questions and propose that it should be kept at a minimum. To allow the users to answer the questions as quickly as possible, they
provide a series of possible answers on a list from which the user thus has to
choose an answer. The researchers tried to trigger the users’ memory by using
these answers in the post-interviews. The method was repeated in a second
study where a custom-made location-tracking app was used to keep track of
family members. A request for another family member’s location prompted a
survey question, hence, prompting immediate reﬂection (recounting).
This method encompasses being observed or shadowed by designers or researchers and it seems to work well for app evaluations. It yields rich qualitative answers along with quantitative empirical data. However, this qualitative
data does not comprise immediate recounting, and it is not necessarily in the
form of the user’s own words. The empirical data consists of answers, not stories. They are initiated by the researchers or the software and not by the users
themselves.
Swallow, Blythe & Wright [114] carried out a study of user experiences of cell
phones. In their study they used a method coined Voice Note Diaries. Their
participants were asked to record memos with the voice memo recorder App
on Orange SPV E200 handsets provided by the researchers. These memos were
initiated and submitted by the study participants at different times of the day
and multiple locations. The theoretical account and underlying methodological basis for Swallow, Blythe & Wright’s investigation is a source of inspiration for Mobile probing. However, Swallow et al.’s investigations focused
on a speciﬁc product, the Orange SPV E200 smartphone and were placed at
the very end of their design process. They brieﬂy analyze ﬁndings regarding
security, but all their ﬁndings were about losing the expensive smartphone
handset and not the IT artifacts in particular. The limited number of ﬁndings
that focused on (IT) security may have to do with the fact that voice recording
was the only way participants could report their stories. Swallow et al. regard
voice recording as inconspicuous, because participants could produce a report
without the process looking like reporting. Although it is likely that nearby
people would think the reporting participant is on the phone, voice recording
can be inappropriate if you want to report sensitive matters, because nearby
people may eavesdrop on the participant. Security strategies, workarounds of
security mechanisms, or sloppy security behavior could be considered sensitive matters that the participants may not have wanted to speak about in a
public place.
Iversen & Nielsen [77] outlines a study where a Cultural Probes appropriation
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is used for studying children’s after-school life. They argued that the children
would change their behavior, if they were shadowed or observed and, therefore, they develop the method Digital Cultural Probes. Handsets that could
take photos and record audio clips were lent to a group of children. The children took photos and make audio recordings and the results were utilized
as a starting point for the design of IT artifacts that supported learning outside of the classroom. All the photos and audio clips were placed in a shared
space where all the participating children could access them. The shared space
served as a way for the children to prompt each other. The shared forum would
be problematic in the security domain: as stated above, users may want to report sensitive matters. Moreover, the children in Iversen & Nielsen’s study
knew each other, so relationships between the participants were already established and the children were used to discussing the work of others with each
other.
Hulkko, Mattelmäki, Virtanen & Keinonen [72] developed an appropriation
of Cultural Probes: Mobile Probes. Their approach differs from my Mobile
probing activity, described below, as well as from the approaches described
above, regardless of the name resemblance. Hulkko et al. evaluated two Mobile Probes studies and compared their usefulness. The studies addressed shopping and work life, respectively. The shopping study used a cell phone app for
prompting and reporting, and the work life study used text (SMS – Short Message Service) and MMS (Multimedia Messaging Services) messages. Hulkko
et al. ﬁrst and foremost analyzed the technical differences between the studies
and when it came to the shopping study app they concluded that the advantages were too insigniﬁcant, whereas in the work life study the beneﬁts were
more signiﬁcant, because the participants had a certain routine in the use of
SMS and MMS.
Mobile probing is not an instance of Gaver et al.’s Cultural Probes [55]. Mobile
probing is at best an appropriation of Cultural Probes. The idea of a probe that
can go places not accessible to researchers and designers and come back with
information is the main similarity. Graham & Rounceﬁeld [58] show that most
of the appropriations they analyze argue in a similar way, when motivating
the use of probes. Mobile probing as a method gives researchers and designers
access to participants’ immediate recounting of encounters with IT security.
Mobile probing differs from the approaches discussed above in that it lets participants initiate the reports and lets them use their own words. Where Gaver
et al.’s Cultural Probes strive to make participants participate in a rather expressive way, Mobile probing strives to probe participants in a less intrusive
way. The purpose and focus of Mobile probing are heavily inspired by Cultural
Probes. The intention is to familiarize security experts and other IT professionals with contexts in which ordinary people handle IT security. The intention
is neither to evaluate a speciﬁc IT artifact nor to generate requirements or answers to speciﬁc design questions.
Before moving on to a detailed description of the Mobile probing method, I will
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answer two of Graham & Rounceﬁeld’s four questions (number 1: Who is your
user? And number 4: What happens next). The users make up a potentially
small group of the intended future users, but they are not necessarily representative of the entire population. The users participate individually and do not
need to know each other beforehand. Mobile probing activities are intended to
familiarize designers with everyday people’s context, before designing security sensitive IT artifacts. After conducting Mobile probing activities, a design
team will analyze and discuss the collected short stories. The next section describes Mobile probing as a method and answers Graham & Rounceﬁeld’s last
two questions (number 2: How long will people be involved? And number 3:
How will people participate?).

7.1.2

The nature of Mobile probing

Mobile probing has been carried out once as part of the main design process,
as described in chapter 6. This section describes in detail how it was carried.
This section can therefore also be seen as a set of instructions for carrying out
Mobile probing activities. More inspiration and further details can be found in
paper I. This section will furthermore answer Graham et al.’s question 2 and 3.
Mobile probing strives to access potential future users’ immediate experience
of IT security. The method involves a limited number of potential future users.
These users volunteer to report their experiences with IT security in the course
of a couple of weeks. The participants in the study are instructed to report
whenever they think they encounter IT security. They are instructed to report
successes, failures, wonderings, statements, and suggestions relevant to IT security. Participants are encouraged to report immediately after a given encounter. Several methods are available for reporting: texting (SMS or MMS),
calling an answering machine, e-mail, taking notes on paper.
The study I carried out is described in detail in paper I. It took three weeks, involved ten volunteers, and these ten volunteers made 41 reports in the course
of these three weeks. Paper I discusses and analyzes a number of these reports
thoroughly.
Especially two of the ﬁndings help the design team understand that experience
is as important as handling, when it comes to designing IT security sensitive
solutions:
”[...] how irritating it is when a website that I rarely use is password protected. Especially the Danish tax authorities’ self-service
website. I only use this website once a year and I never remember
what password I chose a year ago [...]”
”[...] I used home banking to make a payment. Every time I do such
a task I have this insecure feeling that I mistyped some digits [...]”
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The ﬁrst report shows how the security protocol is changed completely, because of the usage pattern. Instead of being protected by a username and password, the Danish tax authority self-service is protected by a one-time password
that is sent to an e-mail address. The second report shows how users of IT security can have a bad experience, even though they manage to handle security
mechanisms in a secure way.
Many of the stories reported seemed to comprise a true and immediate recounting. The following in particular:
“I just found out that you can freeze your home banking account
[...] if one suspects misuse – smart – weird that they [the bank]
don’t make you aware of that.”
I sense the reporter’s immediate surprise, when he found out about the freeze
function and subsequently reported it. This state of surprise probably did not
last for long, but it was captured in my Mobile probing.
While the results helped familiarize the design team with their users, the impact hereof remains limited. As far as I know, it has only been carried out
once. Only ten volunteers have been involved. Even though some of the stories contained a true immediate recounting, some did not (though they are still
valuable). Further use of this method may challenge as well as improve it.

7.2

Prompted exploration workshops

The design process described in chapter 6 revealed a need to answer this question:
“How do I bring potential future users into the design process without
making them mimic media discourses and aspects that stem from
prior experiences with IT security sensible IT artifacts?”
To ground and improve the design I wanted to introduce potential future users
to the design process. The idea was that potential users could play the role of
ordinary people in a design discussion and be experts in everyday life, not experts in IT security, design, or HCI. I brought in users, so they could challenge
the designs and, moreover, I wanted to improve the designers’ ideas of who
the users were through user interaction.
The intention was that users as participants in a design workshop should play
a role equal to that of designers and experts during the design discussions.
Participants should act as experts of use or experts of everyday life. Of course,
everybody has an everyday life, but for IT professionals it is difﬁcult to be experts in everyday life without a technology bias.
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The main purpose of involving users was to improve the design. I wanted
to ground the design in the everyday lives of potential future users. The design should be grounded, following Corbin & Strauss [112], only not for theory
building, but for the design of IT security solutions. Therefore, I wanted to involve users in the very ﬁrst stages of the design process, that is, from scratch,
and not in an evaluation of prototypes.
I have often experienced people suggest de-facto standard mechanisms for
handling IT security in informal conversation. For instance, people often suggest, “If I could just type in a PIN code.” Most people would agree that PIN
codes in combination with usernames are a de-facto standard for authentication in many IT security dependent IT solutions. However, I wanted the outcome of the workshops to be more speciﬁc, thoughtful, and elaborate, rather
than bold statements like the examples above. Basically, I wanted to avoid
that the users involved merely mimicked bold de-facto standards. Also, in informal conversations I often heard people suggest strategies or concerns that
stem from media discourses. I planned to recruit participants that live in Denmark, and Danish media often address IT security with an edge. They often
paint a picture of either doomsday or suggest a Fort Knox solution as a form
of least effort to survive in the IT security domain. Of course, laymen cannot
conform to these standards and therefore either become sloppy, because they
give up on maintaining a personal Fort Knox, or paranoid, because they are
aware that their effort is far from a Fort Knox solution. I did not want the users
to mimic the doomsday position and the Fort Knox solution.
I wanted to empower these laymen participants, enabling them to participate in the design of thoughtful and elaborate designs that would lead to future
secure user experiences. The participants should be empowered, both in developing design arguments and in structuring these arguments. However, the
idea was never that this empowerment should turn the participants into experts.
In the next section I demonstrate how the method Prompted exploration workshops sprang from discussions of and inspiration from existing approaches in
HCI literature.

7.2.1

Theoretical sources of inspiration

The Prompted exploration workshop method draws on a holistic view of the
users, the use situation, and the context. A Prompted exploration workshop is
a qualitative empirical case study, in the same way as Mobile Probing. Swallow, Blythe & Wright’s [114] arguments on the richness, details, and wider implications also count here. See the qualitative case study section for further
elaboration and references.
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Involving users in the design of IT systems was explored intensely by Greenbaum & Kyng and a larger group of researchers based in Scandinavia in the late
1980s. The new approach called the “collective resource approach” led to several projects where workers and management worked together designing new
IT systems and organizational changes. While the participants in cooperative
design activities had inﬂuence on the content (the problems and the solutions)
of the design activities, these design activities were developed and facilitated
by researchers. Greenbaum & Kyng published the book “Design At Work: Cooperative Design of Computer Systems” in 1991 [60]. The book presents several
accounts of a number of cooperative design activities. Later, cooperative design and the “collective resource approach” were referred to as participatory
design.
Since 1991 IT has spread from work settings to everyday life contexts. Prompted exploration workshops are meant to be used in the design of IT security
sensitive IT artifacts used in such contexts. Where work settings contained an
inherent conﬂict between employers and employees (wages, working hours,
power relations), everyday settings did not necessarily include immediate conﬂicts. Still Prompted exploration workshops can be seen as an example of a
Participatory design workshop that is suited for designing IT security sensitive IT artifacts for everyday life settings.
Kensing & Munk-Madsen [84] present a model for communication between

Figure 7.1 A table from Kensing & Munk-Madsen [84] showing their six areas of knowledge for communication between users and designers. The numbering is from the
original article and does not express a particular order.

(future) users and designers (or system developers as they are sometimes called).
They identify six areas of knowledge for this communication, reproduced in
ﬁgure 7.1. They use their model to determine: 1) which areas users and designers, respectively, have to be knowledgeable of, before a participatory design
process starts; 2) which areas the two groups have to become knowledgeable
of during the process; and 3) who is responsible for facilitating design activities
that allow users or designers to become knowledgeable of new areas. Kensing
& Munk-Madsen claim that users cannot be expected to have more than “Concrete experience with users’ present work” (ﬁgure 7.1 area 1) prior to a design
process. However, for users to be creative, they need “Relevant structures on
users’ present work” (ﬁgure 7.1 area 2). Moreover, Kensing & Munk-Madsen
ﬁnd it preferable that users become knowledgeable of “technological options”
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(ﬁgure 7.1 area 4). They consider it the designers’ responsibility to help users
gain knowledge of areas 2 and 4. It is crucial to Kensing & Munk-Madsen that
the term ‘relevant’ in area 2 is deﬁned appropriately. On the contrary, they
do not provide a deﬁnition of technology, but I assume that technology can be
understood in a rather broad sense and cover abstract concepts of user experience. The main contribution of my development of the Prompted exploration
workshop is the way in which participating future users gain knowledge of
areas 2 and 4. Kensing & Munk-Madsen focus on work settings, but their argumentation can be expanded to everyday life settings and ordinary people’s
practices through Prompted exploration workshops.
Törpel [115] discusses the underlying assumptions of the organizational design games in Greenbaum & Kyng [60]. She points out that researchers or facilitators make the game rules, and that these rules and post-analyses of these
games can be biased by researchers’ underlying assumptions. As an example,
she mentions the fact that workers are assumed to be the weak part in a work
setting. While this is not necessarily a wrong assumption, she argues that it
is important to clarify and be explicit about the possible bias inserted into design games. Törpel has three concerns as regards the bias of design games: 1)
relations of power, 2) socio-technical textures, and 3) forms of work and organization. The ﬁrst is self-explanatory, the second is concerned with artifacts,
meanings, and references from the participants’ socio-technical context, and
the third is concerned with the individual participant’s relation to the organization in which the design game takes place (e.g. type of employment, size
of the organization). Looking at the power relations in Prompted exploration
workshops these seem vague. If a group of ordinary people without any noticeable mutual power relations volunteer for a design workshop, the design
activity does not come with any important power relations. The socio-technical
context of everyday life, if seen through an IT security lens, is heavily inﬂuenced by everyday encounters with a variety of IT security mechanisms (such
as authentication through user credentials) and by news media that strive to
put an edge on their IT security articles. The organizational setting for which
Prompted exploration workshops are intended differs from the work settings,
in that Prompted exploration workshops are designed for a different organizational setting than the work setting addressed by Törpel, Kensing & MunkMadsen, and Greenbaum & Kyng. Firstly, participants do not need to be a
part of an actual organization; secondly, designers do not need to sell the design to the participants; thirdly, there are no employer-employee relations and
no worker-management relations. Across Törpel’s three concerns, the future
users who participate in Prompted exploration workshops are seen as inexperienced when it comes to ideation of IT security mechanisms that give users a
secure experience, and they are underpowered when it comes to structuring
design arguments. Prompted exploration workshops are only beneﬁcial if designers are able to identify this setting for speciﬁc future users.
Bødker [7] recounts a design workshop with students. The objective was to
produce innovative new designs for mobile platforms. However, the students
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got caught up in voting processes and were confused by the professor-student
relationship and, thus, failed to come up with anything innovative. Bødker
concludes that involving users should be carefully planned, and that a design
activity in itself is an artifact that can be analyzed. He suggests analyzing design activities from a material-relational perspective. Instead of seeing users as
“transparent containers of information” and expect that participants “tell it like
it is” when “asked”, he suggests we analyze how workshop participants act
during a workshop in relation to available materials, the relationships between
participants and facilitators, and the relationships between the participants.
Prompted exploration workshops need to prompt the workshop participants
via some form of relation or materials in order to empower and support them.
According to Bødker, it is important to clarify how workshop materials or design artifacts inﬂuence participants; he does not expect participants to “tell it
like it is”.
I mentioned the work of Graham & Rounceﬁeld [58] in the section on Mobile
probing. They discuss how Gaver et al.’s Cultural Probes [55] have been and
can be appropriated. Neither Mobile probing nor Prompted exploration workshops are instances of Cultural Probes. The development of Prompted exploration workshops is, however, inspired by the way Cultural Probes prompt users
and allow for uncertainty in the results [55, 56].
Viller, Brereton, Redhead & Axup [116] study the ways in which children can
participate in workshops. They consider children inexperienced, underpowered,
and unequal to the workshop designers. In the same way, participants in
Prompted exploration workshops can be inexperienced, underpowered, and
unequal when it comes to the ideation and argumentation phases of the design of IT security sensitive IT artifacts. Viller et al. explain this through the
utilization of games. While games may be suitable for children, they are not
necessarily an appropriate way to empower adults. Still, Viller et al.’s intervention with game rules can serve as an inspiration for the development of
Prompted exploration workshops. Viller et al. develop the Participatory Design and Digestions game. This game helps researchers from different ﬁelds
gain common ground in scores of collected empirical data. The game consists
of a workshop where so-called themes, which are represented in the form of
text, still photos, and video, are used as artifacts. The introduction of themes
into workshops has inspired me in the development of Prompted exploration
workshops; however, these themes are of a different nature and the intended
participants of the two activities are rather different (laymen versus researchers).
Kensing [83] recounts a design process where outside designers failed to understand the complex work of future users. Still, he wants to ground the design in the contexts of future users. He therefore invites future users to participate in a workshop where the users sketched this complex, using pen and
paper, and afterwards explained their sketches to the other participants. The
complex work of users is thus explained to the designers via words and con-
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cepts from within the context in question. Kensing suggests that these sessions,
which he coins Prompted reﬂections, can be video or audio recorded and further analyzed by designers after the sessions. The development of Prompted
exploration workshops is inspired by the idea of having workshop participants
present their work to each other and record these presentations. However, asking participants to sketch IT security handling is not enough to prevent them
from mimicking media discourses and de-facto standards, as described above.
Jung & Stolterman [79] investigate the materiality of digital artifacts. They
claim that materiality is an integral aspect of a given digital artifact. An integral aspect is an aspect that cannot be added to an already ﬁnalized design.
To change an integral aspect, the aspect in question must be taken into account
throughout the design process. IT security can also be considered an integral
aspect of digital artifacts, and therefore it has been taken into account during
design processes. Jung & Stolterman develop a so-called Material probe: a
collection of samples each of a different materiality (e.g. fabric, rubber, and
plastic). These samples are used to prompt workshop participants for the materiality preferences and to start discussions on the ways in which different
materials inﬂuence users’ experience with digital artifacts. Jung & Stolterman
succeed in obtaining concrete design suggestions by prompting workshop participants with less concrete samples from the Material probe. A sample can
spark inspiration with regard to designing concrete designs, because it is not
itself a concrete design. Therefore, the samples do not dictate or constrain the
workshop participants’ ideation. Instead, the variety of samples opens up the
design spaces and offers a range of source of inspiration which the participants
have to take up, appropriate, and apply in the design process. In the same way,
Prompted exploration workshops offer seven IT security themes that should
spark inspiration and open up the design space without dictating a solution.
Iversen & Dindler [32] investigate what they refer to as ‘aesthetic inquiry’ in
Participatory design. Their understanding of aesthetics is inspired by Dewey
[30] and Shusterman [108]:
“We use the term ‘aesthetic’ in the pragmatist sense, as a profoundly
meaningful transformation that provides a refreshed attitude towards the practices of everyday life, and as a change in our modes
of perceiving and acting in the world.” [32]
They understand Participatory Design in the way Ehn [39] coined it:
“as the relation between tradition and transcendence; the tension
between understanding and appreciating the existing, on the one
hand, and on the other hand, the creation of new knowledge and
practice.”
Aesthetic Inquiry is then “tipping the scale towards transcendence” [32] through
the introduction of so-called Transcendent elements and Anchoring elements.
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Anchoring elements are elements that anchor an Aesthetic Inquiry design activity in existing practices, and Transcendent elements invite “the creation of new
ideas, artifacts, and practices.” Iversen & Dindler [32] appropriate Aesthetic Inquiry in a so-called Fictional Inquiry. In a Fictional Inquiry workshop a family
of four takes part in designing new digital artifacts for a Marine Center exhibition (museum). Via a ﬁctional narrative about the “Lost city of Atlantis”,
the family is introduced to several artifacts stuffed together in a “magic box”.
The box contains, for example, a magnifying glass and a whiteboard marker
with a humming sound. The family was asked to continue the narrative and
come up with uses for the “magic” things. This Fictional Inquiry took place
at the museum outside opening hours. Later, the narrative and the “magic”
things served as transcendent elements and the museum itself served as an (or
the) anchoring element. Prompted exploration workshops likewise strive to
introduce elements that “provide a refreshed attitude towards the practices of
everyday life” when it comes to the usefulness of IT security sensitive IT artifacts. The seven themes provided in the Prompted exploration workshops are
transcendent elements that should inspire participants to create new technologies and practices.
Halskov & Dalsgaard [65] investigate sources of inspiration in design processes.
They introduce Inspiration Card workshops: a method for introducing ﬁndings from a design workshop domain together with technological possibilities.
Participants then have to work together combining domain speciﬁc ﬁndings
with technological concepts. Inspiration Card workshops are Participatory Design workshops that include Domain cards and Technology cards. The Domain
cards represent ﬁndings from the domain and the Technology cards represent
examples in which technology is applied. The cards are made out of cardboard,
come with a title, a picture, and a short description. In Inspiration Card Workshops participants have to combine the domain cards and technology cards
on cardboard posters and describe the ways in which these cards can be combined. Halskov & Dalsgaard want to enrich their workshop participants with
new possible sources of inspiration. The sources provided through the cards
either stem from researchers’ knowledge of technological possibilities or researchers’ ﬁeld studies of the domain. Prompted exploration workshops are
likewise developed to help or inspire workshop participants in their design
ideation and argumentation. The seven themes included in Prompted exploration workshops stem from researchers’ knowledge of the body of HCI Security
literature and researchers’ ﬁeld studies of HCI Security sensitive contexts.
Halskov & Dalsgaard [65] describe in detail how Inspiration Card workshops
relate to other methods that strive to help or inspire participants in design
processes. They mention Extreme Characters [33], Interaction relabeling [33],
Lateral Thinking [28], Metaphorical Design [104], and Future Workshops [80].
They compare the different methods on four conceptual axes: 1) the inspirational sources’ conceptual distance from the design domain (from close to remote), 2) the number of sources of inspiration (from few to many), 3) the number of materials and tools (from few to many), and 4) the degree of structure
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and rules (from highly structured to loosely structured).
Interaction relabeling [33] provides designers with sources of inspiration, either
by thinking of the design as another concept (e.g. thinking of a revolver as an
appointment manager), or rethinking a design which will be used by extreme
characters such as drug dealers or the Pope. The sources of inspiration utilized
for Interaction relabeling are conceptually remote from the domain; it is loosely
structured and makes use of few sources of inspiration, materials, and tools.
Lateral Thinking [28] is a large collection of creativity techniques. Halskov &
Dalsgaard [65] base their analysis on one of these techniques: “random input”.
The random input technique suggests using a randomly chosen word from a
dictionary as a source of inspiration and new ideas. The conceptual distance is
potentially very remote from the domain. There is only one source of inspiration and the only tool that is used is the dictionary. Lateral thinking has even
less structure than Interaction relabeling. Metaphorical design [104] suggests
thinking of the design as something else completely through the use of metaphors. For instance, a library can be seen as a meeting place. The sources of
inspiration employed in Metaphorical design are slightly related to the domain,
usually a few metaphors make up the sources of inspiration, no tools or materials are suggested, but the activity is structured to some extent. Future workshops [80] take their participants through several phases, each regulated by
numerous rules. The idea is to separate critique, ideation, evaluation, and actions, each phase providing the base for the next. Future workshops are highly
structured and include the use of several materials and tools. Halskov & Dalsgaard’s [65] Inspiration Card workshops provide numerous sources of inspiration with varying conceptual distances from the design domain. The sources
are introduced on a great number of cards, but the structure of these workshops
is far looser than in Future workshops. Prompted exploration workshops have
the same degree of structure, seven sources of inspiration, the sources are not
introduced as materials or tools, and the conceptual distance from the sources
to the domain is very limited, close to none. It thereby differs from the other
methods mentioned in Halskov & Dalsgaard [65].
With these inspirational sources, I describe the method, the seven themes, and
how the method was utilized.

7.2.2

The nature of Prompted exploration workshops

The Prompted exploration workshop is a Participatory Design workshop that
strives to provide participants with inspiration that supports ideation and design argumentation, when it comes to IT security sensitive IT artifacts. These
sources of inspiration include seven so-called themes. The term theme is not
a perfect description; however, no precise terms exist for this type of source
and, therefore, the rather generic term “theme” was chosen. The theoretical
sources of inspiration for the structure of this workshop and the idea to improve participants’ ideation and design argumentation through the introduc-
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tion of sources of inspiration are discussed above. Likewise, the idea to introduce sources of inspiration that stem from a relevant body of research and
ﬁeld studies is discussed above. The form of the seven themes is best described
using the rhetorical concept “topos” [53]. Topos is the Greek word for places.
The word was introduced as a metaphor in rhetoric by the ancient Greeks. A
“topoi” (singular) is a place you go to ﬁnd arguments. One may think of topoi
as a generic type of argument. Researchers of rhetoric still discuss the deﬁnition of topos; however, it is outside the scope of this discussion to elaborate
further on the matter. Gabrielsen provides a thorough discussion of the different deﬁnitions of topos in his book “Topic” [53]. The seven themes provided for
Prompted exploration workshops are accordingly “places” that workshop participants can “go to” to ﬁnd or improve their design arguments on IT security.
The seven themes are: 1) Implicit security – appropriate security mechanisms
in place without users’ knowledge; 2) Security negotiation –the best way to
achieve security is via ad hoc in situ negotiation; 3) Social navigation – people
locate the best practices for security handling through social navigation; 4) Motivated security – people are motivated to behave securely; 5) Tangible security
– people feel comfortable about security bound to physical objects; 6) Proportional security – “take not a musket to kill a butterﬂy”; and 7) Feeling secure –
making people behave in a secure way is not enough; people deserve to have a
secure experience as well. The themes should been seen as contrasts to media
discourse and the way IT security sensitive artifacts are usually designed. The
themes are – in terms of Dindler & Iversen [32] – “tipping the scale towards
transcendence.” Each theme contains a title and short text, which explain how
the theme should be understood, and it contains at least one everyday example.
Generally, the descriptions and the titles of the themes were appropriated to
the intended group of participants. They were written in Danish. The titles
mentioned above are only labels used for reference among workshop facilitators and other researchers.
The seven themes are rooted in the experiences of other researchers and the experiences I had had with HCI Security at the time the themes were developed.
The themes cannot and should not be seen as a ﬁnal and exhaustive list of
themes; however, these themes covered what was available at the time. Below, each of the seven themes are motivated and explained:
Implicit security– Users of the previous Danish digital signature systems were
often prompted for veriﬁcations through dialogue boxes describing mainly
technical and abstract matters. The protocol required regular user maintenance in order to remain secure. HCI Security researchers have been struggling
to ﬁnd a balance between necessary user interaction and implicit security handling. Implicit security – as a theme – strives to tip the scale toward handling
most technical and abstract aspects in an implicit manner and only presenting
relevant information and choices to users [113, 117].
Security negotiation – According to McCarthy & Wright [96] users of technology make sense of technology artifacts through ongoing dialogue. Prior ex-
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Figure 7.2 The seven themes as they were presented to the workshop participants (in
Danish)

periences and other people play an important role in these dialogues, and it
does not matter whether these other people are present and take part in an unspoken or spoken dialogue. IT Security is often handled through policies. A
hierarchy of rules speciﬁes which actions certain roles are allowed to perform
under which circumstances. Often, this is the way technology handles security
issues. Most commercial IT artifacts have implementations of roles and rules
based on authorization. An example is the prevalent standard XACML [118],
which is widely used. The standard becomes part of other prevalent standards
(e.g. the health care IT standard IHE/HL7 [75]). Inherently, policies are speciﬁed at one time and place and enforcements at other times and/or places.
These aspects of policies are inconsistent with McCarthy & Wright’s view of
people and technology, and Security negotiation –as a theme– therefore tips
the scale toward specifying less beforehand and, thereby, letting more security
assessment be decided in an in situ and ad hoc manner; the latter is more consistent with McCarthy and Wright’s perspective.
Social navigation – Social navigation as a phenomenon has been addressed
thoroughly in HCI literature [71]. A few papers have also explored the way
social navigation inﬂuences the way users handle IT security sensitive artifacts. Social navigation is not a concept one can design for; it is a phenomenon.
What you can nonetheless design for is the fact that the actions of other users
are visual peripherally. Social navigation – as a theme – tips the scale toward
visualizing the use and wear of other users.
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Motivated security – Statements like, “Users are not motivated towards behaving securely” and “Whenever possible, users have a sloppy attitude towards
security handling”, appeared in informal discussions with several IT Security professionals. Likewise, several research papers assume or conclude that
users are anything but motivated. Motivated security – as a theme – suggests
that participants, when designing, should assume that users are motivated.
Thereby, the theme more than tips the scale toward a general view on users’
motivation.
Tangible security – For centuries, security has been handled by the use of tangible artifacts like physical keys, seals, and identity cards. So-called multifactor
security also has a physical dimension. One of three possible dimensions is
“something that you have” and another is “something that you are”. Whereas
the last factor “something that you know” has been used too much and too often, tangibility has a huge potential when it comes to dealing with IT security
in the future. Tangible security – as a theme – is tipping the scale toward more
tangibility in the design of IT security sensible IT artifacts.
Proportional security – In IT Security, proportions seem to have been discarded.
Standard authentication mechanisms, like public key encryption or user names
and passwords, are used if a system needs to know the name of the user. An
example of a more proportional way to think of security is a municipality selfservice website in Denmark that users can use to sign their children up for
kindergarten. A standard way to do this is to insert strong authentication
mechanisms, verifying the identity of either the parent or the child. Instead,
the system was left open, so that anyone could sign up anyone. With no possible gain on the part of intruders and no risk on the part of the municipalities,
no one misused the system. Paper III discusses this example and, moreover,
reports an example of a major furniture company that offers a wish list functionality on their website and demands credit cards credentials for customer
authentication, before the customer is allowed to create a wish list. Proportional security – as a theme – is tipping the scale toward a more relaxed view
on which degree of security is needed.
Feeling secure – In Bødker’s NordiCHI keynote in 2006 [10] she discussed new
HCI challenges. It is not enough to make IT useful. Users’ experience is important and so are the emotions that users associate with the use of IT artifacts.
For the HCI Security domain, this means that it is not enough to make users behave securely or make them do the right thing. The use of IT Security sensitive
IT artifacts should also yield a secure experience. Feeling secure – as a theme
– is tipping the scale toward designing for a secure experience.
In the ﬁrst phase of the Prompted exploration workshops the seven themes are
presented and discussed brieﬂy among the participants and designers. Then
participants are split into smaller groups of two to three participants and at
least one designer. Each group discusses the design task and describes one or
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more design solutions and illustrates it by sketching it or building cardboard
mock-ups. Each group presents their solution to the participants in the other
groups. Prompted exploration workshops are described in more detail in II.
The Prompted exploration workshop as a method has been applied twice. The
workshops were part of the design process described in chapter 6. The workshops are described thoroughly in II. A group of printers from a local printers’
union branch participated in the ﬁrst workshop. A group of elderly people
from a local community for elderly people participated in the second workshop. Paper II describes and discusses participants’ activation of the themes
and the concrete ﬁndings of the actual design task.

7.3

Acting out security

The design process described in chapter 6 revealed a need to answer this question:
“How do I intervene in everyday contexts with prototypes, taking
into account that security handling happens rarely and quickly?”
There is a long tradition in HCI for evaluating designs. Evaluation is especially
important in an iterative design process where continuous improvements need
to be challenged toward the end of each iteration. Equally, it is important to
explore the ways in which a design inﬂuences intended users’ experience of
security. Such a study should be an integral part of an iterative design process,
if the design is intended for an IT security sensitive context.
The nature of security handling is that it happens rarely and often for a very
short period of time. Authentication, authorization, signing, and paying are all
examples of phenomena that most often happen quickly. If seen from a single
person’s point of view, these phenomena happen infrequently. The four phenomena most often comprise inter-person communication. One part carries
out the action in question, and another part receives this action (e.g. a customer pays and a clerk receives the payment). Seen from the point of view of
one person, carrying out one of these four actions toward one particular party
happens even more infrequently. In a design process this is precisely the case.
A prototype is most often designed for one particular party and a group of
users who have agreed to participate in a design activity. Therefore, it is difﬁcult to observe these four actions as part of a design intervention.
In the next section I argue how the Acting out security method was the product
of discussions of and inspiration from existing approaches in HCI literature.
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Theoretical sources of inspiration

The Acting out security method draws on a holistic view of the user and the
use situation and is a qualitative empirical case study similar to Mobile probing and Prompted exploration workshops. Swallow, Blythe & Wright’s [114]
arguments regarding the richness, details, and wider implications also count
here. See the section on qualitative methods for further references.
The Acting out security method is based on the almost classic idea of having potential future users try out a prototype. Over the years this has been
referred to as prototyping, try-outs, evaluations, testing, interventions, and
probably many other terms. This type of method dates back to Floyd in 1984
[48]. Kyng [87] calls these activities prototyping and refers to concepts like
“conventional prototypes” [87] when positioning his design activities toward
others. He does not specify a reference for these “conventional prototypes”
and therefore also writes the term using quotation marks. I regard Acting out
security as a method that relates to and differs from this general idea of “conventional prototyp[ing]”. Mogensen [97] presents what he calls provotyping.
His aim is to provoke everyday practices in order to encompass the taken-forgrantedness. In his paper he gives a historical account of prototyping activities of the type that strives to involve users in the design process. He mentions
Bødker [12], Ehn [40], Floyd [49], and Grønbaek [62]. Other relevant references include Bødker et al. [18] and the book “Design at work” by Greenbaum
& Kyng [60].
Kyng [87] investigates Cooperative design and describes a design process with
a high degree of user involvement. He introduces Cooperative design workshops. In these workshops participants act out use scenarios: modiﬁed use
situation descriptions. Use situation descriptions are, according to Kyng, descriptions of regular use situations, which were created by workshop participants in earlier design activities such as ﬁeld studies or observation studies. Use scenarios describe regular use situations that are modiﬁed, so that
newly developed prototypes aid workshop participants in their work. The
workshops allow participants to get hands-on experience with the prototype.
Hands-on experience allows users to try “out [future applications], and changes
in use practice can to some extent be predicted, discussed, and evaluated early
in the process as input to continued design work” [87]. According to Kyng,
workshop participants cannot fully understand representations of their own
work practices or representations of designs. Therefore, these try-outs and
hands-on experiences are necessary for participants to fully participate in design discussions. It is important to understand that even though workshop
participants are asked to act out use scenarios, they still play the role of themselves. They act out realistic situations in contexts they are very familiar with.
Kyng considers his exploratory prototypes different from “conventional prototypes”, claiming that its purpose is different. “Conventional prototypes” are
utilized to evaluate designs. Exploratory prototypes are utilized to try out dif-
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ferent ideas with future users. Participants in Acting out security activities are
also participants that act out. However, as explained above, users are either
sloppy or ambitious when they are asked about IT security. Therefore, if users
are instructed to handle IT security mechanisms, as part of acting-out use scenarios, they tend to either follow the script to an extent that is not realistic or be
sloppy.
Bødker [7] suggests we analyze design activities from a material relationship
perspective. When participants choose to act in a sloppy or overly cautious
manner, it may be due to the researcher-participant relationship. If asked to
handle IT security mechanisms, participants are likely to see it as a test, and
they would therefore either try to perform the task in a secure manner or give
up if it is too difﬁcult for them. Isomursu, Kuutti & Väinämö [76] try to get
around this researcher-participant relationship by asking friends to record each
other. What happens is that participants script video sessions and instruct each
other. Instead of returning videos of the actual use situations, the participating
users returned recordings of acting that they had scripted themselves. These
scripted videos may contain innovative inspiration for the researchers, but they
cannot be used in an exploratory study like the one described by Kyng, because
the “no input from researchers” principle was taken into account during the
scripted action.
Danholt [26] discusses the performative aspects of prototyping. He argues that
prototypes prescribe, animate, and produce participants’ agencies and bodies.
Equally, he sees prototypes as concrete and present as well as imaginary and
futuristic. And according to Danholt, this has transformative consequences for
both the prototypes and the individuals who try out these prototypes. That
is, prototyping activities are twofold and focus both on the prototypes and the
people using them. Looking at the IT security domain from a performative
aspects lens, the sloppy or overly ambitious behavior described above comes
into mind. If a prototype and an associated use scenario, as Kyng [87] calls the
scripts for try-out sessions, look like IT security, it will transform users’ agency.
Therefore, try-out sessions with IT security sensitive prototypes cannot be carried out as if the users are “who they are” or “behave as they always do.”
Developing the Acting out security method, performative aspects were taken
into account, in line with Danholt’s suggestions. It is important to consider
how the scripted acting and the prototypes transform user agency.
Iacucci, Kuutti & Ranta [74] present two techniques based on acting: Role
Playing Games and SPES (Situated and Participative Enactment of Scenarios).
Where Kyng’s prototyping activities [87] are governed by use scenarios, that
is, modiﬁed use situation descriptions, the Role Playing Games suggested by
Iacucci et al. are scripted by acting out roles in artiﬁcial settings. Facilitators
produce settings, roles, events, and incidents. The setting is a mock-up of toys
and a toy character represents every role. Then participants act out their designated role in a setting. These enactments provide input for future prototyping
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activities. The idea is that the enactment will help participants be innovative when it comes to producing new possible design solutions for the roles in
these settings. The SPES activity is very different, even though it is presented in the same paper. In SPES activities a designer shadows a user for one or
two days during normal activities. The designer brings a mock-up that represents a future design. If any interesting situations or incidents arise, either the
user or the designer can trigger a scenario enactment. Then the designer will
invite the user to take the mock-up and enact a speciﬁc scenario. During the
enactment the designer documents the enactment in different ways (e.g. with
a digital camera and by taking notes). As a method Acting out security can
be placed in between these two techniques. Still, these two techniques differ
from Acting out security. First of all, these two techniques are intended for
mobile computing designs and Acting out security is for the IT security domain. In Acting out security activities participants act out activities in settings,
but these settings are natural and realistic settings (e.g. a speciﬁc café) that
the participants are very familiar with. The activities are common everyday
activities (e.g. buying drinks and snacks in a café) that take place in such settings. All participants act, but they play themselves. This differs from Iacucci
et al.’s Role Playing Games where the facilitators model all the settings and
roles. But SPES activities actually take place in the settings that users normally
act in and the activities are the activities that users normally take part in. Acting out security as a method is meant to seamlessly mix scripted acting and
actual hands-on experiences. SPES activities contain an explicit (almost ceremonial) shift between acting and non-acting. Acting out security is meant to
encompass this explicit shift between acting and hands-on experiences. If participants are made explicitly aware that from now on IT security handling will
be in focus, the problems identiﬁed above in the treatment of Danholt’s performative aspects [26] and in the treatment of Bødker’s researcher-participant
relationship become ever more pronounced.

7.3.2

The nature of Acting out security

Acting out security as a method is a prototyping activity. It is a way to place
a given prototype in the hands of users. The prototypes are IT security sensitive prototypes. Hands-on experiences give potential futures users a feeling
of what it would be like to handle the prototype in question. Moreover, the
designers get a sense of how potential future users encounter and handle the
prototype in IT security sensitive situations. Danholt’s performative aspects
[26] have been taken into account in the development of Acting out security, as
have researcher-participant relationships (or more likely designer-participant
relationships).
The idea is that participating users are instructed to be present in a certain location, participate in a certain activity, using a certain prototype. In the instance
reported in paper II, the location is a café, the participants are instructed to hang
out, socialize, and purchase drinks and snacks from the bar using the prototype
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payment functionality described in chapter 6. Whatever the participants end
up doing, it is not the same as they would have done if they were not participating in this activity. It is a way to act out a speciﬁc activity. However, it is
not scripted like the theater or role-playing. It is not even as controlled as the
role-playing games described by Iacucci et al. The participants are given no IT
Security instructions. The underlying thought is that the non-scripted activities
that the participants are familiar with will be somewhat close to the way these
users would have handled such a prototype. By ﬁrst telling the participants
what to do, then handing them a prototype and subsequently watching how
they handle the prototype allows for certain dynamics. The instructed part and
the less instructed part of the activities are thereby mixed seamlessly. “Acting
out security” is not necessarily the most accurate name for the method, because
it produces role-playing and scripted acting associations. However, by using
the word “acting” I admit that the designers do not encounter their participants
as the participants “really are” (refers to in [26]).
The method has been applied once as part of the design process described in
chapter 6. The Acting out security activity took place in a café and four young
people and a bartender volunteered to participate. The participants frequently
visited the café and the bartender worked there. The participants were given a
very short introduction to the prototype and instructed to hang out, socialize,
and buy drinks and snacks in the bar. The bartender was told how to use the
terminal (see chapter 6 for an elaborate description of the prototype). The participants spent two and a half hour in the café without being instructed what
to do. All participants placed orders in the bar two or three times and used the
prototype to pay for these orders (in Denmark it is common for café guests to
pay when they order, not immediately before leaving). It is unethical to make
participants use their own money while participating in a design activity, so
the participants were told that their expenses would be reimbursed. The prototype can be skinned as described in chapter 6. The logo and colors used by
the café were used as a skin on the prototype, making it ﬁt the café interior.
The results of the Acting out security activity are described and analyzed in
paper II. Several of the participants mixed their point-of-sale technology experiences with café visits in general and other payment forms. For instance,
one of the participants mentioned a drink that was not on the hardcoded list
of drinks. At ﬁrst, this caused some confusion, but then the bartender and the
participant agreed to put it on the bill as a snack with the same price. Acting (the scripted part) and the less scripted part were further mixed, when a
friend of one of the participants walked into the café. The participant offered
to lend her friend her cell phone (with the prototype installed) and use it to
buy a drink. The participant’s friend went to the bar, ordered a drink and paid
using the prototype.
Some of the participants had the prototype installed on their own phone and
others borrowed a phone on which the prototype was already installed (because their phone could not run the prototype). During the initial part of the
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activity, when I was installing the prototype on the participants’ phones (this
was before Apple’s Appstore and Google Market made the installation of apps
very easy), I realized that the users were starting to perform. Just talking about
installing an app made the participants position themselves: “I do everything
in the right way,” or “I cannot ﬁgure out how to handle my phone securely and
therefore I do not even try.” Hence, it is very important to keep performative
aspects as described by Danholt in mind as early as in the initial setup phase of
Acting out security activities. However, an initial phase is necessary in order
to get a prototype in the hands of the participants and, consequently, it cannot
be omitted.
The fact that I had promised the participants that we would reimburse their expenses remained an artiﬁcial feature of the Acting out security activity throughout. The reimbursement aspect unquestionably urged the participants to order
more than they would usually have done. They also placed more frequent
drinks and snacks orders and thus carried out an unusual number of payment
transactions for one evening. But none of these parameters were studied, and
one could argue that if the participants used the prototypes often, it would improve the results of the prototyping activity.
It is necessary to arrange and carry out more Acting out security activities. In
future experiments with this method it would be interesting to include more
locations, make the activity last for a longer period of time, and instruct participants to do even more activities. Still, the participants should only be instructed to participate in the activities and not be told how to actually do it.

Chapter 8

Conclusion

This section concludes the work that I have been doing for the past four years.
The overview part of this dissertation summarized the development of the
three design methods and a framework. Moreover, the design process that
led to the design of a digital signature solution has been described. I have discussed how the “research through design” approach [120] has contributed to
our understanding of technology users’ experiences of security. Below I revisit
my research questions.
What is the nature of technology users’ experience of IT security
and how do IT security sensitive IT artifacts inﬂuence these experiences?
I collected a number of short stories on technology users’ encounters with IT
security via a Mobile probing activity. The participants of two Prompted explorations workshops recounted their experience with IT security as a part of
their design argumentation. And the participants of the Acting out security
activity activated their prior experiences with IT security, when using the digital signature solution prototype. This data was analyzed through McCarthy
& Wrights’ experience framework [96], including the four threads of experience, the six sense-making processes, and Dewey’s four processes.
How can we design IT security sensitive IT artifacts based on technology users’ security practices and experiences of security?
I developed three design methods and a framework that aim at informing the
design of IT security sensitive IT artifacts. The design methods have been deployed as a part of a research through design process [120]. The design process
exempliﬁes how IT security sensitive IT artifacts can be designed, and it serves
as a source of inspiration in this connection. In continuation hereof, the designed prototypes can be seen as design exemplars [120].
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Discussion

McCarthy & Wright’s experience framework [96] helped shed some light on
matters of emotions and the composite nature of security experiences. It thus
turned out to be an expressive tool for describing users’ encounters with and
handling of IT security artifacts. It helped focus on the ongoing processes that
make these encounters with IT security situated and context dependent. It
offered an expressive way of communicating gained experiences as well as
immediate experiences of security. Investigations of IT security sensitive contexts usually provide reports on security incidents or technology users’ security
workarounds. However, McCarthy & Wright’s pragmatism approach offered
an analysis tool that focused on individual experiences and the way in which
this approach changes over time. This focus helped describe why users end up
behaving in an insecure way (seen from an external point of view). Furthermore, it helped describe users’ ongoing experiences, rather than focus on the
workarounds that occur when users end up in unanticipated use situations.
The framework is, however, descriptive and does not immediately point toward design. A predictive framework, on the other hand, would require models of technology users’ experience of security. According to Stevens & Wulf
[110], such models are likely to be based on assumptions that are not viable in
unanticipated future use situations. And the existing models of IT security are
precisely the ones that users work around [1, 35, 99], which accordingly poses
a dilemma for such modeling possibilities. The security framework that I propose seeks to navigate around this dilemma by pointing toward the design of
IT security sensitive IT artifacts. It is descriptive and inspired by McCarthy
& Wright’s experience framework [96], but it nevertheless points toward design. Assisting analysts in extracting relevant empirical ﬁndings from empirical data, it points toward the design of IT security sensitive IT artifacts that are
more suitable for supporting intended users’ security experiences. However,
when a framework helps extract some ﬁndings and not others, it ﬁlters the outcome. Analyzing empirical data through a framework is like looking through
a lens that focuses on some aspects and leaves out others. Accordingly, the
choice and the details of the framework are in contrast to a rich and open data
analysis. This again poses a dilemma, as we want both an open understanding
and a focus on usable IT security. Again, it is helpful to focus on the design,
and using the security framework for this purpose helps tip the balance toward
designing for a secure experience.
The involvement of potential future users has been an overall strategy for incorporating users’ security practices and experiences into the design process.
For instance, Prompted exploration workshops were meant to involve users
in the design process via a “from within” approach. In such processes, the
participants’ needs, suggestions, and experiences framed the design process,
and the workshops were also meant to involve and thereby inﬂuence the participants. The security themes can be seen as abstract concepts that participants
concretized or as input that frames or improves participants’ design work. This
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is a “from without ” approach. This paradox – wanting to obtain suggestions
and needs from the users themselves, while at the same time inducing insight
from without is as old as Participatory Design itself. Suggesting that the users
involved needed to be prompted to activate relevant practices and experiences
falls in a long tradition of participatory design, which has always tried to create a balance between understanding what users want and helping them ﬁnd
out what they need. Muellert & Jungk [80] promote a “from within” approach
and, at the same time, give the advice that experts should inform the process.
More recently, Klokmose & Zander [85] address this question by introducing a
phase in which the participants are informed and a later phase in which the
participants do the design. Iversen & Dindler [32] argue that they “tip the
balance towards transcendence” by introducing artifacts that inﬂuence their
participants. Prompted exploration workshops are based on technology users’
security practices and experiences of security, while the seven themes are also
used to prompt the users. This equally tips the balance by inﬂuencing the
process toward certain approaches to security. Without ways to introduce IT
security-related concerns into such processes, there would have been no way
to even guess that the design processes addressed security issues. It is characteristic of usable security that users need quite a bit of help to ﬁnd out what
they need, and I hope that my methods have demonstrated how this may happen.
Doing security research is not without ethical concerns. I did not want to put
participants’ security at risk at any time, both because they were volunteers
who participated for altruistic reasons, and because the consequences for future IT security were unpredictable if the participants were asked to compromise this in the experiment. Of course this limits the range of research activities
that one may carry out and how these can be arranged. Furthermore, it limits
the scope of what can be studied and inﬂuences the analysis and the ﬁndings.
A challenge in ubiquitous computing situations, like those of using my mobile prototype, is that use situations are transient. Encounters with a certain IT
artifact may happen anywhere, at any given time, and in this case for a very
short period of time, e.g. paying a ticket in an airport. It is therefore difﬁcult to
set up realistic use contexts as part of the design, and facilitators may be kept
waiting for a long time. Frustrations over how one can assess such designs in
use are currently emerging in the ubicomp community (e.g. Korn & Bødker
in press [86], Brown et al. [17]). I have chosen a slightly different path, using
autobiographical and diary studies as well as scenarios for enactment to embrace this problem. However, these different methods inﬂuence the ﬁndings
and limit the analysis, as any method does. However, the security domain cannot escape the fact that use situations that require security handling are often
transient. In my work I have showed how transient encounters with IT security can be studied and brought to bear in design. The methods are only the
beginning of a toolbox that will hopefully continue to grow.
The three design methods and the framework make up this toolbox that de-
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signers can use and researchers can be inspired by. The design process and
product make up a design exemplar [120] that researchers can be inspired by
and that designers can take as their starting point. A toolbox is not a prescriptive method that claims to help designers or users in any situation. My understanding of methods dates back to Floyd [50], and the consequence hereof is
that the proposed methods and framework need to be appropriated and made
useful by those who use them. Furthermore, design processes, in order to beneﬁt from the use of these tools, need to be open and situated. Designers’ backgrounds and skills, the context, and also the participating users inﬂuence its
use. When proposing these tools as an answer to my research question, I admit that the tools are not the full answer; it is only the beginning of the toolbox.
This is both because more tools are needed and because I can only point to the
design process described in this dissertation, as a prototype for an answer to
how one can translate the relevant input into design. Moreover, I concur with
Stevens & Wulf’s [110] call for IT artifacts that support users’ security practices.
My work here is only a beginning.

Fallman [44] mentions that design methods may be design artifacts themselves, and Bertelsen [5] argues that theory, as well as design methods, are design artifacts. The three design methods presented in this dissertation make up
the interim results of design processes. The methods were developed in three
stages, and they are based on the previous empirical and theoretical work of the
project: In the ﬁrst stage I considered the process based on available theory. In
the second stage, the methods were applied in empirical/design sessions that
involved a number of users and, ﬁnally, the methods and the users’ experiences hereof were studied in relation to additional theories and related work
in order to be crystallized into the proposals presented in the papers.
I have chosen to frame my contributions via these three design methods, which
accordingly reﬂect some of the challenges that occurred in the process of understanding usable security and designing for it. There is a long tradition at Aarhus University for conveying research results as methods, and this approach
resembles e.g. Halskov & Dalsgaard [65], Iversen & Dindler [32] and more historical examples such as the Participatory Design methods presented in ‘Design at Work’ by Greenbaum & Kyng [60]. Here, developing design methods
is thought of as a vehicle for conveying research to practitioners, enabling them
to pick up the design methods, appropriate and apply them in their own concrete design projects. At the same time, for the researcher, they reﬂect theoretical concepts and technical challenges, in my case pertaining to IT security in
general and usable IT security in particular. Design methods are a type of contribution that lies between design exemplars [120] (or concrete instances[70])
and grand theories. They constitute what Höök & Löwgreen [70] refer to as
intermediate-level knowledge. The strength of these contributions is that they
are applicable in a range of design cases and they are more general than a speciﬁc, concrete design project; at the same time, they acknowledge that design
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is situated and a product of a speciﬁc design situation. A design method is not
a set of instructions that will help users (e.g. designers) in a given situation.
Rather, the methods help the user by ‘dressing’ him or her up for action, i.e.
preparing him or her [111]. I am aware that these suggested methods have not
been systematically validated in use by myself or others. However, the contingency and speciﬁcity of the particular design processes make such systematical
assessment difﬁcult and beyond the scope of this dissertation. Instead, I hope
that the methods will be picked up by designers and tested in design processes.
Furthermore, I hope that other researchers will appropriate these methods and
try them out in other contexts.
Obviously the design methods as such are not the only contribution or the
only result of my work. My theoretical and empirical work have generated
a number of ﬁndings and concerns that in themselves could merit much more
attention than I have been able to give them in this project. The underlying
perspective of these design methods is to involve users more radically in the
design of IT security sensitive IT artifacts, thus reframing the mere concept
of usable IT security. It is my hope that this perspective will grow and become what Höök and Löwgreen [70] refer to as a ‘strong concept’: a generative
intermediate-level knowledge concept that helps designers and researchers,
across design projects and domains, produce improved IT security sensitive IT
artifacts. Höök & Löwgreen [70] argue that strong concepts must be: 1) contestable, inventive, and novel; 2) defensible, grounded empirically, analytically,
and theoretically; 3) substantive, relevant to the ﬁeld and generative powers.
As argued in chapters 4 and 7 the methods and the underlying perspective are
contestable, and as described and discussed in chapter refcha:thethreemethods
they are defensible. However, only further use can make this underlying perspective substantive. In addition, the perspective needs to be unfolded further
in order to develop the adequate generative powers of a strong concept.
Whereas I argue, in line with Stevens & Wulf [110], that modeling user behavior is a pitfall, advocates of modeling (represented as the blue thread in
ﬁgure 4.2) may point out that my approach lacks predictive powers and, therefore, requires too much effort on the part of the designers. Predictive models
would allow researchers to study users, develop models, and it would allow
designers to apply and implement the models. Involving users and claiming
that design is situated move efforts from researchers to designers and depend
on much more analytical work in each design project. As this is more time and
energy-consuming in the ﬁrst place, I suggest that grounding designs may later
help avoid the need for effort-demanding security workarounds.
Advocates of security through training (represented by the yellow thread in
ﬁgure 4.2) may argue that my approach deals with everything at the same time
[3]. Instead, problems should be disintegrated and studied in detail in laboratory studies that make it possible to study each element in turn and ensure that
other elements do not inﬂuence the results. In my situated approach, I question whether ﬁndings from isolated laboratory studies have relevance for the
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design of artifacts that will be used in contexts where all aspects are at play,
and along with McCarthy & Wright [96] I argue that the compositional aspects
(or thread) of an experience of security cannot be isolated from the use situation as such. Accordingly, it is not an option here to dismantle this problem
and study the isolated parts; that is, in a dissertation like mine it is necessary
to carve out pieces of reality differently and deal with the complexities of the
use and design of IT security sensitive IT artifacts differently.
A possible critique from the advocates of modeling and the advocates of security through training may be that my contributions say very little about the
products. I only provide elusive guidelines for what IT security sensitive IT artifacts should look like. I fear that guidelines that – in a predictive way – try to
improve the usable security of IT artifacts in general have a one size ﬁts all ﬂavor to them and, therefore, are not worth pursuing. In fact, I concur with Floyd
[49] that while the product focus may be important to the design, it is not sufﬁcient. In Floyd’s view, the process focus is equally important, and the chosen
process affects the usefulness and appropriateness of the IT artifacts in question. Hence, in this dissertation I have applied the process focus more than the
product focus, because the process focus was insufﬁcient when it came to IT security sensitive IT artifacts. Evidently, the next important step is to strengthen
the product focus once the process focus is in place.

8.2

Future work

From a design point of view, several steps could now be taken in order to further develop the digital signature design. These steps are mentioned in chapter
6.
In order to do further research, design methods should be tried out by other
researchers in other research projects so as to explore the methods’ usefulness
and develop them further. This requires that the new projects appropriate the
methods and make them “their own”. Another approach could be to make HCI
practitioners use the methods in a design project and study the way they go
about this task. In general, it could be interesting to extend the three methods.
For instance, Mobile probing could be applied in a group of even more people.
Prompted exploration workshops could be held as a consecutive series with
the same participant group. Acting out security activities could involve more
settings, different appliances, and cover a longer period of time, days perhaps.
As discussed above, an interesting experiment would be to make potential future users participate in a Mobile probing activity, followed by a number of
Prompted exploration workshops and Acting out security activities. Then the
continuity between these design activities could be explored and participants’
experiences over time could be studied.
The three design methods more or less correspond to three design phases:
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analysis, design, and evaluation. In chapter 3 I also mention a fourth phase,
namely implementation. Bringing users into that particular phase is not necessarily advisable or doable. The research area of end user programming has
been studied for years, but it is not within the scope of this dissertation to discuss it here. Instead, Grinter et al. [61] call for smaller building blocks that
support usable security. Combined with Stevens & Wulf’s [110] call, a way to
address this could be to develop a set of building blocks that help programmers implement IT artifacts that support users’ security practices. Another
way could be to implement building blocks, in a more ﬁnished state, that users
could put together and thereby arrange themselves in a way that yields a secure experience. However, the latter suggestion could also been seen as a part
of the design phase.
The toolbox is not ﬁnalized, and the three design methods and the framework
do not compose an exhaustive set of tools. Other tools could be developed and
thereby improve the set of tools available, when designing IT security sensitive
IT artifacts. The tools themselves are open-ended. Those who use the methods should appropriate them. For instance, the list of security themes used in
Prompted exploration workshops could be revised or extended. More dimensions could be added to the framework.
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Paper I

Threats or Threads - From Usable Security to
Secure Experience?

Niels Raabjerg Mathiasen

Susanne Bødker

Abstract
While the domain of security dependent technologies brings new challenges to HCI research it seems that the results and break- throughs of
HCI have not been used in design of security dependent technologies.
With exceptions, work in the research ﬁeld of usable security may be criticized for focusing mainly on adjusting user behavior to behave securely.
With our background in newer HCI perspectives we address secure interaction from the perspective of security technology as experience. We analyze a number of collected user stories to understand what happens when
everyday users encounter security dependent technologies. We apply McCarthy & Wright’s [96] experience framework to the security domain and
our collected stories. We point out that there are signiﬁcant differences
between being secure and having a secure experience, and conclude that
classical usable security, focus on people’s immediate security experience,
and the full focus on experience proposed by McCarthy & Wright lead to
three very different interaction concerns, analytically and as regards design. We illustrate these differences by examples, and conclude with a
discussion of how to advance the ﬁeld of usable security.

Published as: Mathiasen, N. R. and Bødker, S., Threats or Threads - From Usable Security to
Secure Experience?. In Proceedings of NordiCHI 2008: Using Bridges, (Lund, Sweden, October
18-22, 2008).
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Paper I Threats or Threads - From Usable Security to Secure Exp …

Introduction

Lack of usability has proved an important hindrance for raising IT-security
among everyday users [107]. Everyday users are concerned with data privacy, conﬁdentiality and authorization. These same everyday users are forced
or encouraged by computer systems to behave in a secure way. To ensure
IT-security, computer scientists and system designers have invented strong
cryptology and secure protocols to enforce security. Hacking of state-of-theart security systems is now so difﬁcult that hackers turn to users and the use
situation. Early attempts to improve security of use situations have led to systems and system maintainers that request users to behave securely. In 1999
Whitten & Tygar [117] deﬁned the term usable security and ﬁve properties of
the security domain. They used their deﬁnition and properties to analyze and
explain why users behave inappropriately when using PGP 5.0. The rising research ﬁeld of Usable Security, also known as HCI Security, features around
300 papers1 . Several approaches may be identiﬁed within this emergent ﬁeld.
One approach is to investigate users’ choices, statements, knowledge, etc. Surveys [47] and scenarios to investigate user choices [66] are dominant instruments of this approach, leading to such results as quantitative measurements
and overviews. Another approach is to evaluate different security related applications. We already mentioned the Whitten & Tygar’s [117] evaluation of
PGP 5.0. Others work with design strategies, design patterns or guidelines.
For example Yee [119] that introduces 10 principles of usable security and DiGioia & Dourish [31] that introduce the social navigation pattern to the security
domain. Security is a broad term. It represents personal security, physical security, information security, and computer security. Traditionally, computer
security is thought of as software security mechanism (e.g. passwords, encryption), mostly in relationship with electronic information and services. Usable
security is less well-deﬁned. Often usable security is concerned with improving the usability of security mechanism. Such concerns lead to a focus on systems and their components. If one focuses on the use situation, users, contexts,
and the users’ prior experiences are included. Accordingly, usable security of
use situations is based on a wider deﬁnition of security. This deﬁnition includes information security if and when it comes to the information the users
are interested in. It furthermore includes concepts originating from personal
security when it comes to e.g. the perception of being secure and it includes
parts of physical security (e.g. electronic door locks, ﬁre alarms). When technology is part of situations where security is at play according to the wide description described above we will refer to it as security dependent technology.
Pedersen & Pagter [100] started to look at security beyond inappropriate use
of technology by revisiting hotel guests’ security behavior at large. They came
up with a model that describes which threats the guest may experience. By its
1

The research ﬁeld of usable security could be thought of as centered around SOUPS
(Symposium On Usable Privacy and Security) http://cups.cs.cmu.edu/soups/2008/,
a
blog
http://usablesecurity.com/,
a
mailing
list,
and
a
bibliography
http://www.gaudior.net/alma/biblio.html. The bibliography has almost 300 entries.
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starting point in user experience, this threat model was a ﬁrst step away from
security systems threat models that usually describe the threats, which the systems need to protect themselves against (e.g. denial of service, tampering with
data). As with the hotel guest, security dependent technologies are often used
in a mixed context. Users may be alone or collaborating with others. They
may be at work or at home. They may be participating in activities at work
interleaved with activities originating from the rest of their lives. Security dependent technologies often bridge between the physical and the virtual: hotels
apply electronic key-cards, credit cards help us pay in the supermarket, and
physical devices may even be necessary to grant access to entirely virtual information in e-banks or airport-security systems. It is not likely that everyday
users get a deep understanding of how encryption and decryption algorithms
work. Instead, in our everyday life, we base our security dependent choices on
a mix of rationality and experiences. It is in the ﬁeld between properties of the
security domain, and the experiences that users gain in everyday situation that
we place this research. In our research we analyze user stories to gain insight
into experiences at play in security dependent use situations. From these analyses we get a better grip of the tensions between how security systems may
work to encourage secure behavior from their users, and the importance of the
total use situation as well as past experiences of the users.

2

A Richer Perspective On Security

In accordance with Bødker [10] HCI research has largely come in three waves.
The ﬁrst, with roots in cognitive science bloomed in the 1970s, while the second,
identiﬁed by Bannon [2] took HCI “from human factors to human actors”.
Theory focused on work settings and interaction within well-established communities of practice. Situated action, distributed cognition and activity theory were important sources of theoretical reﬂection, and concepts like context
came into focus. Rigid guidelines, formal methods, and systematic testing were
abandoned for a variety of participatory design workshops, prototyping, etc.
In the third wave use contexts and application types broadened. Computers
are increasingly being used in the private and public spheres. Technology
spreads from the workplace to our homes and everyday lives and culture [6].
New elements of human life are included in the human-computer interaction
such as culture, emotion and experience [98]. Conceptually and theoretically,
these HCI perspectives focus on the cultural level. Within the usable security
ﬁeld, Whitten & Tygar’s [117] deﬁnition and ﬁve properties of usable security have largely been deﬁning the concerns thus far. They state that security
software is usable if the people who are expected to use it:
1. Are reliably made aware of the security tasks they need to perform.
2. Are able to ﬁgure out how to successfully perform those tasks.
3. Don’t make dangerous errors.
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4. Are sufﬁciently comfortable with the interface to continue using it.
Furthermore they describe ﬁve problematic properties of the security domain:
1. The unmotivated user property–users will normally not attend to a system with security issues as their main task. Therefore they may not be
motivated to do necessary security task.
2. The abstraction property–it-security policies and security mechanism may
consist of abstract concepts. These abstract concepts can be hard to grasp
for the users.
3. The lack of feedback property–hard concepts and the security conﬁguration of the system can be very hard to communicate to the users.
4. The barn-door property–if the barn door is open and the horse gets out
it is too late to close or improve the barn door. If a secret is revealed or if
a back door is installed, it is too late to defense one self from that.
5. The weakest link property–a system is as secure as it’s weakest link and
the users may end up playing the role as the weakest link.
Both the rhetoric in the area are concerned with making certain that users
behave appropriately and that security issues are black-boxed away from users’
misconduct and mistakes. The user is perceived as a cogwheel in the system,
providing only the necessary action and information when such cannot be retrieved by the system itself. This is a good example of the passive user of HCI’s
ﬁrst wave, discussed by Kammersgaard [81], the contrast to Bannon’s human
actor. Evidently, both ﬁrst and second wave HCI has ways of mending this
limited perspective. Nonetheless we would like to suggest that research on
usable security would beneﬁt from third wave thinking, while still emphasizing the second wave perspective of users as actors. In particular we will look
further at McCarthy & Wright’s [96] perspective of technology as experience,
while addressing usable security as experience (In line with Pagter & Pedersen
[100]).

3

Moving Ahead

Our focus is dual: On the one hand we are concerned with how users experience security, e.g. the extent to which secure technology makes them feel more
or less secure. On the other hand we are concerned with how security elements of technology as such adds to experiences of the technology, hence enhancing deﬁnition, these properties and much of the everyday the quality of
the interaction; does it help engagement, enchantment, fulﬁllment or irritation
(McCarthy & Wright’s terms)? In McCarthy & Wright [96]’s framework there
is a close connection between the experience and the way human beings make
sense. These two levels both help discuss the security experience as such and
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they help methodologically frame our study. McCarthy & Wright investigates experience through four threads: compositional, sensual, emotional, and
spatio-temporal. The compositional thread helps us address questions of how
the security element of an experience ﬁts into the coherent whole of the experience, and even if there are elements of the experience that may make people feel
more or less secure. The sensual thread helps address how generally the technology adds to the feelings of the situation in general, in particular the feeling
secure. E.g. this thread helps address what happens to the security experience
when people are under e.g. time-pressure. The emotional thread helps address
what emotions comes with the security element (e.g. fun, excitement or frustration), and even what emotions related to security does to the experience.
The spatio-temporal thread relates experience to time and place, and relates
the security experience e.g. to the difference between sitting at home with a
computer versus being in a long line at an ATM machine. When people make
sense of experiences they do so through six interrelated processes: anticipating, connecting, interpreting, reﬂecting, appropriating and recounting. These
processes emphasize how we prepare for experiences, and digest them by placing them into patterns of past experiences as well as we tell the experiences to
ourselves and others. This framework emphasizes how to understand the security experience or the secure experience; we need to move beyond the narrow
situation where the technology is used. While it is still necessary to capture use
as it happens, to get the picture of conditions that make for particular actions,
some of this as well as the experience processes are captured through users’
immediate interpreting and reﬂecting, as well as through the surrounding processes of anticipating and connection, on the one hand, and appropriating and
recounting on the other. This has consequences for the scope of our empirical
investigations as well as for the methods needed in the investigation. In order
to further address the relationship between the security technology and its use,
our starting point is in the fundamental dialectics between a technological artifact and its use [9]. On the one hand the artifact is designed for a particular
use, and often determines (resists, constrains and directs) quite strongly how
it may be used. On the other hand, the technological artifact is used according
to the needs and intensions of the user. Gasser [54] documented how the use
of even rather rigid computer applications develops beyond pure adaptation
by the user, through workarounds. This means that even such computer technologies that strongly constrain use get transformed in use. We capture and
understand use as experience [96], and we concern ourselves with how, on the
one hand, the use experience is determining the security technology, while on
the other hand, the security technology resists, constrains and directs the use
experience.

4

Towards Usable Security

The background of this investigation is a project under the heading of IT Security for Citizens, which bridges between research competencies in HCI and
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security. In this project, we develop methods and concepts to analyze digital
signature systems and security systems in a broad sense from the point of view
of contemporary HCI. The project includes literature studies of usable security as well as empirical investigations and design work. This paper reports on
ﬁeldwork, targeting user experiences of and with security technology. We aim
at improving security technology through our perspective and future efforts
will be directed towards prototyping and evaluation.

5

The Study

The particular study was set up to understand better users’ immediate experience of security technology, as part of their everyday use of technology, be
this at home or e.g. in the supermarket. We focused on user narratives, told
by users while they happen or immediately after they interpreted the experience. Such narratives point to the experience, appropriating and recounting
of user experience, while limiting the time frame and holding on to immediate
surprises. The narratives were collected as semi-structured data through email
and text messages. In analyzing the data we based ourselves on a grounded
approach [112]. Users were found through an open invitation on the project
website with additional active solicitation of friends of friends.

5.1

User Stories Collection

In total ten people signed up to participate. They volunteered to report back
whenever they had anything to tell. This could be successes, failures, frustrations, or strategies they used or was requested to use. Users were asked to report their experiences through text messages (SMS), picture messages (MMS),
text messages, pictures or video clips using e-mail, a voice mail answering service or through notes sent by surface mail. It was the thought that at least one
of these ways would come natural to all users. It was important that users’
efforts were minimal and the time was short from an observation occurred to
it was reported. In addition they were warned that we would return for in
depth interviews with some participants later. Observations were collected
for one and a half month. We received 41 observations. Of these 28 were text
e-mail messages, 2 were screenshots via e-mail, and 11 were text messages via
SMS. Some participants were very active and one did not report anything at all.
Some of the observations were triggered by interactions at point-of-sales counters, some by interactions at the participant’s personal computer, and others
were placeless statements or wonderings.

5.2

User Stories Analysis

The observations were inserted in a spreadsheet and tagged with the observer’s
ids, times and dates of reception, and the ways users reported the observation.
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Afterwards they were tagged with several tags dependent of the type of observation and what the observation was about. In particular we focused on
identifying technology that determine the use experience or use experiences
that determine the use of technology.

6

Secure Interaction?

Many of our observations are narratives about systems that one may deﬁne as
usable secure. Still the participant chose to report these observations as concerns over security. Deﬁning a system usable secure according to Whitten &
Tygar’s deﬁnition requires that the users behave securely which they most often did in the following examples.
”[...] how irritating it is when a website that I rarely use is protected by password.
Especially the Danish tax authorities self-service web site. I only use this web site once
a year and I never remember what password I chose a year ago [...]”
Most citizens in Denmark only communicate with the tax authorities once
a year when they do their ﬁnal taxes for the past year. Every citizen receives a
tax form stating what they have earned, and paid in tax. This is an invitation
to correct the ﬁgures and to add e.g. deductions. For many years it has been
possible to make this correction through a self-service website using ones social
security number and a password of the citizen’s own choice. One may order a
new password through e-mail, in which case one receives a one time password,
which should be changed immediately after log-in. Hence, while users may not
actually remember their password, this causes annoyance and uncertainty, but
does not constitute a dangerous error according to Whitten & Tygar’s deﬁnition
this system is usable secure.

Figure 1 Typing digits into home bank (giro form right and bank web left)

”[...] I used home banking to do a payment. Every time I do such a task I have this
insecure feeling that I mistyped some digits [...]”
It is usual for Danish citizens to receive postal giro forms for various payments (Fig 1). You may choose go to a bank and they will scan the giro form to
read the exact digits identifying the receiver, the customer and the payment.
Or you may use home banking to avoid physically going to the bank during
their limited opening hours. In home banking, the only way to identify the

120

Paper I Threats or Threads - From Usable Security to Secure Exp …

receiver, the customer and the payment is to type in three very large numbers.
Mistyping one single digit will send the payment to another receiver or tell the
receiver that the money came from another customer. Despite this, most customers actually manage to type the right digits, often because they check the
numbers twice. According to Whitten & Tygar, home banking can be seen as
usable secure. Nonetheless, many customers are left in doubt that they typed
in the right digits, and hence paid the right receiver the right amount of money.
”[...] I went to a toy store to buy a game paid with a credit card. The sales clerk
told me to use the chip on my credit card, but to sign a slip instead of typing my pin
code. I swept my card through the normal machine! First I was worried, I mean, it
should be the same in any store, but the store belongs to a big chain and it did not seem
to matter if my payment was enabled by a knuckle buster or not.”
Normally the procedure for paying with a credit card is to 1) Insert a credit
card 2) Type your 4-digit pin code 3) Acknowledge the amount of money 4)
Remove your credit card. When the terminals are ofﬂine they cannot contact
the server and check the pin-code so one has to sign a slip to conﬁrm the payment and prove the ownership of the credit card. Earlier generations of the
terminals would not work if they were ofﬂine. Stores used a card imprinter to
take an imprint of the card’s serial number. This imprint one could then sign.
This way customers pay without dangerous errors and they can continue using their credit cards despite the breakdown. Hence, according to Whitten &
Tygar, we may consider the credit card payment system usable secure.
“I just found out that you can freeze your home banking account [...] if one suspect
misuse–smart–weird that they [the bank] don’t make you aware of that.”
People like to know that if they get too worried they can always pull the
plug. To know that one can actually freeze one’s account may determine how
one feel about using home banking. One may argue that, according to Whitten
& Tygar, the user needs to be reliably made aware of that. But another argument may be that freezing one’s account is not a task one needs to perform
[117].
“I often forget to log off when I visit web sites that require a password. But actually
I do not understand why one has to. If I leave the website for 5 seconds and then return
I have to log in again. [...]”
Users may access password-protected websites from different computers,
locations and contexts. Websites that use password protection may rely on the
login as a proof of authentication and authorize the user to do restricted tasks.
To prevent hijacking of the authorization, the website encourages it users to log
off when the authorization is no longer needed. One may argue that the user
makes an error in forgetting to log off, but one may just as well argue that this
is not a dangerous error, and accordingly the website is usable secure. All of
these accounts talk about experiences where the participant actually behaves
securely and as prescribed and still ends up feeling annoyed, without control,
without overview of what is happening to them, i.e. not having a secure experience. In some instances, such as the logon and logoff to websites, the actual
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security technology added to their uncertainty, in the postal giro example it is
the strain of actually “playing machine” duplicating the digits that make users
feel unsecure. The password example illustrates that usable security reaches
beyond the here and now. The example with the freeze feature of the home
banking shows that you can actually design for improving the experience with
just a little more effort. And in the toy store example we see that people immediately compare experiences with similar experiences to get an idea of what is
going one. The unclear link between the present experience and other similar
experiences makes the customer worry. With these conclusions in mind it is
evident that a framework helping focus on security as part of a wider experience is necessary; wider, both in terms of history and background experience,
and the situation at large. Even though our data was gathered to focus on instances of security incidents, the above conclusion actually points out that we
need to know more about the context to understand the role of security in interaction. The data give us hints of such context, but barely more than that.
While the many ways of sending messages support immediate reactions to experiences that called for a security concern, these messages only scratched the
surface both as regards the actual setup and conditions that triggered the experience, and the depth of the experience in terms of the full experience process.

7

The Security Experience, The Secure Experience

To challenge our conception of what is needed empirically and analytically, we
turn, for a while, to two experience accounts, from our personal lives. The ﬁrst
account comes from Palen & Bødker [101] who analyzes Susanne’s experience.
“Susanne remembers:
Not long ago, I went to friends’ for dinner. It was quite a long drive, and on the way
there I remember thinking—do I need gas? No, no, I would probably make it. On the
way back, at almost midnight, I decided to stop for fuel anyway. Off the highway and
into the nearest town I went. At the major road crossing was a gas station. It was quite
deserted, but I was pleased to see it. I pulled up, took out my credit card and went out
to punch in my pin-code and open the gas tank. “Please insert the card”—I did—a
pause—“This card cannot be read.” I tried to turn the card, but that did not help. Who
cares?, I thought, I’ve got more cards! I inserted another card, and the same happened.
Now I started to worry—what had happened to my credit cards? Did I have cash? No.
Could I make it home without extra gas? Oh misery!
I decided to move the car to the pump behind me as a last attempt to identify if it was
the card or the pump causing the trouble. And I still negotiated with myself whether
I could make it home. Somehow the new gas pump did not share the problem—it read
my card, and asked for the pin-code. What a delight! There was no problem with my
cards, and I would not be stranded on the freeway in the middle of the night! I fuelled
the car while another car pulled up across the aisle. An elderly couple —who given the
way they talked, were on a date, they weren’t married— got out and the woman offered
to use her card. That was not accepted by the machine either, and they started to futz
about “doing things right.” At that point, I had gotten my fuel, and I felt that I could
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help out by telling them that I had problems too. Somehow, the man’s card worked. So
in the end, it probably wasn’t because I moved the car that the problem resolved; rather
it seemed due to some sort of periodic error in the payment system.”
Palen & Bødker [101] point out that based on Susanne’s experience (and
the couple’s lack of it), she “read” the situation differently from the couple.
They thought they made a mistake, whereas she had ruled that out because
of earlier problems with credit cards. However, Susanne’s experience was not
made better with the dark night, the risk of being stuck along on the freeway,
the deserted space, i.e. the spatio-temporal and sensual threads of experience
(McCarthy & Wright [96]), adding to the emotional thread of ﬁrst frustration,
then relief. However, the main cause of frustration was exactly the rejection
of ﬁrst one, then two credit cards, i.e. the security system. Security played
a further role as a backdrop emphasizing the frustration: Due to Susanne’s
past experiences she was uneasy with the credit cards actually working, even
though she knew there should be nothing wrong. However, due to the time,
place and desertedness of the place, no alternatives and no help were to be
expected which in itself made the situation feel less secure. If we look at the
compositional thread running through this experience, the initial rejection of
the credit card (secure behavior according to Whitten & Tygar [117]) colored
the experience in many ways: There was no help, alternatives or even workarounds available. Only due to Susanne’s past experience did she try an alternative in the form of a different gas pump. The elderly people, on the other
hand, were ready to convince themselves that they made a mistake. The behavior that really ﬁtted with the security would in both instances only have lead
to not ﬁlling the gas tank, and hence, potentially, a different type of security
risks: being stuck on the highway at midnight.
Niels has a natural interest in experiences related to security, and here is one
of his recollections: Some years ago my girlfriend went to Budapest with some fellow
students from the university. We planned for me to join her on an extended trip. The
students had already bought their tickets on the Internet from some discount airline.
The tickets were very cheap when they were booked early. Everyday one hesitated to
buy the ticket the price raised a little. This put a lot of pressure on me to act quickly.
Hence, I went ahead and bought the ticket. I supplied my credit card number, expiration
date and security number as you do with such payments on the Internet. I also gave
my full name as stated in my passport, as demanded by airline security.
The only conﬁrmation I received was a stream of e-mails advertising other cheap ﬂight
tickets. Some days later I found an entry in my bank account informing me that I paid
the airline company. Days later again, I found a similar entry informing me that I paid
the once more. First I felt irritated that the booking system didn’t work; then I felt upset
that I had to spend time correcting the mistake. I went to the airline company’s website
and found that the only way to contact them was via e-mail. I could not ﬁnd any surface
mail address or telephone number and I started to worry. Had I been fooled? Did the
airline company actually exist? Would I get my money back? Had I booked a trip
to Budapest? I wrote them an e-mail explaining the problem in a polite manner. The
next days I received no answer or acknowledgment of my e-mail. I spent plenty of time
speculating why I bought a ticket from this company. Some days later I received a very
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brief answer explaining that the airline company’s booking systems was ﬂawless. Even
paying the double price, it was still an affordable vacation so I decided not to take the
problem any further. However, I was still worried if the infallible system had registered
my booking at all. Some months later I had a nice and unproblematic trip to Budapest.
In this example, Niels’ trust in his friends who ordered the original tickets,
and the urgency of the situation, caused him to ignore many aspects that he
would otherwise be concerned with, e.g. whether the web shop had a physical address. In this way Niels did indeed demonstrate insecure behavior, even
though his interaction with the “ﬂawless” website as such was secure. However, this type of secure behavior did no prevent the double payment. Niels’
calmness when this happened was mainly due to the low price of the ticket
even when it turned out that the airline did not acknowledge the double payment. Would there be a price limit where Niels no longer is so calm? Would
this price limit be inﬂuenced by the relative price of other travel possibilities?
How much he cherished the purchase as such and was looking forward to the
trip? And in retrospect: how nice the trip actually was? The ﬁnal element of
Niels’ experience is related to his reservation as such, and the lack of feedback
from the booking system. From past experience Niels expect that when he
paid a company some money they would either provide something in return
or send the money back. So normally an entry on his bank account would be
appropriate feedback. In Niels’ situation this kind of feedback had failed, no
other feedback was provided, and the company did not regard this as a problem. Of course this left Niels with serious worries if the ﬂight had ever been
booked. The compositional thread helps us address questions of how the security element of an experience ﬁts into the coherent whole of the experience,
in this case, how the lack of physical address and of feedback from the booking
system. These dominated the experience as such for Niels. The sensual thread
addresses the issue of time-pressure, as well as Niels’ dependence on friends
having booked similar tickets. The emotional thread was dominated by the expectation of a nice trip and the cheap price. The spatio-temporal thread helps
focus on the distance and lack of physical address of the airline, as well as the
slow email response and time distance from the booking to the departure of
the trip. To identify security technology experiences in the original empirical
material, we need a more detailed and complete narrative than the immediate,
prompted responses of our empirical investigations. It would be interesting to
learn if our participant felt that the Danish Tax Authorities was burdening him
with this correction work or if he actually felt it was for him to do? It would be
interesting to know if our home banking users ever had, or had heard of any
one who actually had, problems after mistyping digits or who actually needed
to freeze their account? Our participant that went to a toy store refers to other
stores. What were really the experiences with this and other stores that made
her experience this alternative procedure as secure? And likewise, it would
be interesting to learn how our participant, who forgets to log off, regards the
resources she was authorized to use. Nonetheless, the examples illustrate certain ways in which the security technology experience gets inﬂuenced. First of
all, the added work of retyping digits, remembering and rewriting passwords
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seems to overrule the general experience and indicates a lack of compositional
balance. The emotional judgment, of who you do business with, overshadows
the real concerns for security. The spatio-temporal thread matters to the concerns for remembering passwords, and in judging the security of the store. We
are curious to understand why one of the home bank users thought it comforting and secure to realize that you could freeze your web bank? This may
have many interpretations, but the immediacy is mainly sensual, however, and
could well result from earlier panic in similar situations. To support the home
banking user’s secure experiences, changes should be made in the design of the
situation: 1) The home bank should be accessible only when a speciﬁc mobile
phone is in the vicinity of the computer used for home banking. In this manner,
the user is able to freeze the account just by leaving the computer while bringing the mobile phone. 2) Instead of typing in digits, the bill that one wants pay
could be chosen from a list. Immediate feedback of which bills have been paid
should be visible. If Niels had bought his ticket in a way like this, he probably
would have avoided some of his uncertainty.

8

Discussion

Our examples illustrate that being secure by behaving securely towards a security dependent technologies, and feeling secure and experiencing a secure
interaction leads rather different ways analytically and designwise. Addressing security technology as experience means addressing important elements of
context, connection between security and use situation in general, history, and
background from a process perspective. The perspective points out how security cannot be seen in isolation from time, place, emotions, experiences, purpose of the interaction as such, other actors, etc. Compositional balance turns
out to be important. The extent to which security may be allowed to dominate the experience depends e.g. on the amount of money at stake as in Niels’
case. With this approach we suggest to study further e.g. what role e.g. the
size of a payment plays to the compositional balance. We have demonstrated
how the general sensual (both positive and negative) and the emotional (e.g.
relating to people involved) aspects have a tendency of overshadowing the security experience. Again, it is interesting to pursue further how these sensual
and emotional elements may be matched–can security be fun as part of a generally funny experience? Serious when seriousness is needed? As regards the
spatio-temporal, it seems no good to provide a slow security experience as part
of something that may otherwise happen rapidly. All of these are discussions
that need to be developed further to fully utilize the experience framework
in designing for security. However, we are at risk of throwing the baby out
with the bathwater, and hence, one may ask what is lost if only applying the
secure experience perspective? Turning away from the ﬁrst wave perspective
means to abandon the idea of designing for a secure behavior. Is it possible
to rethink, in terms of experience, the challenges from ﬁrst wave HCI and the
challenges that Usable Security Research Field already addresses? User’s be-
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havior may be determined from how they connect to a situation and their continued use may depend on how they recount the experience. If errors happen
it may be due to how the users anticipate the erroneous experience, and recovering may depend on how the users reﬂect on the experience. Evaluation
of applications, patterns and guidelines may inform our experience approach,
but they have to be rethought. Our method for collecting and analyzing user
experiences emphasized situations where our participants behaved securely
and somehow also managed to carry out security dependent tasks. Still they
experienced the situations as e.g. insecure, problematic, or annoying. While
these immediate stories helped us see this, they were not complete enough
to actually fully analyze why. However, analyzing use experiences, applying
McCarthy & Wright’s four threads, helped focus on this wider situation. Collecting user stories as we did is but a ﬁrst step in such analysis. We learned from
this analysis that further interviewing our participants, asking them to recount
their experiences, is needed. Semi-structured interviews can help explore how
our participants anticipate, connect, interpret, reﬂect, appropriate and recount
secure as well as insecure experiences. Such interviews may be connected e.g.
with critical incident techniques, and use of more elaborate diaries.

9

Conclusion

Surely the security domain brings new challenges to HCI. Challenges of experience design, mixed context and more. Still we found examples in everyday
users life that may beneﬁt from the results of contemporary HCI research. We
also shown examples that the research in the community of Usable Security
is inspired by ﬁrst wave HCI and lack in taking second and third wave HCI
into account. Especially our focus on experience shows how to analyze security dependent use situations on a more complete basis. By applying McCarthy
and Wright’s framework on our examples we opened a way to improve security. We found that behaving securely in a situation not necessarily leads to
expe- riencing the situation as secure. Through user narratives, one could get
an insight into users immediate interpretation of a situation. Future research
concerning use of security technology artifacts should focus on the secure experience.
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Paper II

Experiencing Security in Interaction Design

Niels Raabjerg Mathiasen

Susanne Bødker

Abstract
Security is experienced differently in different contexts. This paper argues that in everyday situations, users base their security decisions on a
mix of prior experiences. When approaching security and interaction design from an experience approach, tools that help bring out such relevant
experiences for design are needed. This paper reports on how Prompted exploration workshops and Acting out security were developed to
target such experiences when iteratively designing a mobile digital signature solution in a participatory design process. We discuss how these
tools helped the design process and illustrate how the tangibility of such
tools matters. We further demonstrate how the approach grants access to
non-trivial insights into people’s security experience. We point out how
the speciﬁc context is essential for exploring the space between experience
and expectations, and we illustrate how people activate their collections
of security experiences rather than deploying one security strategy in all
situations.

1

Introduction

In the last decade it has become clear that IT security and privacy are not exclusively about protocols, encryption and bug ﬁxing. It is necessary to bring on
broader perspectives that include human-computer interaction. While clever
protocols, complex cryptography and critical computing have lead us a long
Published as: Mathiasen, N. R. and Bødker, S., Experiencing Security in Interaction Design. In
Proceedings of CHI 2011, (Vancouver, Canada, May 7-12, 2011).
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way down the road to security, we now face new challenges. More and more
papers address usability of IT security or HCI in a security context. There is
a tendency to strive to model users’ behavior [13, 19], even though the idea
of modeling users and their behavior has been criticized in general in the HCI
community. Initially the goal was to help, encourage or even force upon users
the underlying model of security mechanisms. Websites often enforce or encourage their users to utilize strong passwords. However, people leave sticky
notes on monitors with the strong (and hard to remember) passwords [1]. Popular historical accounts [22] as well as recent discussions [13, 14, 19] point out
that IT artifacts should be shaped to ﬁt users’ needs and not the other way
around. While the last two decades of research in HCI has strongly emphasized the relevance of actively involving future users in design, such approaches
have not yet reached the security area where researchers still strive to model
user behavior [13,14,19]. While we agree that IT artifacts in general should be
designed to ﬁt the need of users, we ﬁnd the idea of conceptual modeling as
basis for design somewhat outdated in general [3], and accordingly, we suggest
an approach that actively involves users in the design process.
In [15] we proposed a tool for collecting and analyzing user experiences in
situations where participants behaved securely. This was based on storytelling
over time and inspired by McCarthy & Wright’s approach to experience [16].
While these immediate stories helped target situations where users handled
security, they were not complete enough to fully analyze why users acted as
they did, and collecting user stories as we did is but a ﬁrst step in such analysis.
Basically we propose that the needs of the users develop with their experience,
individually and as a community.
In the security domain, users’ anticipated behavior is often captured as security policies, set at one time and place and enforced at another. We show that
these time and place gaps are incompatible with the way people make sense of
technology and propose that security is negotiated with the user him- or herself
and with others through an ongoing sense making process, where experience
is anticipated and reﬂected on. We observe and prompt for security practices
and strategies that everyday people deploy, and we target the development of
new ones, leading to more or less experience of security.
In this paper we introduce the project context and exemplify the challenges
of this kind of research. We then proceed to address some hallmark issues
and develop our participatory and experience-driven design approach, before
we move on to two design processes introducing Prompted exploration workshops and Acting out security. Findings from the two design processes serve as
the empirical basis for analyses of these design activities with respect to methods, security and experience. We proceed to draw conclusions on designing
for secure IT experience.

2 Project context and reserach context
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Project context and reserach context

The work reported in this paper is part of the ITSCI project, a four-year project
that bridges between competencies in cryptography, mobile computing and
HCI. As a driver for testing out new technologies, designs and methods, we
iteratively design a mobile digital signature solution.
Our research approach is grounded in the action-oriented participatory design research tradition (see e.g. [12]). This approach has been strongly inﬂuenced by Schön’s thinking [21] with respect to reﬂection in action, and is further inspired by various approaches, not least ethnomethodology, grounded
theory, and Latourian studies of science; research traditions, which have made
their way into HCI through the emergence of CSCW. This particular approach
to understanding the practices of design and use of computer applications joins
a wide attempt uniting micro-sociological studies of human practice [9].
McCarthy & Wright [16] carefully outlines a number of possible research
strategies for research of, in and through experience-centered design referencing many of these same approaches and more. They are in particularly discussing e.g. how interviews may be used to access experience in research and
design, relating to Schön’s ideas of the relationship between reﬂection and action. This relationship is particularly interesting when the practice we study
is a design practice: When we do design it is also research, and when we do
research it is also design. Being serious about participation as a research approach has consequences: It is difﬁcult to stand back and reﬂect; one does not
entirely get to choose the problems to work with, and thus one ﬁnds little help
to reduce the complexity of these problems.
The aim of the project is to replace an existing solution, where citizens may
request a digital signature from the municipalities, in order to be able to login,
authenticate, encrypt/decrypt and sign their interaction with governmental institutions. This solution is installed on a single PC, and can be used from that
PC and has proven to be difﬁcult to install for many people. Furthermore, the
digital signature is activated in different manners as can be seen in this example
experience from one of the authors: The author has used her digital signature
for a long while to handle her taxes and in relation to the municipal services
she acquired, when a new service got introduced. At a governmental health
care website she would ﬁnd information about her records from doctors and
hospitals, etc. Out of curiosity she tried to activate this service and failed. The
hotline service told her that she had not installed the digital signature correctly.
This was indeed confusing since it had been working with other services for
years. But, as the hotline representative phrased it: “We are not these other
services!” While this was quite possibly true, and the website had been developed in a different organizational setting, it was not very obvious for the
citizen/user that as a result, the digital signature needed to be installed and
work differently.
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Usable security

“Security has always been an important quality factor in many types of interactive systems (…). However, there is also a common (but false) belief that
security is only related to the software systems functionality and that it can be
designed independently from usability, which only relates to the UI component. In fact, the term UI and the way usability is deﬁned are perhaps major
underlying obstacles that explain such erroneous conceptions. Indeed, it gives
the impression that the UI is a thin layer sitting on top of the “real” system and
that usability can be conceived independently from the other quality factors.”
[2]
In continuation of this, [2] proposes that a more comprehensive conception of usable security should include both process-related and product-related
characteristics. In this paper we primarily focus on the process and how it is related to the product. In order to pursue this relationship further, the remainder
of this section will, however, focus on product-related issues pertaining to the
technological products and their use.

3.1

Security decisions are always part of an activity

In everyday life it is rare that people do activities solely for the purpose of
becoming more secure. Security decisions or assessments are most often subactivities of the other activities. Working out a proper IT security conﬁguration
for an IT artifact is no natural part of everyday life. Instead most IT security decisions are part of another activity with another purpose (e.g. communicating
with friends via an IM-client or signing up a kid for daycare at the municipalitiy
website). When analyzing these use situations it is not possible to solely look at
the IT security tasks or decisions (e.g. typing in a password or remembering to
log out) without including the context and the purpose of the overlying activities. Still, experiences from one activity with integrated security tasks inﬂuence the experience of dealing with IT security in another activity (McCarthy &
Wright [16]). Accordingly, it is necessary to focus on relevant prior experience
when investigating and designing for the experience with IT security.

3.2

Feeling secure

Traditionally the aim of usable security has been to encourage, enforce or help
people act securely. This narrows down the focus of design and evaluation and
tends to neglect that not only should IT artifact and data be securely handled,
it is equally important that users are feeling secure. Feeling secure when they
are secure, that is, and besides other usability concerns it is essential to explore
and convey this distinction in design so as to train users’ gut feelings and their
ability to be suspicious in the right situations [15].

4 Design approach
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Difﬁcult access to relevant base of experiences

As with all encounters with technology, users have prior similar experiences
that they draw on when they make sense of security dependent technology
[6]. What is characteristic to the security domain is that, both at design time
and at use time, it can be difﬁcult to discover and get access to such similar
experiences that will or could be activated when picking up a particular new
technology. Users themselves may not know which experiences they utilize as
a base for a security assessment, and it is not trivial to ﬁnd a way to prompt
people to trigger the right experiences from their past. In the security domain,
use in situations where security is really at stake, is infrequent and unpredictable, and hence it is challenging to assess the technological design in use-like
settings. Putting people in a situation were they perceive the same threats and
risks as they would in real situations, can be unethical or impossible. Lab studies, etc., that happen in artiﬁcial settings are not likely to trigger the relevant
experiences.

4

Design approach

In [15] we point out that being secure by behaving securely towards a security
dependent technology, and feeling secure and experiencing a secure interaction are two quite different elements of IT security: It is indeed possible to act
securely and not feel secure and vice versa. It is indeed a fundamental part of
e.g. phishing attacks, and hoax mails to make recipients feel secure so as to
act insecurely. The ultimate design goal is obviously to make users both act
securely and feel secure. Braz et al [2] talk about balancing security and usability, and with inspiration from [16] we propose to focus on secure or security
experience.
McCarthy & Wright [16] describe experience as an ongoing process. Instead of starting points and end points, the dynamics lies between resistances
and releases. Individuals have build up cumulations, conservations, tensions
and anticipation through prior experiences, which fold and shape the present
experience. Cumulation addresses what happens when prior experiences are
parts of a process where later parts are about to be experienced. When it comes
to IT security, an expectation may be that a login procedure will lead to access
to some conﬁdential information or restricted services, which again will be followed by a logout procedure that cuts off further access. Conservation happens
when a series of rich experiences is remembered as a less rich memory. A person may remember a web self-service as secure, without remembering which
speciﬁc experiences made it feel secure. When a person has encountered a
series of experiences pointing in one direction and another series pointing in
another, McCarthy & Wright talk about tensions. A tension may exist between
what is experienced as effective and as suspicious when working with securityrelated IT artifacts. McCarthy & Wright describe anticipations as a form of unconscious expectations that, if they are met, fold into the present experience
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without further notice and, if they are not met, lead to reﬂections. For instance,
anticipations are met as long as what is expected to be conﬁdential is experienced as conﬁdential. Likewise, experiences of a breach in the conﬁdentiality
will lead to reﬂection about the technology or the handling of it. McCarthy &
Wright’s framework also includes four threads for analyzing the anatomy of
an experience and six sense making processes for analyzing how people make
sense of an experience. This paper reports on methods for granting access to
prior experiences. Thus the empirical ﬁndings below are analyzed as activations of prior experiences via the four concepts introduced above.
This set of concepts emphasizes how we prepare for experiences, and digest them by placing them into patterns of past experiences while telling the
experiences to ourselves and to others. Addressing security technology as experience means addressing important elements of use context, the connections
between security and the use, the history of the technology in general and of
the speciﬁc use in particular. By emphasizing experience we focus on understanding how users negotiate security decisions, bring out experience through
recounting of stories and prepare themselves for action. From this perspective,
security cannot be seen in isolation from time, place, emotions, experiences,
purpose of the interaction or other actors, etc. All of these are discussions that
need to be developed further in order to fully utilize the experience framework
in designing for security.
In order to design for a better experience of security we have been inspired
by participatory design techniques in general and McCarthy & Wright’s [17]
suggestions for tools in particular. We wanted to focus on the ongoing dialog among users, and to focus more on actual needs and already invented
strategies. McCarthy & Wright mention as examples of methods: probes [15],
experience prototyping [17] and ﬁctional inquiry [7]. Whereas McCarthy and
Wright originally (in [16]) had a quite individual focus in their approach to experience, our approach is, in accordance with their newest work, more focused
on interpersonal experience and its foundation in cultural practices.
In [15] we illustrated how initial cultural probing was utilized to get to how
everyday users understand security, not as threats, but as everyday experience.
In everyday media, IT security tends to be framed as a struggle between software engineers and malicious hackers. The solutions mentioned are almost
always purely technical. In [15] we point out that in everyday life and when
people are telling the story in-situ, they tend to focus more on actual needs and
worries and they describe their already invented strategies for dealing with IT
security. Security is decided on through an ongoing dialog with one-self and
others. In the current work we seek to get to and deal with a richer understanding of such experiences and better tools that may be applied to design for
usable security.
Bødker & Christiansen [4] and McCarthy and Wright [16] both point out
that human acting is situated between the space of experience and the horizon
of expectation [21]. To fully work with experience in relation to design of something new, it is essential to understand this space of experience, as well as to
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explore the possibilities beyond the current horizon of expectation [4]. Experience prototyping [17] is similarly targeting both the understanding of existing
experience and the exploration and communication of design ideas.
Our inspiration from participatory design leads back to Greenbaum & Kyng
[10] and beyond, where fundamental ways of carrying out workshops with future users were presented along with examples of the tools to support such
workshops, e.g. prototypes, mock-ups and situation cards.
Halskov & Dalsgaard [11] use inspiration from Schön [21] as well as from
Greenbaum & Kyng [10] to develop a design approach based on inspiration
cards. These inspiration cards are used in workshops with designers and users
to help draw on earlier experiences as well as to catch the uniqueness of the
current design setting. McCarthy and Wright [17] point out how, when used
in a participatory design setting, such situation cards are activated by the participants of a workshop, hence focusing the process and how it is made relevant
to users. Inspiration cards are one way in which theoretical concepts and research ﬁndings may be brought into the design process so as to provoke new
ideas and reframe the ways in which users reﬂect upon their past experience
[4]. Activating such theoretical concepts in design help users revisit and reconsider their past and, hence their future possibilities. In the following we look
in further detail at how security issues may be seeded with this perspective in
mind.
In our attempt to address security in design, we are looking for tools that
may help users negotiate security policies and measures, bringing out experience through recounting of stories and enactment of situations, for users in
collaboration. Thus, the tools need to help participants bring out experiences,
provoke new ways of understanding security and assist in an exploration of
possibilities, together in groups.
In the following we present our two different approaches to addressing secure experience in design: Prompted exploration workshops and Acting out
security. As described above these were used when developing a prototype of
a mobile digital signature. Initially the mobile cultural probing [17] provided
a rich description of the users’ experience of security in an everyday life context. Then two groups of potential future users participated in the design of
the prototype through Prompted exploration workshops, and ﬁnally a group
of users got to try out the prototype through Acting out security.

5

Prompted exploration workshops

Prompted exploration workshops were developed to engage future users in the
design process and help these participants articulate their actual experiences
of security. We carried out two such workshops that we report from below.
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Motive

These workshops were set up to focus on people’s prior experience with security, and signing possibilities and problems. By prompting the discussions
through a number of inspiration cards the aims were to get people to tell stories
about their experiences with signing.

5.2

Method

The methodological inspiration for the workshop was Ehn & Sjögren’s situation games [8], Mogensen & Trigg’s [18] and Halskov & Dalsgaard’s [11] elaboration of situation cards. Participating users of Prompted exploration workshops and researchers worked together through brainstorming, design discussions and sketched possible design solutions, based on scenarios and design
problems presented at the beginning of the workshops. These helped users
understand and connect with the intended use situation. A number of discussion themes were presented to help participants trigger the relevant prior
experience and frame the discussion.
Each discussion theme consisted of a title, a short description and everyday
examples. The chosen themes were: Implicit security, Security negotiation,
Social navigation, Motivated security, Tangible security, Proportional security
and Feeling secure. See ﬁgure 1for examples of the themes and how they were
presented. The idea of these themes were to clear-cut and somewhat overstate
previous research ﬁndings from our own work or from literature. This way
of outlining the themes were both a matter of making them pedagogically accessible to everyday users, and a matter of probing and provoking their past
experiences and current assumptions regarding how IT security may be addressed in design [5,16].

5.3

Participants

The intended users of a mobile digital signature are more or less everybody.
We decided to invite groups of possible users who already knew each other:
The participants of the ﬁrst workshop worked professionally with typesetting of paper forms for municipal casework. They knew each other from their
union even though they did not work together. Besides being potential users of
the mobile digital signatures, the digitalization of services connected to digital
signing was a potential threat to their jobs.
Senior citizens from a local senior citizens community formed the second
group. With their lifelong experience of different payments methods (e.g. cash,
credit, checks and credit cards) and authentication in digital as well as nondigital context, and with a limited experience with digital artifacts in general,
their perspective was anticipated as different from the ﬁrst group.
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More and more information only exist in electronic versions
while applications, agreements, transactions, contracts and
commitments still have to been signed by one or more
people. Please design a digital signature that ﬁts your
everyday life? You may already know solutions that are tied
to a single PC, and your challenge is to come up with a mobile solution. Please describe the physical design and the
necessary procedure that users have to go through if they
want to sign a document.
Table 1 Design Problem Deﬁnition

5.4

Rationale

We wanted to avoid the framing of security as a struggle with malicious hackers, while setting the stage for design discussions that were focused on actual
use and actual needs. We intended to activate insights from usable security literature and our previous work in the discussion, in a way that the participants
could get inspired to activate their security experiences, and thereby articulate
their needs and design suggestions in a better way.

5.5

Action

Each workshop lasted for three hours. At ﬁrst, a researcher introduced the IT
security domain. Secondly, the six discussion themes were presented along
with examples from everyday life that explained the scope and the essence of
the discussion theme. Each participant was handed out a sheet of paper with
the themes. The design task (Fig. 2) was introduced, and subsequently the participants spent their time in two groups of 3-4 participants. At the end, each
group presented their work to the other group. Each group was assisted by a
researcher who answered questions regarding technological possibilities, and
challenged some of the assumptions of the participants. The group work and
the ﬁnal presentations were video-recorded for further analysis. Below we focus on the workshop with the senior citizens. The participants were split in
two groups: Ann, Alice and Andrew in group A, and Brenda, Bridget and Barbara in group B. Group A drew from their experiences the suggestion that users
would feel secure if they had to use a dedicated website, each time they wanted
to utilize their digital signature. Thus the users only had to trust this website
instead of trusting an IT security device or their mobile phone. In this proposal,
users could only access their digital signature when borrowing a computer connected to the Internet. Group B focused on utilizing people’s personal mobile
phones combined with dedicated terminals to be placed at the point of signing.
The rationale behind their solution was to have a fast and smooth transaction
and make it easy for users to document and prove what they have or have not
signed. The two groups came up with quite different designs and the under-
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Tangible Security
As human beings we trust tangible things. We know that
if we got our car keys in our hands it is less likely that
someone else is driving our car. We know that if we ﬁrmly
push down a door handle and the door does not open, it is
locked. But things like passwords and key stores are just
not as tangible. Can IT security be tangible?
Proportional Security
“Take not a musket to kill a butterﬂy“. Still that is what happens in IT security. Front doors are normally locked with
a rather sophisticated lock that keep strangers out, while
restroom doors have simple locks, which only purpose are
to tell other people that the restroom is occupied. Strong
and complex security is often required to accomplish even
simple tasks when it comes to IT.
Social Navigation
When people make sense of what is secure or appropriate it
is common to look at what others have done. For instance
one may choose a crowded restaurant in favor of an empty
one when searching for nice restaurant in a foreign city. Or
when strolling through a forest, one may choose to follow
a path instead of just wandering between the trees. Such
traces and wear do not necessarily show up in IT. Can traces
and wear in your design help the users?
Table 2 Three example discussion themes translated into English

lying rationales resulted in interesting discussions and explanations doing the
ﬁnal presentations.
In the following we illustrate the many discussions through examples from
the workshop.
In the introduction to the presentation of Group B’s design, Bridget activated her past experience with her ﬁrst debit card and made the straightforward claim that technology that is hard to use, may trigger unnecessary worries about security. Nobody questioned this, and the assumption provided the
participants with a common ground for design.
Later, while discussing the quality of Group A’s design, Ann talked about
a need for a receipt. She needed a way to prove that she bought some goods
in a different store, than the one she was currently in. She explained how she
worked around the problem by having her husband wait outside a shop with
some goods. Receipts continued to be a hot topic for the rest of the afternoon.
For instance Bridget talked out loud a dialogue with herself while the others

5 Prompted exploration workshops

137

When my son and his wife went to the States they bought
parking, hotels and everything on-line. I wouldn’t dare to
do that. I once bought tickets to the concert hall (via their
website) and it worked out well, and my husband asked,
“Do you think they will believe us?” “They’re gonna have
to” I answered.
Table 3 Translated transcript of Ann’s monologue

A1: Now you can check-in yourself via mobile phone or the
web.
B2: No, it’s in the airport at a screen.
A1: No, it’s also at your mobile phone – I saw it in a commercial.
B2: But I don’t have a mobile phone that can do all that.
Table 4 Translated transcript of dialogue between Ann (A1) and Bridget (B2)

listened carefully. She activated two parallel strategies of use by stating that
she always asked for the receipt while also claiming that she always required
a plastic bag with shops logo, so that others would see that she paid for the
goods. She did not seem to have a clear strategy, yet she appeared to ﬁnd the
issue important, which can bee seen from the experiences that she brought up.
Even though the participants of the workshop all agreed that it was important to receive a receipt when paying, Ann brought up the issue of how people
handle receipts in quite a different way: some people are like herself while
others are asking the clerk to throw away the receipt after paying. In this manner, relations to others, even an abstract person referred to as “somebody”,
become inﬂuential in the participants’ ongoing sense making dialogue. In a
defense of Group B’s solution, a dedicated website, Ann included others in her
sense making of online shopping. She talked out loud about her son’s travel
arrangements, her own actions, her husband’s thoughts and her expectations
to the local concert hall staff (see Fig. 4). She seemed to be between not buying anything online at all and buying things online on a regular basis. Instead
of giving a precise statement, her insights pointed towards the cumulation of
experiences that she activated when deciding whether or not to buy online.
This was not the only time that experiences were voiced in order to make
sense of something. Through a dialogue at the very end the participants made
sense of what one could achieve with a mobile phone (due to Group B’s design). First, Ann brought up self check-in at airports, as something that would
be possible with a mobile phone. Bridget questioned this, possibly because
she had not been able to make this work with her own mobile phone. Ann
referenced to an experience she had with an airline’s commercial promoting
check-in on the go. Finally, Bridget releases this tension by concluding that it
is not all about what the airline made technically possible, it was also about
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what her mobile phone would support (Fig. 5).
Sometimes the prior experiences served to frame discussions of hypothetical situations. For instance Ann, Alice and Andrew discussed if stores would
be ready to put up terminals that would allow customers to sign or pay. They
imagined the dialogue that would take place, and discussed this rather concretely, even though they were discussing a hypothetical situation.

5.6

What did we learn

In the following we summarize the lessons learned from the workshop as regards the process as such, security, speciﬁcally the security themes, and the
activation of experience in the processes.

The process
In both workshops, people were quite concerned with IT security, which is illustrated by the fact that a lively debate of arguments and experience sharing
started even before the introduction. The design work in groups made these
rather eager discussions more focused, more detailed and more concrete, such
as when the group discusses payment by mobile phone. When the groups
presented their work to each other, the proposed solutions were scrutinized
through sophisticated and well-articulated questions from the other group (For
instance the discussions of receipts). Even after the video recording ended, the
discussion carried on and from that we understood that IT security in general
and digital signatures in particular were highly relevant to the participants,
and also that the activities of the workshop helped them discuss these topics.
At the end of each workshop, participants stated that the workshop had been
exciting without being prompted for it.
The participants had started addressing important issues of security early
on, and the discussion themes mainly helped set the stage for these discussions. This may be because it took a fair amount of work to actively use the
themes, and the participants were more eager to get to the design task. Also,
the discussion themes may not have been tangible enough, in contrast to the
experiences of [10] where the discussion themes were put on individual cards.
In the two versions of the future Prompted exploration workshop we did not
train the participants in using the discussion themes for argumentation and inspiration. This is an area for future development of the method, as it is indeed
a challenge to make the themes more accessible in the design process.
For the time being we can only speculate if a different format would have
helped providing a more active role for the themes, and issue that is to be addressed in future research.
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Security themes
Of the six discussion themes (see list above), the two ﬁrst themes (Proportional
Security and Tangible Security) presented in Fig. 1 were the most frequently
activated in the groups.
Tangible security was the most popular discussion theme in the workshops.
Participants found that using the mobile digital signature should be tangible.
For instance in the discussions about receipts, the participants argued that it
should be easy to determine whether or not a person had signed something
and this preferably in a tangible way.
Also the discussion theme, Proportional Security kept coming back in design discussions. For instance in the discussions of whether dedicated terminals should be in place at any location where people would need to sign.
The discussion theme Social Navigation (see Fig. 1) was well received by
the participants at ﬁrst. However, we have not been able to ﬁnd any examples
were the discussion theme played a role in design or argumentation. One possible reason for this is that the particularly abstract nature of social navigation
made it hard to grasp. To design for social navigation, it is necessary to clarify the time gap between the creation of traces and wear and the utilization of
them. Moreover, design for social navigation requires that the notion of other
users is included in descriptions. An obvious last possibility is that the two
groups did not ﬁnd social navigation relevant for the mobile digital signature
design case.
Experience
Our ﬁndings above illustrate that it is possible to get access to participants’
speciﬁc experiences trough their monologue and dialogue with each other.
Experience comes in different types. In Group B a participant concluded
that “everybody was suspicious” while thinking of the introduction of debit
and credit cards. She did not activate actual prior experiences; instead her experiences were conserved, as “everybody was suspicious”. In the example of
receipts, we saw that for Ann and Bridget to have a secure experience of shopping, it did not sufﬁce to be able to prove that they had paid in the event that
they were accused for stealing. They wanted others to be able to determine at
a distance that they had paid for the goods they were carrying; hence avoiding
the risk that someone would question their honesty.
The participants often demonstrated that they possessed a set of prior experiences that served as a base for making security decisions, rather than a
clear strategy (or policy). For instance, Ann and Bridget had their own set of
stories, which were activated, when claiming that receipts were important. We
also saw how Ann’s set of experiences regarding the security of buying tickets
online was built up: First she was likely not to do it. Then her son succeeded
in buying everything for his trip online, after which she herself bought tickets
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for a concert even though her husband questioned this. This questioning made
her worry even though, in the end, it worked out well. All of these experiences
formed the base that she activated when deciding whether or not to buy online. Moreover, we saw how Ann and Bridget together piled up experiences
in order to make sense of how one could sign or pay securely with a mobile
phone. They started out with a tension between their idea of self check-in for
ﬂights via a mobile phone and the fact that none of them actually tried it. By
piling up experiences, the tension was released when they agreed on that some
mobile phones probably could do it but that their mobile phones could not.
We also saw how a notion of others played a signiﬁcant role in the participants’ stories. Even though the stories mostly included speciﬁc people like
my husband, my son or characters from a commercial they also relates to others. In the examples above the participants refer to the ones who threw away
their receipts and shop-owners in general (referred to as they or somebody).

6

Acting out Security

We have developed Acting out security in order to capture future users’ experience of security, the ongoing dialog of making sense of security, and the
activation of prior experiences of security.

6.1

Motive

Participatory design workshops give access to activation of experience and inform brainstorming and initial design. Similarly enactments may give access
to users’ ongoing dialog in encounters with technology. To explore this we
prototyped a mobile phone application and a point-of-sales application for a
café.

6.2

Method

Participants enact situation from their everyday life in a real context. The only
difference from a real situation is the introduction of new technological artifacts. The technological artifact either replaces another artifact or offers new
features of the situation. The situation should be so familiar that no instructions
or directions would be required, besides instructions regarding the handling of
the new technology artifact. Empirical data comes from video recordings of the
enactment, observations and post-enactment debrieﬁng.

6.3

Participants

Four regular café guests and a bartender volunteered to participate. The guests
frequently went to the café where the enactment took place and the bartender
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worked there.

6.4

Rationale

Normally guests are paying at a café using cash or credit cards. By installing
our application on their mobile phone, they would be able to utilize their mobile phone and mobile digital signature as payment form. As with any other
encounters with new technological artifacts, people try to make sense of the
technological artifact by utilizing their prior experiences with similar technology [16], and the purpose of this enactment was to gain insight into these prior
experiences. In this case, prior experiences included experiences with some of
the above-mentioned forms of payment. Moreover, the method was set up to
grant access to users’ ongoing dialog with themselves and others.

6.5

Action

The enactment took place during normal opening hours at the café and other
customers were present (For situation see Fig. 6). Two participants had the
application installed on their own mobile phones; the two others borrowed
mobile phones with the application preinstalled. A tablet PC worked as pointof-sales software in parallel with the café’s normal cash register. The application made it possible to pay for beverages and snacks by using the mobile
digital signature to sign the text: “I, [name], accept to pay [amount] for [list of
beverages and snacks] to [name of the café]”. In this café customers paid when
they ordered. Accordingly, all participants made several transactions during
the 3 hours of acting out session.
When a café guest placed an order, the bartender prepared the beverage
or snack and placed it on the counter. Afterwards he selected the order on the
tablet PCs and pressed the ”proceed to payment” button. Then he handed over
the tablet PC to the customer. The text to sign was on the screen (see above)
and a list of nearby mobile phones by name of the owner. In this case, the list
would show the name of the café guest and other guests nearby. The café guest
veriﬁed the list of beverages and snacks and the amount to pay. Then she selected her name on the list and typed her pin-code. The pin-code and her name
were veriﬁed on a remote server. The text to sign was sent via Bluetooth to her
phone. Her mobile phone would vibrate, ﬂash the screen, and the text would
show up to prompt the customer to acknowledge or decline. When acknowledged, the phone sent back the signature and the tablet PC showed, that the
transaction was complete and successful. After this the café guest would leave
the tablet PC to the bartender, and the transaction was complete in seconds.
The participants who used the application on their own mobile phone handled this seamlessly, based on their past routines of unlocking the keypad and
homing onto the acknowledging soft-key. The participants with borrowed
mobile phones were initially struggling a bit with the handling of the mobile
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phone. However, these issues faded away. The bartender also quickly learned
how to handle the point-of-sales application.
The bartender’s second and a participant’s ﬁrst transaction were carried
out with almost no verbal negotiation. The bartender looked at the participant,
who said the name of a drink and that was it. In the situation there was no need
for negotiating the payment, the payment form or the process. It just happened. Both the bartender and the participant relied on their prior experiences
of point-of-sales technology and their prior experiences with other payment
forms.

Figure 1 The café setting

These experiences were cumulated into the procedure that actually happened and their anticipations where met. Even though the bartender and the participant agreed to exchange a drink for a certain amount of money, they never
talked about it. The participants were prompted to sign a commitment to pay
for the beverages and snacks they ordered. Most participants read through
the whole text during their ﬁrst transaction. At their second transaction they
spotted the pattern of the text and it seemed that they only looked at the price
before acknowledging. Accordingly, they made use of a combination of their
experiences with other payments forms, other café visits and their experiences
from the last transaction.
For simplicity, the point-of-sales application had a hardcoded list of snacks,
beverages and prices. One of the participants nonetheless asked for a drink,
which was not on the list. This ﬁrst led to confusion before the bartender and
the participant negotiated, how to put it on the bill as a snack with the same
price. When the mobile phone prompted the participant to sign a statement
including the snack instead of the drink, she simply did so.
Late in the session, a friend of one of the participants came into the café.
The participant offered her friend a cup of coffee and lent her phone to her
friend. She whispered the pin-code in her ear and the friend went to the bar
and ordered a cup of coffee. The bartender served the coffee, selected coffee
on the tablet PC and handed it over to the “new participant” without further
comments. She chose her friend’s name on the list, took a moment to remem-
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ber the pin-code, and entered it. Her friend’s phone woke up in her hand, she
struggled a bit with the basic handling of the phone as this was new to her, and
ﬁnally she acknowledged the purchase, and handed back the tablet PC. From
the debrieﬁng we understood that it is not rare for the participants and their
friends to lend somebody their credit card and pin-code, even though banks
do not approve of this behavior. Past experience of lending each other’s credit
card clearly inspired this behavior, since we did not instruct the participants
that lending out the digital signature was allowed. Because the participants anticipated lending out the mobile phone and the pin-code as normal they never
got to reﬂect on it before we prompted them in the debrieﬁng.

6.6

What did we learn

Based on these examples we move on to summarize what we learned about
the process, security and experience through acting out security.
The process
The examples illustrate that we got access to quite advanced security behavior
through only a few hours of enactment. The speciﬁc ﬁndings have strong implications for design, e.g. if the design had prevented lending out the digital
signature, it would not have satisﬁed the needs of the users, and we would
not have gotten access to the anticipation of the experience of lending out the
credit card.
As described above, most transactions proceeded without handling problems. In our prototype implementation we focused on stability and usability.
The participants activated prior experiences with IT security and credit cards.
The smooth handling made it possible for the participants to activate prior experiences relevant to buying in a bar instead of activating experiences relevant
to handling technology (e.g. how to type a pin-code). We return to the importance of these experiences below.
Since the realization of the hi-ﬁ prototype was rather time consuming, it
would be interesting to explore enactments with even lower ﬁdelity prototypes
to see if they would give similar access to the security dialogue and the actual
relevant experience.
Security themes
It is indeed a very open issue what it means to do things in a secure manner.
As we see in the examples, this is negotiated in every situation. In the enactment we saw how one of our participants and her friend found, that a secure
way to buy a cup of coffee might include revealing a pin-code and lending out
a personal mobile phone. Even though the participants afterwards (at the debrieﬁng) told us, that it was a common thing to do, this was indeed a surprise
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to us. However, in this kind of setting such behavior was considered secure
and negotiated from situation to situation.
Experience
With the applications working properly and the participants able to handle
them, an opportunity was open to study how the technology blended into
the experience of being at a café, purchasing beverages and snacks via mobile
phone.
Through all the successful transactions, the participants’ expectations, in
terms of cumulation of how such a transaction would proceed, seem to ﬁt what
actually happened and was experienced in the situation. We did not ﬁnd any
incidents were participants or the bartender were confused or felt unsecure.
However, buying beverages and snacks in a café is but one setting that this
prototype is intended for. The café setting is in some ways special because all
transactions end with the exchange of either a snack or a beverage. In addition,
as the sharing of pin-codes indicates, it may be special because it is a setting of
sharing, friendship and happiness.
In settings where customers buy services that will be carried out or delivered later, such as online ticket sale, the customers’ cumulation might contain different acknowledgement steps, which may not end before the vacation
trip is completed, or the concert is over with [17]. Accordingly, on the one
hand, we have seen that the prototype manages to satisfy our participants’ cumulation. On the other hand, however, it is not evident that the success scales
to other settings, which are less social, less friendly or with a less tangible or
immediate purchase delivery.
Another way in which prior experiences are activated, according to McCarthy & Wright [16], is as anticipation. One of the transactions was carried out
in almost silence. The participant’s prior experiences with café visits made her
anticipate that simply mentioning the name of a drink was enough. Likewise,
the bartender anticipated from his prior experiences that serving the drink
would lead to the participant paying without further notice. The different ways
prior experiences can be activated relates to space of experience and horizon of
expectations [4,20] in that anticipation reﬂects the horizon of expectation and
cumulation, the space of experience.

7

Secure experience and how to design for it - discussion

It is a common element of both kinds of design activities that they prompt nontrivial experiences that we did not anticipate. These experiences are surprising,
and we ﬁnd it unlikely that we would have seen them without some sort of
activities like the ones this paper describes.
The way in which the participants bring security experiences into the action
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and discussions tells us that they don’t have only one security “policy”. Rather
they have access to constellations of different ways of approaching security that
is dependent on both their experiences and their expectations to the situation
that they are in, or imagine to be in.
Collaboration and sharing, even as a monologue, seem important in bringing out experience in the workshops. At the same time, Ann’s monologue illustrates that such experiences are fundamentally shared. In [16], experience is
addressed very much at an individual level. In our approach, however, participants share storytelling and experience where they prompt each other to get
to the general and cultural practices that are part of these everyday security
experiences.
Our examples demonstrate that security cannot be separated from the activity in which it is situated. The enactment in the café provided a very speciﬁc
context where security was part of a happy and friendly experience; in contrast
to other contexts that may be less social and nice. The users in this situation
were feeling secure despite their partially insecure behavior. However, the
case also illustrates that this kind of enactment (only) gives access to very speciﬁc and situated experience. Based on what happened we know more about a
richer set of security issues in this kind of context, and not e.g. in less friendly
settings.
We have pointed out that indeed the very immediate and tangible outcome
of the purchase of drinks in a café gives a rather different framing than e.g.
on-line ticket purchase, due to the temporality of the experience and the cumulation that is taking place. This is one place where the experience framework needs to be explored and developed further in general, and with respect
to security.
The advanced state of the prototype supported access to very speciﬁc and
situated experience. However, it is still an open question if similar insights
could be gained with less elaborate prototyping.
Through the two approaches, and not least the discussion themes, we have
managed to frame and explore security in a manner that was not focused on
villains and threats. This allowed access to security experiences where the role
of collaboration with others came out more clearly that what often is the case
in the IT security discourse.
Prompted exploration workshop and Acting out security have helped provide tangibility and prompt non-trivial experience, hence they have provided
ways of accessing security experience. They emphasize the importance moving
beyond hands-on experience [10] in this kind of design. Seeding the workshops
with theoretically informed inspiration cards helped stage the discussions and
change the participants’ expectations, hence opening new opportunities. The
eagerness and motivation and the fact that participants felt excited about participating, showed us that the topics were relevant to them and that they felt
their participation mattered.
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Perspective

In their work on designing for usability and security, Braz et al [2] propose
to work on these two issues separately through scenarios and ideal solutions,
bringing the designs together at the end as a compromise. Such an approach
is in starch contrast to the path that we have taken where we have target a
richer understanding of the space of secure experience and security experience
in design. However, we hope to have illustrated that the issues really cannot
be separated at a level where they can meaningfully be designed for independently.
In terms of participatory design, our project has been facing a challenge
that is shared with many interaction design projects currently, namely that its
users are people at large in everyday situations, and not workers solving a
particular task, or on groups working with a collection of applications [3]. We
have not tried to deploy our tools in such more well-deﬁned settings, but based
on our past experiences in the area of participatory methods, we believe that
the proposed methods will have an even easier deployment here, and that they
would help focus on IT security in such settings as well. However, it is also the
case that our set of tools potentially helps widen the set of participatory tools
for non-work settings.

9

Conclusion

We have presented Prompted exploration workshop and Acting out security
as tools to design a mobile digital signature for everyday people. We reported how the utilization of these tools helped the design process and have illustrated how the tangibility of such tools matters. The approach has granted
access to non-trivial insights into people’s security experience and shown how
these are activated in activities where security is at stake. We have pointed
out how the speciﬁc context is essential for exploring the space between experience and expectations, and we have illustrated how people activate their
collections of security experiences rather than deploying one security strategy
in all situations.

10
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Abstract
The title of this paper describes our work at two levels. First of all the
paper discusses how users of IT deal with issues of IT security in their
everyday life. Secondly, we discuss how the kind of understanding of IT
security that comes out of careful analyses of use confronts the ways in
which usable IT security is established in the literature. Recent literature
has called for better conceptual models as starting point for improving IT
security. In contrast to such models we propose to dress up designers by
helping them understand better the work that goes into everyday security.
The result is a methodological toolbox that helps address and design for
usable and useful IT security. We deploy examples of analyses and design,
carried out by ourselves and by others to ﬁne-tune our design perspective;
in particular we use examples from three current research projects.

1

Introduction

In a recent CACM Viewpoint, Susan Landau [90] calls for an understanding of
the complexity of human behavior underlying IT-security and proposes a multidimensional approach with contributions from areas such as business, anthropology and engineering. Butler Lampson [89] discusses how the relationship between IT systems and users is all about rules, regulations and policies.
Published as: Mathiasen, N. R. Pedersen, M. G. and Bødker, S., While working around security.
In Proceedings of IndiaHCI 2011, (Bangalore, India, April 9-10, 2011).
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While he is critical towards existing models of security, he still calls for better conceptual models of IT-security. In this, he concords with Don Norman
[99], who takes his starting point in how even security experts work around
security mechanisms to get work done. While both authors question the idea
that we should strive for perfection and complete models of IT-security, they
argue that the conceptual model of security mechanisms that users have, or
should be provided with, is the key to better security. In Human Computer
Interaction (HCI), we have witnessed the raise and fall of conceptual modeling in general. In the 1980’s changing human behavior was the focus. The
complexities of human behavior were captured in models in order to inform
design. Around 1990 came a second wave of HCI research that questioned the
usefulness of this type of approach, pointing out how human behavior is contingent and situated, and that human beings are active actors working around
whatever technical solutions exist. [2, 10]. In more recent years this has been
supplemented with a focus on emotion [99] and experience [93, 94, 96]. More
than ever, these point away from conceptual modeling. We are puzzled about
the optimism around conceptual models in the IT-security area as represented by the above authors. It seems as if part of the area of IT-security does not
embrace the insights from the past decades of HCI research and this poses challenges to HCI as well as IT-security. In the past we have worked with second
and third wave of HCI from the tradition of user participation in interaction
design and organized a workshop on user-centered security at the NordiCHI
2008 conference. Our discussions in the following are strongly inﬂuenced by
this workshop1 . Our primary background is however in the ITSCI project and
the eGov+ project (see below). One of the very serious problems of providing
models of security, which covers all possible uses, is that models become very
complex (as Lampson acknowledges). Models are static and users need to activate the entire, complex model to achieve even simple things. While my home
is my castle, most people prefer open and friendly environments to Fort Knox,
even in the virtual world. Building large and complex security mechanisms
and models is overkill for most situations and leads to a push for even further
complexity. We propose to go with Alan Kay’s well-known maxim: to make
simple things simple, and complex things possible, even when it comes to security. Accordingly, in this paper we propose to give up modeling as a basis
for usable IT-security, and go for a minimalist approach that makes simple and
recognizable what most people need to do in most situations, while making it
possible to do more in rare, complex and critical use situations. In everyday life
human beings choose the lock(s) of their front door to match tradeoffs between
the general risks of the area that they live in, and the inconveniences of locking,
alarming, letting children in and out etc., knowing that their choices provide
no 100

1
The participants were: John Sö̈ren Pettersson, Torbjoörn Naäslund, Tim French, Dag Svanaes, Morten Harning, Gunnar Rene Øie, Peter Wolkerstorfer, Julian Seifert and the authors.

2 Research background and motivation

2

149

Research background and motivation

The work reported in this paper is part of the IT Security for Citizens project (ITSCI), a four-year project that bridges between competencies in cryptography, mobile computing and HCI. As a driver for testing out new technologies, designs and methods, we iteratively design a mobile digital signature
solution. The aim is to replace an existing solution, where citizens may request a digital signature from the municipalities, in order to be able to login,
authenticate, encrypt/decrypt, and sign their interaction with governmental
institutions. This solution is installed on a single PC, and can be used from
that PC only (unless you are a very proﬁcient computer user). This solution
has proven to be difﬁcult to install for many people (an informal query among
a group of 60 people working with IT in the public sector showed that only 3-4
had managed their own personal installation without problems). Furthermore
the digital signature is activated in different manners as can be seen in this
example experience from one of the authors: The author has used her digital
signature for a long while to handle her taxes and in relation to the municipal
services she acquired, when a new service got introduced. At a governmental
health care website she would be able to ﬁnd information about her records
from doctors and hospitals, etc. Out of curiosity she tried to activate this service, and failed. The hotline service told her that she had not installed the digital signature correctly. This was indeed confusing since it had been working
with other services for years. But, as the hotline representative phrased it: “We
are not these other services!” While this was quite possibly true, and the website had been developed in a different organizational setting, it was not very
obvious for the user that as a result, the digital signature needed to be installed
and work differently. Despite such usability problems, more than one million
signatures have been issued. Our design is intended to replace the existing
solution and therefore our intended users are a variety of people in a variety
of everyday situations. As more and more information becomes electronically
available, the need for a digital signature to replace the handwritten signature
is rising, and these digital signatures must be more usable and useful to even
more people across contexts as illustrated above. With a mobile digital signature, digital signing could happen in other places than at home at the computer
desktop, for instance at a counter in a store or post ofﬁce, in a bank, at the doctor
or at municipals ofﬁces. This mobile digital signature design is a research challenge both in terms of cryptography, mobile protocols and interaction design.
In this paper we report on the methods we developed to address the experience of security. The solutions themselves are still being iteratively designed
and will be reported elsewhere. As such the mobile digital signature serves to
set the stage of the design activity presented in this paper. In the ITSCI project,
and the afﬁliated eGov+ project2 , we have in additional worked to identify a
number of use situations and experiences where IT security is at stake. We will
activate these examples in the following along with examples from literature.
2

www.borgernesitsikkerhed.dk and www.egovplus.dk
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Reframing usable security

In the following, we move on to address a number of dimensions along which
we propose that a change of perspective is necessary. We exemplify how the
perspective on usable security can be reframed and how this change may support design.

3.1

Situated security and ongoing negotiation

Human beings in general depend on least-effort strategies [106] to achieve
what they need to do, and they develop ways of working around technology if
so needed [54]. [93] discusses an example of Niels’ trip to Budapest with some
friends. These friends had already bought their tickets on the Internet from
a discount airline company when Niels was still considering buying his. The
tickets were very cheap but prices were going up a little every day, and Niels
needed to act quickly. He booked, issuing his credit card number, etc. He received no conﬁrmation but for a withdrawal from his bank account matching
the price. Days later he realized he had paid twice and tried to contact the
airline company, only to learn that this could be done only via e-mail. Niels
worried that he had been fooled; that the airline and trip were frauds; and that
he would not get his money back. However, the departure went as scheduled, and even though he never got his money back, it was still an enjoyable
and affordable vacation. In this example, Niels’ trust in his friends, and the
urgency of the situation, caused Niels to ignore many aspects that he would
otherwise be concerned with, e.g. whether the e-travel site had a physical address. In this manner Niels did indeed act insecurely, even though the actual
website was probably secure. However, this type of security did not prevent
the double payment, and Niels decided not to be bothered because the trip was
so cheap and nice anyway. Grinter et al. [61] describe how households manage
their concerns regarding internet security as a combination of technical solutions and such procedures as not allowing children to be online in private, e.g.
in their own room. By giving children access to the Internet from a computer in
the living room only, they imagined that they would be able to monitor what
their children were doing and shield them from the worst of trouble [61]. These
examples illustrate that security is situated. Both of the above cases also illustrate that security is negotiated among several users as well as with past experiences of the user in question. [100] analyzes how hotel guests exercise security
behavior at large and describe which threats the guest may experience. This
model was a ﬁrst step away from security systems threat models, towards an
understanding of how hotel guests negotiate their security between electronic
key-cards, credit cards, locked doors and personal belongings. In our everyday
life, human beings base their security-sensitive choices on a mix of rationality
and experiences (positive or negative), such as “it worked last time”, “other
people went there before me” or “the last time I used this type of terminal I
had problems...”. [93]. Accordingly, security can usefully be seen as element
of an experience. McCarthy & Wright [96] show that experience with a given
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technology is not limited in time to the actual use situation. Prior experiences
inﬂuence our anticipation and future experiences inﬂuence how we reﬂect and
look back on an experience. An analysis of web payment of a ﬂight ticket, as
in the story of Niels is likely to include questions like: What is being bought
and why? Has the buyer used this website before? Does he know others who
have? Does he normally shop this way or not? Would he feel differently about
his trip, if later he bought another, and this led him to be stranded at a remote
airport? We propose that in order to get to better security it is essential to capture such experiences, and to investigate how security is negotiated socially
and over time. As further illustrated, in everyday life we often assess security,
safety and convenience by looking at what other people have done. In life in
general, we assess the quality of a restaurant by the number of guests, and the
safety of a path in the forest by how much it seems to be used. DiGioia & Dourish [31] turn such social navigation into a design strategy for security. They
explore how visualization of other users’ choices may enhance users’ assessments of security, and how accordingly security can be seen as a collaborative
effort, rather than as the individual protecting himself from the world. Knowing if other people, in particular even friends, successfully bought tickets from
a particular website help us make informed choices (however not perfect), just
like knowing how and when our neighbors lock their doors, leave them open,
or turn on light, may help us make our own choices, and together monitor the
security of a neighborhood. Accordingly, this example illustrates how security is shared or collaborative. Grudin [64] points out how the Internet at large
makes it literally impossible for us to control where and how information ‘live’
on, once placed somewhere on the Internet. Dourish and Palen [102], similarly,
illustrate how information posted to a website may come back to ‘haunt’ the
contributor much later. While Facebook pictures from parties may seem innocent, it is less obvious that a patient who has once granted a particular doctor
access to her personal health information might grant such consent indeﬁnitely. Generally, we have very little control over where such information ends
up, and who can access it years later, and this illustrates how security measures
cannot be determined once and for all. Human routines and needs develop,
our social networks change, and our use of technology changes accordingly,
yet our need for security, and control over security may change over time. The
sense of security, safety and privacy and thereby everyday people’s motivation
for dealing with such security, safety or privacy sensitive technology is negotiated over time. Whatever measures people end up taking towards protecting
themselves and others, the underlying assessments are a product of an ongoing
negotiation with themselves, others or experiences with prior encounters with
technology. The taken measures may therefore vary even in similar situations.
The actual activity, the context, prior experiences, others that are involved directly, others who are indirectly involved and the idea of what “others” would
have done are all factors that participate in the actual negotiation of the sense of
security, safety and privacy. In this context, sense includes perceived threats,
perceived risks, and perceived effects of measures at hand. A common way to
manage security, safety and privacy in IT are through policies, policy speciﬁcation and policy enforcement. Inherently such policies lead to situations where
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users of IT artifacts specify policies in one situation, which are enforced in another situation. Granlien & Hertzum [59] describe work at a hospital ward.
Physicians prescribe medicine, nurses dispense medicine and they jointly administer the medicine. In the transition from a paperbased to an electronic
medicine system the practice of negotiating the boundaries between prescribing and dispensing (thereby the security of the system) was replaced by static
policies describing who could do what in the system. This change tended to obstruct the workﬂow and a new feature, where nurses could prescribe medicine
through delegation mimicked the previous negotiation. The taken measures of
security are negotiated in one situation and enforced in a situation where the
actual negotiation is not taken into account. Often these policies are speciﬁed
once and then enforced over and over again. Moreover, security policies can be
speciﬁed by one group of people and enforced in a situation involving another
group (e.g. system administrators, security professionals, or management are
specifying policies that end up being enforced in situations involving everyday
users).

3.2

Groups or networked individuals?

Churchill [22] discusses how much of the recent focus on networked individuals has led to misleading design decisions with consequence for security and
privacy. Since Facebook contacts are seen as equal to friends, much information about the page owner is open to the entire contact list, independent of
whether the user ﬁnds this appropriate in the real world or not. She uses this
example and others to call for a renewed focus on groups, a concern that we
pursue here as well. The National Danish Digital Signature has been praised
internationally, whilst being criticized heavily in Denmark. It has, for those
who managed to install it, given secure and uniform access to a large number
of governmental, municipal and semi-public services. However, it has been
difﬁcult to install, and the method is inherently tied to one computer. The next
version of the digital signatures has now been developed, and is no longer dependent on a “one user-one computer paradigm”. Nonetheless, in the national
vision of how to proceed with public services and security, there is a continuous mentioning of “the citizen” that needs an individual and personalized service, etc. Nowhere it seems is there a concern for how users may join forces
and help each other. Neither is it clear how such (more or less stable) units as:
couples, families or other smaller groups of citizens may be dealt with, beyond
their own individual access. An example from the eGov+ project illustrates that
such units cause challenges to public services in general and security concerns
in particular [14, 15]. Planning parental leave involves the mother, the father,
the child (to the extend that a lot depends on the actual birthday of the child,
which is not known when the planning starts), the employers of both mother
and father, and the local government to the extent that one of the parties is
unemployed, or partially so. Both father and the mother may distribute some
part of the leave among themselves whilst other parts of the leave are bound
to either the mother or the father. All in all, the leave can be deployed over
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the ﬁrst eight years of the child’s life. This obviously means that many families
need to juggle their annual leave entitlement of not only one, but also several
children at the same time. Also the planning may for the same reason involve
a network of spouses and ex-spouses, some of whom one may want to share
control and “secrets” with, and others not. Parental leave planning is a process
involving several parents, employers and a municipal ofﬁce, sometimes happening at the dining table in the family home, and at other times happening
at work of one of the parents or face-to-face with the municipal caseworker.
In any event it is not something to be resolved simply by a single individual
citizen acting alone in one location. Based on such examples we propose that
e.g. the prisoner’s dilemma exists for security as well as for group technology
in general [63], and optimizing the trade-off between effort and security for the
individual, may be different from doing a similar optimization for the group,
for instance. Holone & Herstad [68] investigated the longitudinal experiences
with a collaborative tool for route planning for wheelchair users. Wheelchair
users could get route suggestions from A to B that were traversable in a wheelchair. If they got stuck somewhere they were able to report that this particular
spot was not accessible in a wheelchair and get an alternative route. Users
of the tool reported that they would mark a place inaccessible if they did for
instance have to use the cargo elevator to access it. It could have been useful information for other wheelchair users to know that even though a place did not
offer proper wheelchair accessibility they still offered an alternative. However,
the wheelchair users were seeing this lack of information as a way of protecting
the privacy of wheelchair users in general. Privacy is not only about private
personal information it also has a group dimension.

3.3

Artifact and infrastructure

Research in IT security in large has addressed protection of systems and systems data. For instance a bank deploys security measures to protect their account data or tax authorities to protect their taxation data from tampering. For
a while a lot of research has been addressing how large systems like bank systems or like could be made friendlier and more usable still being secure. This
has lead to designs where users are encouraged, helped or enforced to do things
in a “right” way. As we have mentioned in our previous examples, such systems cannot and should not be separated out when seen from the point of use.
Experience links these systems together as does their various kinds of interconnectedness in use. Star & Ruhleder, [109] introduce infrastructure as terminology to focus on this issue: “No artifact, computer-based or otherwise,
is a discrete entity, a standalone thing. Its development and use are deﬁned
by complex relationships.” They use an example to address this relational perspective and point out how infrastructural challenges can be identiﬁed within
the setting of use, regarding as a result of unforeseen consequences of design or
conﬂicting issues of use, and between different ways of thinking about use and,
in our case, security. At the same time as security must be addressed in terms of
infrastructure, security is inﬂuenced by many different design-choices made in
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relation to many different components of the speciﬁc IT artifact in focus. From
choice of hardware and communication protocols, over visualization and interaction design to anticipated use situations all inﬂuence how users assess and
act on security. This means that design of and for usable IT-security cannot be
separated from the design of the IT artifact or infrastructure at large, neither in
terms of process nor product.

3.4

Security, safety, trust, privacy

The security domain has a very large set of more or less well-deﬁned concepts.
However these concepts stems from a professional perspective on security IT
issues. If we really want to understand IT security from within an everyday
context we have to analyze these contexts from within. When doing research
on usable security it is virtually impossible to separate this issue from concerns
for safety, trust and privacy (see also discussion in [35, 36, 82, 103]. While they
are not the same, there are many overlapping concerns and issues, as illustrated in e.g. the Facebook examples given above. In literature, there are many
different measures and strategies to tackle privacy, security or safety related
issues when designing secure IT infrastructure. However, as with research it
is not clear that these distinctions make sense in everyday use of technology.
People encounter different privacy, security or safety related phenomena, but
they do not distinguish between them in a rigid way. For instance many of
the European languages even do not have two words for security and safety3 .
Trust is often mentioned along with the concepts of privacy and security. It has
a variety of meanings and deﬁnition and often it is hard to distinguish between
them. Trust can mean trust in a person or trust in an institution, which is trust
in a different way than people trust their colleagues, friends, or family (see
also [36]). Giddens state that a characteristic in modern society is that one has
to trust expert systems (technology which one delegates some tasks to without
knowing how the system carry out the tasks) [57]. The lack of clarity between
these distinctions may lead to users utilizing measures meant as protection for
one threat as protection for another threat, as described by Norman [99]. As a
simple example it is difﬁcult for people to understand the difference between
why passwords would be used for net banking, Internet web shops, wireless
Internet spots, and pause screens on the PC to mention a few examples. That
users often are not helped in making such distinctions can be illustrated by
examples where websites demand strong passwords just because they can, or
because the activity for which the password is requested looks quite differently
from use than it does from design. In the eGov+ project we have seen several
examples where log-on through digital signature to municipal websites was
requested even though there was no need for this level of security: One example was signing-up a child for day-care. Where initially one municipality
had chosen to use digital signature for such sign-up, they realized that there
was no risk involved in the procedure for them, or for the citizens, and hence
3
Scandinavian languages, Finnish, German and properly more have only one word for security or safety phenomena.
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they developed a much simpler procedure without any security measures at
all. Obviously security is needed at a later stage when parents are actually
offered and accepting a day-care facility. IKEA offers a wish list/shopping list
facility on their website4 . Even though this cannot be used for anything beyond gathering wishes, it is designed as part of their account system, and hence
users need to log-on with a strong password in order to make use of the wish
list, an obvious example of confusion even on the part of the designers.

3.5

Minimalist security?

Most often security measures are focused on worst-case scenarios. This is the
case both when analyzing the need for security measures and when these are
invented, despite the situation that we have described earlier: that people apply least effort strategies in their everyday activity, and work around technical
complications whenever they can. Past experiences help users in developing
these strategies (for good and for bad). When security tools are based on maximal complexity, they seem cumbersome or unnatural for everyday users, who
end up working around them. For instance in a teleconference setting it can be
crucial to know who is present and thereby listening and viewing in remote
locations. However, the problem also exists even if the matters discussed are
not conﬁdential or controversial. A presenter most often want to know who is
paying attention and thereby who can be expected to get the message. A solution that requires a lot of interaction and new practices might be suitable for
teleconferences where serious and conﬁdential matters are discussed; it could
be way too complex for weekly meetings among colleagues and friends. Taking Alan Kay’s famous maxim as an outset: “make simple things simple, and
complex things possible” an ideal tool should handle both cases and make it
possible for users to develop practices for use through everyday use and hence
be experienced users when it matters. Asking users to change their passwords
repeatedly results in users re-using their passwords for several sites or services.
While from the perspective of one service provider this (may ideally) increase
security for their site, from the perspective of the user or customer, the result may be to the contrary. Increasing security for one party may inevitably
decrease it for the other party. The research project as reported in [100] was,
through concrete interaction design, concerned with making human beings feel
safe as they explore personal digital materials on ‘foreign’ displays in a hotel
room. Here the resulting design consisted of a mobile phone being used as the
key to personal digital materials. Namely, simple gestures for pushing personal materials to the ‘foreign’ displays in the hotel as well as a simple gesture
for deleting them from the hotel host machine and (metaphorically) bringing
them back to the personal device again.

4
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Users and design

While the last two decades of research in HCI have strongly emphasized the
relevance of actively involving future users in design, such approaches have
not yet reached the security area as the three discussion pieces illustrate [89, 90,
99]. At most, users or other stakeholders have been included in the formulation
of a security policy or in the speciﬁcation of who can access what and when.
Involving users in the security design process may be difﬁcult, because so far,
concepts and methods applied in the area have entirely come out of technical
research. Concepts such as public key cryptography and hash functions are
not directly connected to the everyday life of people, and it is time for research
to reframe the agenda and provide a view from use. Overall, our quest echoes
the warnings to designers of Grudin [63] and Churchill [22]: The user is not
you, and you are not the user! In other words we propose a framework that
help designers avoid making many of the assumptions discussed above, while
at the same time helping designers focus on how use of secure and insecure
IT actually happens in the particular use context. Instead of new conceptual
models we propose to focus on the challenges of collaborating with users to
help them explore security experiences. Research needs to provide methods to
do so. We propose to strive for simplicity and openness in security design so
that development of security in collaborative use may be accommodated for,
immediately as well as in long-term perspectives.

4.1

Basic assumptions about use and design

Based on the above insights from literature and own empirical investigations,
we move on towards proposing a design methodological toolbox for HCI-based
security. In line with Stolterman [111], or [13] we aim to dress up designers for
their design activity when it comes to designing usable and secure IT. There
are several ways in which this may happen: conceptual glasses to help designers see use and security in new ways, techniques and tools to address such
matters in design, etc. Our perspective on such a toolbox is open-ended, in
terms of where security-speciﬁc interaction design ends, and general issues of
HCI, security or software design at large begin. It is also incomplete to the extent that designers need to tailor the toolbox to their own experiences and to
the particular situations that they are facing [13]. Our perspective on design
for usable and secure interaction is based on a number of general assumptions
about technology in use and how to design for it that are developed elsewhere
[8].
1. Use is dynamic and under continuous development and it cannot be fully
anticipated in design.
2. Human use activity is happening through shared practices and not only
through individual use; hence design must engage with the level of (communities of) shared practices as well as with individual routines.
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3. Human activity is mediated by multiple artifacts that deploy a variety of
security strategies and technologies. Design must pay attention to these
multitudes of technologies and strategies.
4. Human beings use ordinary language in their everyday encounters with
each other, and they activate past experiences in these encounters. Hence
the everyday language games of security are important when designing
for usable security.
In the following we relate these rather general assumptions about the relationship between design and use to the speciﬁc discussions above. This is
done in order to give some simple pieces of advice to dress up the IT security
designer for action.

5

Toolbox and framework

With the proposed perspective on use, it is important to work with users to
identify particular use situations to be explored further in design, to eventually
identify the situations that the future product has to serve, and design how. In
[111] prototyping is seen as “framing and exploring a design space”, by traversing the design space, providing prototypes that are “purposefully formed
manifestations of design ideas”. Prototypes, in other words, help designers
sketch and ﬁlter design ideas. An alternative view of prototyping, rooted in
participatory design is that of prototypes as means for helping users get handson experience in design [11]. This is a way for the users to experience the future hands-on throughout the process of design. The reasons for this are that
hands-on experience is necessary for understanding the possible future use,
and breakdowns in use are the points where problems of future use get exposed to the users and designers [11]. When identifying typical and critical
use situations it is important to look for: 1. The users/actors and how they
are related to each other (their peers) with respect to collaboration and negotiation. 2. The material conditions, relevant objects and related artifacts with
and through which security is executed. 3. Experiences, practices and rituals
relevant for the (security) acting in the current situation. In general scenarios
and personas may be used to capture such situations in design [13]. In our
particular project, we have worked with identifying quite speciﬁc user stories
as basis for design in the usable security context [96, 99]. Designers and users
and designers together, may use such stories to challenge their assumptions
about security in use, and to situate workshops addressing future secure technology in use. In line with [13, 21] it is useful to distinguish between situations
and scenarios that are typical in terms of security, and such who are critical.
By addressing this distinction it is furthermore possible to discuss and address
worst-case scenarios and least-effort strategies so as to discuss and assess when
maximum security is necessary and when weaker measures are sufﬁcient (see
below). By analyzing and discussing such situations with users it is possible
to pull apart the often entangled issues of security, privacy, safety and trust).
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This will help the designers identify the appropriate measures. However, it
seems equally important to work with the users to understand how the users
experience the situation as a whole with appropriate security, privacy, safety
and trust. Finally, it is important to remember that use develops. First of all the
collection of current relevant use situations are NOT the future use situations,
even if they may be used as basis for creating future use scenarios [13].

5.1

Use of the toolbox

Before designing IT artifacts for a certain domain, in-depth analysis is a must.
We propose to analyze as realistic situations as possible. Only in realistic contexts are relevant prior experiences activated, established practices utilized and
authentic and pragmatic security assessments carried out. Their exist a variety of different qualitative methods to capture activities from realistic contexts:
Cultural probing [55], mobile probing [93], observation, participant observation, design games [41], enactments [94], participatory design workshop [60],
focus groups, semi-structured interviews and even more. Such methods generate user stories, observation notes, video recordings, audio recordings, transcriptions of recordings or other forms of qualitative empirical data. Our toolbox provides conceptual glasses that help emphasize empirical ﬁndings that
regard IT security. Analysts can look at their empirical data through these conceptual glasses hereby improve how their analysis inform design of secure ITartifacts. The concepts from the proposed toolbox do not point out speciﬁc phenomena from the data. By being abstract interrelated concepts they allow and
require analysts to ﬁnd and deﬁne what the concept’s concrete versions are and
by that ground their analysis. The toolbox can also be utilized to improve prototyping and intervention activities. In iterative design processes prototypes
are created with the purpose of intervening in a contexts and by that capture
qualitative data. By looking at design sketches, or early versions of prototypes
through the conceptual glasses designs may be informed even before the interventions. Also the terms can help structure a design argument among designers. Obviously, these iterations may at some point end up as the end product.
In that sense the toolbox can be said to also inform design of end products. Like
the toolbox can be used to structure an argument among designers it can also
be used in participatory design activities that involve future users of a product.
Facilitators of, for instance, participatory design workshops could present the
terms along with examples of how the abstract concept could be concretized
in the speciﬁc context [94]. Then workshop participants can apply the terms to
their common practice and thereby structure arguments among each other or
towards designers.

5.2

The dimensions and the conceptual glasses

The toolbox consists of ﬁve dimensions: In-situ–ongoing, Acting subjects–groups,
Artifact–infrastructure, From within–from without, and Minimalist–perfect. A
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phenomenon and its related empirical ﬁndings may be seen through the conceptual glasses of more than one of these dimensions. The ﬁve dimensions
should not be seen as an exhaustive list, however they are expressive tools from
our own research and design work. Each dimension describes a set of openended concepts and how these concepts relate to each other. We exemplify
how these concepts and dimensions have been used in this work to support
analysis, prototyping and user participation.
Dimension
In-situ – ongoing

Acting subjects – groups
Artifact–infrastructure
From within–from without
Minimalist–perfect

Conceptual glasses
Negotiation
Speciﬁc peers
Elusive peers
Negotiation artifacts
Enduring relationships
Transient relationships
Assumed responsibilities
Components
Inﬂuence
Interaction
Security circumstances
Changes
Ceremonies
Actions
Degree of complexity
Degree of criticality
Simpler siblings

Table 1 Toolbox overview

The In-situ–Ongoing dimension
This dimension addresses how users make sense of security and thereby become able to make security assessments and decisions. The sense of security
can on one hand be the result of an ongoing negotiation or the compromise
of an in-situ negotiation among speciﬁc and elusive peers. Whether the sense
of security is negotiated in-situ or ongoing it can be mediated through negotiation artifacts. Security assessments and decisions are negotiated through ongoing negotiations between speciﬁc peers and elusive peers mediated through
negotiation artifacts. Peers are the participants taken part in the negotiation
in-situ. Elusive peers are non-present (colleagues, management, other stakeholders who are referred to in the negotiation) or elusively deﬁned peers (e.g.
others, customers, hackers, neighbors). The negotiation can be an ongoing negotiation with one self and the IT infrastructure in situations where a user is
not interacting with others. However it is likely that also one or more elusive
peers would take part. Negotiation artifacts mediate the negotiation directly
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as when the user has the car-key in hand, or indirectly. As an example, the inSpace project at Georgia Tech investigated how remotely located participants
could be involved in presentations in distributed project work. An idea was to
map a physical project room to a virtual world and have remote participants
collaborate through an avatar in the virtual world. An electronic whiteboard
was mapped to a virtual whiteboard. The virtual whiteboard had a visible zone
of engagement. Avatars inside this zone could see and edit the content and simultaneously the avatars were displayed on the electronic whiteboard. Based on
this negotiation artifact the design process explored how speciﬁc peers would
be able to negotiate their security and engagement in situ, while focusing on
speciﬁc as well as elusive peers.
The Acting subjects–Groups dimension
This dimension addresses users’ internal relationships and responsibilities. When
people take part in a security dependent situation it may be as an acting subject, in an enduring relationship to others, in a transient relationship to others,
or with an assumed responsibility. Wherever people are aware of it or not, they
are often acting as members of several overlapping groups. A user is an acting
subject that handles a dynamically changing set of purposes in any given situation. People have enduring relationships (e.g. being a mother of one’s son)
as well as transient or less prevalent relationship towards other participants
(e.g. being somebody’s boss, friend or spouse). In many instances acting subjects assume responsibilities (e.g. defending weak groups, handle the interest
of someone not their own, handle the interests of someone like themselves)
for speciﬁc individuals as well as a more elusive someone. This point towards
the attention towards groups, the security needs of which are different from
the sum of the needs of the participants. As an example, in project eGov+, a
self-service tool was designed where parents, municipal caseworkers and employers could work together in planning parental leave. The local rules allowed parents to be on leave on and off for the ﬁrst nine years of a child’s life.
Through these nine years many participants could be involved (e.g. changing
employers and new spouses) and it was important to explore in design this
variety of enduring and transient relationships together with the possibility of
handling security of the group as such.
The Artifact–Infrastructure dimension
An important balance in handling IT security lies between the ITartifact being
designed for usable security and the infrastructure at large. While users interact with the entire infrastructure, they also interact with the different components. Issues of inﬂuence to a security dependent use situation stem from
different components. Different situations in different contexts emphasize the
actual inﬂuence from different components. In one situation the inﬂuence from
component will be almost invisible whereas the same component may require
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more interaction in another situation. It is necessary to focus on the usable
security of each component as well as the usable security of the entire infrastructure. In analyzing small user stories collected through cultural probing
in order to investigate IT-security in everyday contexts we found that some
stories addressed issues pertaining from the fact that a digital signature solution was based on Java Applets. Other stories addressed the physical location
of payment terminals at a counter in a store. In the ITSCI project prototypes
were built to explore how different communication schemes inﬂuenced users’
sense of control over when they were issuing their digital signature and when
not. The digital signature was stored on the users’ mobile phones and the text
to be signed was available on a nearby terminal (e.g. at a counter in a store).
Among other components we identiﬁed a component responsible for establishing a connection between the mobile phones and the terminals. We also identiﬁed a component needed for transferring the data back and forth between the
mobile phones and the terminals. These two components could be implemented either by two different technologies or the same technology. To investigate how different technologies would change these components and inﬂuence
the sense of control that users had, and to experiment with how users could
interact with these component, we explored combinations of Bluetooth, RFIDtags, 2D-barcodes, SMS (Texting), 3G, and Wi-Fi and discovered how different
communication technologies inﬂuenced the users’ perception of control and
interaction. Utilizing Bluetooth or Wi-Fi allowed the user to interact with the
infrastructure by removing the phone from a terminal’s proximity. In contrast
utilizing RFID-tags or barcodes required that users hold their phones close to a
designated reader. Texting and 3G-networking did not apply when changing
the proximity to the terminal (e.g. by leaving the store) hence illustrating the
importance of design choices at component levels for the security of the entire
infrastructure.
The From within–From without dimension
This dimension addresses how changes in a groups security circumstances can
be made explicit through rituals from within the context or through security
measures from without. In summary, any community or group has different security circumstances, be these preferred or unwanted. Different events
change these, either due to decisions and actions of the group, or due to events
from outside. Where aspects of these circumstances may, from without, be
identiﬁed as issues of trust, privacy or safety in addition to security, it is equally
important to understand the issue from within, and for how it is understood
in the group. Sometimes changes in circumstances are made explicit through
ceremonies that are ritualized to make security explicit. By identifying circumstances, changes and ceremonies of future use situations prior to design of ITartifacts helps ground the design and make it more useful to future users. To
exemplify such analytical glasses, a municipal self-service website offered a
service where parents could sign up their kids for daycare by submitting the
kid’s social-security number and name. It is preferred that only kids that where
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electable for daycare would be on the waiting list. An unwanted state would
be if somebody without the appropriate needs and rights would end up on the
list. Before the web self-service, parents had to show up in person at the municipality ofﬁce as an example of such a ceremony that was set up to ensure that
only the right kind of children were signed up. By addressing the question of
whether security in this case should come out of this speciﬁc situation, where
really there was no risk in signing up somebody by mistake or as fraud, or security should be aligned with the remaining municipal infrastructure where
the digital signature was applied, designers of the self-service system ended
up with a simple one-page form without any login or authentication, which
would otherwise be a common security strategy in this municipality.
The Minimalist–Perfect dimension
This dimension addresses the complexity of critical security tasks and in relation to the minimal complexity of the required actions. Since everyday tasks
are most-often simple and non-critical, they should be secured through simple
actions in contrast to complex or critical tasks that may need to be secured
through complex actions. While this dimension reach from a minimalist approach to a perfection approach, reaching for perfect security is most often not
necessary and not possible. This dimension promotes a minimalistic approach.
By identifying simpler siblings of critical and complex tasks, we focus on the
continuums from minimalist to perfect use experiences. Security phenomena
are not inherently complex. People on the other hand act through least effort
strategies. Accordingly the majority of actions carried out regards simple matters and should be simple. Most complex and critical security actions have less
complex and non-critical siblings. The continuum from everyday routine actions to extraordinary and uncommon ones is essential. Identifying actions and
their degree of complexity help bring forward complex actions simpler siblings
and help design for a such a continuum, rather than they make designers focus on the complex solution to be perfect for all situations. The above daycare
example is also an example of the choices made along this dimension, and the
estimation of the necessary security measures.
Summary
Security is not a layer that you apply to your IT infrastructure or IT artifacts
after they have been designed. If security is needed, it has to be considered
even before the initial analysis. The rather impressive variety of different IT
security measures should be tailored to and activated in each iteration of design. User involvement and thorough analysis of the future use context and
the communities of practices are essential elements of such a process. We suggested the use of several design activities for capturing qualitative data in this
process. In this paper, we have developed a toolbox for analysis and for structuring design arguments, hence ﬁne-tuning the sensibility of designers to us-
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able security matters. The open-ended nature of the toolbox concepts requires
that designers take an outset in concrete use situations. While the concepts are
fairly abstract, they help analysts and designers carve out concrete empirical
ﬁndings from within the intended use context. That turns around the stream of
information: where earlier, clever and proven IT security solutions were given
to the users of IT infrastructure whether they liked and needed it or not, our
toolbox encourages information from the use context to go to the designers in
order to inform tailoring of IT security solutions.

6

Discussion and future work

Our approach is motivated by an ongoing shift in perspective along several recent contributions in IT-security and interaction design [31, 35, 93, 94, 100, 102].
In much of this research, the focus is on use and the users. When do everyday users need IT-security solutions? Why? And how? How is it possible to
address and even design for a balance between use focus and technical challenges? Social navigation [31] is one of the few alternatives proposed for new
forms of security. Similar to our ideas this paper proposes to make use of particular social mechanisms in designing IT-security mechanisms. We believe
that our approach will lead to further identiﬁcation of such possible mechanisms arising from use, but we have not here speciﬁcally pursued any of those
as alternatives to social navigation. However, we have not yet proposed any
such alternative mechanisms here. In [35, 102] it is indicated that privacy and
trust are concepts arising from use whereas security is a concept with a more
technical focus. We have worked with an understanding of security that is
rooted in use. Nonetheless we have been facing a terminological challenge: Is
usable security the same as useful security? Technology that is secure is not
necessarily perceived of, sensed or experienced as secure [93]. Some IT artifacts are speciﬁcally security technologies, while for many others security is
one of many elements of the infrastructure. Finding a suitable vocabulary in
this is a challenge per se, and one that we continue to address. In contrast
to the proposed toolbox, the conceptual modeling approach that we have discussed extensively, does not analyze the intended use situations from within
and it may require that the users, for it to be applied, understand the entire
conceptual model. In contrast we have proposed to work with a minimalist
approach, which tries to target and minimize security measures. We need to
pursue this way of thinking further and the design work of the ITSCI project
is targeting this issue for future reporting. The open-ended nature of our toolbox let facilitators give the concept meaning in participating users own context.
Thus participating users can be dressed up as well as designers and get help in
structuring an informed design argument. Besides being openended towards
users and users’ context, the toolbox is open-ended towards analyst, designers or researchers. We do not see our toolbox as ﬁnal, exhaustive or universal.
We encourage practitioners to tailor the concepts to ﬁne-tune them even more.
Moreover, we will ourselves continue to develop the toolbox and hope that
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other researchers will be inspired by or challenge the concepts. Our research
will continue to elaborate on the dimensions of the toolbox, and to explore security issues as they are situated in use. Furthermore, we will pursue further
design methods for participatory and user-centered IT-security.

7

Conclusion

In contrast to elaborate security models we propose to dress up designers by
helping them understand better the work that goes into everyday security. The
result is a methodological toolbox that helps address and design for usable and
useful IT security. We have demonstrated how more ﬁne-grained concepts
help assist analysis and design of useful and secure IT artifacts and infrastructures. Overall these concepts point towards maintaining simplicity when this
sufﬁces, providing paths from simple to complex and high-security when that
is needed and identifying when perfect security is to strive for.

Paper IV

Bluetooth or Wi-Fi – communication
technologies’ impact on users’ experience of
security

Niels Raabjerg Mathiasen

Abstract
Users’ experiences with IT Security inﬂuence how they handle security dependent IT artifacts. Different system components create or impact
these experiences differently. This paper reports on considerations, experiments and analyses of how different communication schemes add
to, or trigger, experiences. This investigation is part of an iterative development process aiming to design a mobile phone-based digital signature that enables everyday users to sign electronic documents, authenticate themselves towards a third party or pay for goods wherever their
everyday lives take place. In this process it became clear that the choice
of communication technologies has a signiﬁcant impact on the users’ experience of security. This paper scrutinizes the choice of communication
technologies for local wireless communication and the implications that
this has for the users’ experience of security. Different implementations
result in signiﬁcantly different experiences of security. Classical connections between the choice of communication technologies and portability,
performance, or deployability issues have been addressed in literature.
This paper adds the impact of communication technological options on
users’ experience of security. Looking towards design, the analysis shows
how choices of communication technologies can be addressed based on
the intended future use situation. The investigation is concluded through
Published as: Mathiasen, N. R., Bluetooth or Wi-Fi – communication technologies’ impact on
users’ experience of security. Publishable
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a discussion of how choices of technology can be assessed during design
in order to design for suitable experiences of security.

1

Introduction

The cultural probing and workshop activities from [93, 94], the literature study
from [95] and the in-depth interviews from [102] show that security decisions
are done in-situ. This is in contrast to a security policy approach where actors have a set of security policies that they enforce. According to McCarthy
& Wright [96] all encounters with technology is experienced through ongoing
sense making processes. Thus users of technology artifacts make sense of an
artifact every time they use it. Users then make sense of security of technology
artifacts every time they encounter it and static security policies would not ﬁt
the ever-changing experience of security. As designers of security dependent
IT artifacts we have to address this experience. Earlier approaches [117] focused on how users of security dependent technology could be encouraged,
helped or even enforced to behave securely (e.g. by encouraging, helping or
enforcing people to use strong passwords and change them often). While that
is important the experience of security is also important. A proper experience
of security may dress up users to take more qualiﬁed security decisions (e.g.
being suspicious in relevant situations). Moreover, as designers we are obliged
to offer our users a proper experience of security while they use technology. If
the goal is to design secure IT artifacts we need the users to take sound security decisions. The idea of IT systems that handle security without the users
noticing it at all has been abandoned for a while [93]. In [93] we report on a
cultural probing activity about everyday IT security. A participant reports that
every time he pays a bill via his home banking solution he has to type in long
series of numbers that identify him as a customer, the payment and the recipient of the money. He never types any numbers wrong, and he always veriﬁes
the number, but still the fact that if he mistypes a number he pays somebody
else’s bill makes him leave with a bad feeling. Even though this man does
everything in a secure way, his experience of security is rather bad. Besides
that it is inappropriate to leave him with the bad feeling, it may also weaken
his ability to be suspicious whenever that is required. This paper’s analysis
of users’ experience of security is based on McCarthy and Wright’s experience
framework [96]. This framework describes an experience through four threads
and describes how users make sense of such an experience through six sensemaking processes. The framework is described below in terms of users’ encounters with IT security dependent technology. While it is well known that
feedback and information visualization has an impact on users’ experience of
security, the impact that stems from the choices of technology is less often addressed. However, whenever designers take choices implementation choices
it has an impact on users’ experience. Any design decision does not lead to
radical changes in users’ experience, but this papers analysis shows that the
impact may be signiﬁcant. The analysis focus on users’ experience of security
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and it is common practice to leave nothing to chance in the IT security discipline. Next chapter describes the mobile digital signature case and the research
project that frame these activities. Succeeding are chapters that set the stage
describing different technology schemes and the experience framework. This
leads to an analysis of ﬁve different technology schemes and a discussion of
the potentials of such an analysis.

2

The ITSCI project

The work reported in this paper is part of the ITSCI project, a four-year project
that bridges between competencies in cryptography, mobile computing and
HCI. As a driver for testing out new technologies, designs and methods, we
iteratively design a mobile digital signature solution. The aim is to replace an
existing solution, where citizens may request a digital signature from the municipalities, in order to be able to login, authenticate, encrypt/decrypt and sign
their interaction with governmental institutions. This solution is installed on
a single PC, and can be used from that PC only (unless you are a very proﬁcient computer user). This solution has proven to be difﬁcult to install for
many people (an informal query among a group of 60 people working with
IT in the public sector showed that only 3-4 had managed their own personal
installation without problems). Furthermore, the digital signature is activated
in different manners as can be seen in this example experience from one of the
authors: The author has used her digital signature for a long while to handle
her taxes and in relation to the municipal services she acquired, when a new
service got introduced. At a governmental health care website she would be
able to ﬁnd information about her records from doctors and hospitals, etc. Out
of curiosity she tried to activate this service, and failed. The hotline service
told her that she had not installed the digital signature correctly. This was indeed confusing since it had been working with other services for years. But, as
the hotline representative phrased it: “We are not these other services!” While
this was quite possibly true, and the website had been developed in a different
organizational setting, it was not very obvious for the citizen/user that as a
result, the digital signature needed to be re-installed and to work differently.
Despite such usability problems, more than one million signatures have been
issued. Our design is intended to replace the existing solution and therefore
our intended users are a variety of people in a variety of everyday situations.
As more and more information becomes electronically available, the need for
a digital signature to replace the handwritten signature is rising, and these digital signatures must be more usable and useful to even more people across
contexts as illustrated above. With a mobile digital signature, digital signing
could happen in other places than at home at the computer desktop, for instance at a counter in a store or post ofﬁce, in a bank, at the doctor or at municipals ofﬁces. This mobile digital signature design is a research challenge both
in terms of cryptography, mobile protocols and interaction design. This paper
reports on the investigation and analysis of different wireless communication
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Use situation

technologies and how these technologies inﬂuence experience of security. The
solutions themselves are still being iteratively designed and will be reported
on elsewhere. As such the mobile digital signature serves to set the stage of
4
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Fig. 1. A figure illustrating how a signing is carried out with the mobile digital signature.
Figure 1 A ﬁgure illustrating how a signing is carried out with the mobile digital
signature.
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tacks and is based on public/private key encryption. To do that it requires
three distinct devices: An Internet connected server, a terminal (or a PC) that
communicates with the server via an Internet connection and a mobile phone
(or another mobile device) that communicates locally with the terminal. It is
the choice of technology for the local connection between the mobile device
and the terminal that is investigated in this paper. For a user to sign she needs
to be at a location with a dedicated terminal (or at an internet connected PC).
She needs to bring her mobile phone with a dedicated application installed on
it. The text that she wants to sign is shown on the terminal. If she acknowledges signing the text, she types in her pin-code on the terminal and the text
and the pin code are send to the server that veriﬁes the pin-code and does half
of the signing process if it is correct. Then the text is send to the mobile phone
that displays the text. The user veriﬁes if the text is correct and press ok on the
mobile phone and the mobile phone carries out the second half of the signing
process. Then both halves are sent to the terminal that merges them into one
whole signature. What is still not decided is how the communication between
the terminal and the mobile phone is initiated and through which communication technology. In the following several different technology schemes are
thoroughly analyzed and scrutinized to ﬁnd out how the choice of technology
changes the use situation and thereby inﬂuences on the experience of security.
One technology is used for initiating the communication and another for transferring data. These two technologies could be the same, different or familiar
technologies. The initiating technology should be able to determine which relevant mobile phones are in the vicinity of the terminal at the point of signing
and it should be able to establish a common protocol for starting up a communication. The transferring technology should be able to transfer the text that
should be signed, different smaller parameters and the half of the signature
that is processed by the mobile phone. The transfer should be done fast and
without any errors. Besides the inherent characteristics of the communication
technologies, the implementation of these technologies have rather different
behavior and inﬂuence on the experience of security based on different operating systems and platforms.

3

Communication Technology Schemes

Many different technologies have been mixed into different schemes. Hereunder is a presentation of the analyzed technologies.

3.1

Technologies for initiation of communication

The Bluetooth protocol is offering device and service discovery functionality.
A Bluetooth device can search for other Bluetooth enabled devices in the vicinity. The searching device sends out a broadcast and devices reply back in
an arbitrary order. Normally Bluetooth devices can be conﬁgured as discoverable or not. If a device is not discoverable it will not answer if it receives a
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broadcast device search request. After a timeout the searching device will send
another broadcast. After a search for devices the searching device can inquire
found devices for services (e.g. a mobile digital signature service). If a service
is found, a URL for the services is also provided and a connection can be initialized. The communication and discovery distance of the Bluetooth devices
that was used in this project was between 2 and 20 m. A simple RFID-reader allows a computing device to read the unique id of RFID tags that are within close
proximity of the reader. The readers used in this project had a maximal reading
distance of about 12 cm. The tags are born with a non-modiﬁable unique id.
By maintaining a table that maps from unique ids to connection URLs for some
transferring technology it can be used as a way of initiating a communication.
Mobile phones, terminals or PC normally do not have RFID-readers. An RFIDwriter (and reader) allows a computing device to read data of random access
RFID tags. Moreover it can write data to random access RFID tags. Then the
varying part of connection URL (e.g. IP-address, MAC-address, port-number)
can be written to a tag at install time and read of the tag at connection time.
Mobile phones, terminals or PC normally do not have RFID-writers. A webcam, camera in a mobile phone or a dedicated barcode-reader can read of visual
tags within sight of the camera or reader. These tags can be constructed so that
they represent an integer (e.g. 1D-barcodes or Fiducials) or a string (e.g. semaphores or QR-codes). While newer mobile phones and PCs have webcams, not
all of them have an appropriate frame rate for reading the tags properly. The
dedicated barcode-reader is rare on personal IT-devices.

3.2

Technologies for transferring of data

A Bluetooth serial port connection (btspp) can be established if a connection
URL is known. The URL is basically the MAC-address of the Bluetooth device
and the port number for the service. Through a connection data can be sent
forth and back. Bluetooth is inherently only a local communication. Data is
lost in case sender and receiver get too far from each other. Connections are
established fast and data is communicated fast – Bluetooth can be used for
transferring real time sound or mouse movements. The used protocols are reliable so data loss will be avoided. A local TCP/IP-connection over local Wi-Fi
is not that easily established. All communicating devices must be on the same
network. A network connection procedure must therefore be carried out on
each device. Succeeding these procedures a reliable data connection can be established from an IP-address. It is not trivial to conﬁgure a ﬁxed IP-address
for a device through different networks. Normally local Wi-Fi connections are
really fast, however not all mobile phones support Wi-Fi connections yet. A
global TCP/IP-connection over an arbitrary Wi-Fi network or packet data connection (Edge, 3G, 4G) is ﬁrst of all different from the other connection types
by not being constraint to local communication. The communicating devices
can in theory be wherever and still be connected. The speed of communication
depends on the routing of the data and can eventually experience delays. As
long as the connection is restored the data can be transferred in a reliable way.
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All mobile phones have text messaging as core functionality. Besides sending short human readable text messages the Short Messaging System protocol
(SMS) can be used for sending small strings between applications residing at
mobile phones or SMS-enabled computing devices. The messages are sent via
the telephony network whenever this network is not busy with calls. Normally
they are sent fast, however, a busy phone network may postpone the delivery
of messages by minutes or hours. SMS is not constrained to local communication. The messages can only be up to 160 characters, but one message can be
split over 3 messages for a total of 480 characters.

3.3

Devices, platforms and operating systems

The terminal described above has been implemented in Java. The portability
of Java allowed the terminal-implementation to be deployed on several different devices and platforms: Windows XP, Windows Vista, Windows 7, Ubuntu,
and Mac OS X. It has also been deployed to very different devices: self-service
kiosks, tablets, laptops and Desktop-PC. The mobile phone application has
been implemented in J2ME and Android 2.2. The J2ME implementation have
been deployed on Sony Ericsson k850i and on a variety of Nokia phones (e.g.
N73, N95) that includes both classic, fold and slide phones. The Android 2.2
implementation has been deployed on an HTC Desire. Moreover iOS and the
iPhone platform have been considered.

4

An experience framework

To approach the secure experience and to be able to compare the inﬂuence speciﬁc technologies have on a secure experience, the analysis takes its outset in
McCarthy and Wright’s framework from Technology as Experience [96]. McCarthy and Wright [96] look at how people experience and make sense of their
encounters with technology artifacts. They take an outset in Pragmatism in
their readings of Bakhtin and Dewey (see [96]). According to them experiences can be analyzed through a framework. In the framework experiences can
be analyzed through four threads (Sensual, Emotional, Compositional, Spatiotemporal) and sense making can be analyzed through six sense-making processes (Anticipating, Connecting, Interpreting, Reﬂecting, Appropriating, Recounting). The Sensual Thread addresses the sensual components of an experience. What is experience through senses? Do you feel the key in your hand?
The Emotional Thread addresses the emotional components of an experience.
Which emotions ﬁll the experiencing person? Is she feeling secure? The Compositional Thread addresses the relationship between parts and the whole experience. Security and the experience of security are most often parts of larger
experience. Thus a question to ask could be whether the experience is taking place around friends or strangers. The Spatio-temporal Thread addresses
location (eg. home or away?), the duration (eg. through seconds or through
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hours?) and the actual time (eg. night or daytime?). The six sense-making processes are all about how and when in an encounter with technology the sense
is made. Anticipating is the process that makes sense from your expectations.
It could be an encounter with a type of artifact that normally is thought of as
likely to be compromised. Connecting is addressing the ﬁrst immediate impression of an encounter. That could be a gut feeling that this is not likely to
be secure or a sneaking suspicion. Interpreting is the process of digging out
the action possibilities. When for instance a user realizes what she can achieve
by providing her user credentials. Reﬂecting is to step back and reconsider the
situation. That could be wanderings like: “this is going to easy” or “I do not
think this is the right time to type in social security number”. Appropriating
is the process of relating the situation to oneself. That could be to refuse to do
some action, for the reason of not having a gambling nature. Recounting is the
sense that comes out of telling others about it. See [93, 96] for a more thorough
explanation of the framework. In the following the framework is applied to
the use situation that results from using different technologies in the mobile
digital signature solution described above. As mentioned above there are two
choices of technology: One technology for initializing the connection and one
for sending the text and the signature back and forth.

5
5.1

Analysis of different technology schemes
Text messaging-based solutions

Text messaging was considered in two ways: Either as a way for transferring
all the necessary information forth and back or as a way of initiating the communication between the terminal and the mobile phone. In the ﬁrst way an
application on the mobile phone would ﬁlter incoming text messages, read
and consume those that would be relevant for a signing process and deliver
the non-relevant text messages to the users as regular text messages. In the
latter way the user would read a mobile phone number of the terminal screen,
open a dedicated application on the mobile phone and type the number. A text
message with a connection string (e.g. IP-address for Wi-Fi, MAC-address for
Bluetooth) is send to the terminal and the terminal will initiate a connection
between the phone and the terminal.
Analyzing this technology scheme starts out with the Spatio-temporal thread.
Communicating through text messages does not require the signer to be proximate to the terminal. If the user is signing something were it is important
to meet up in person they may not anticipate that the same process actually
could be done by someone not present. Also users may pretty fast interpret
the unintended action possibility that a signing could be carried out without
meeting up in person. With no guarantee for the speed of delivery text messages may either cause a delay or unsuccessful signings. Starting out in the
spatio-temporal thread again the duration of interaction is important. In crucial moments where the signer is actually authenticating oneself or paying for
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Text messaging
Text messaging (SMS)

Bluetooth or Wi-Fi

Figure 2 A ﬁgure illustrating technology schemes where the communication is initiated via text messaging (SMS).

goods, delays may be interpreted as failure or inability to authenticate or pay.
This may again lead to important changes in the emotional thread if either a
customer or a clerk experiences anxiety or frustration or feels embarrassed. For
instance if the customer is at a counter in a store and there is a line of people
waiting, delays that cannot be explained may lead to embarrassing situations.
The compositional thread focuses on seeing the experience as a part of a larger
experience. Text messaging is normally used for quite different things. Besides voting services, ordering services or likewise text messaging is used for
interpersonal communication. This might lead to users interpreting the action
possibilities in an inappropriate way or recounting to others may be confusing
while explanations of how it works may be confused of the alternative way of
using text messaging.

5.2

Bluetooth and J2ME-based solution

A version where Bluetooth were used both for the initiating the connection
and for transferring the data forth and back was implemented in J2ME and
tried out on different mobile phones (Sony Ericsson and Nokia) in different
use situations. J2ME offers a Bluetooth service registry where application can
be registered to launch on speciﬁc Bluetooth connection requests. Thus the terminal was able to show a list of nearby phones, which had the signing application registered in the service registry. When a user chooses her phone on the
list, the terminal can attempt to connect to her phone, which launches the signing application, ﬂash its backlight and vibrate. When the application launches
the connection is already established and the sign text can be send. Whenever
the signing is accomplished successfully or unsuccessfully, or even abandoned
the application on the mobile phone can be closed or even forced killed. Still it
would be ready for the next signing. Moreover, the interaction procedure starts
out from the terminal. The user could have her phone in a pocket or a bag and
when interaction with phone is necessary it will ﬂash the backlight and vibrate.
The placement and conﬁguration of the terminal’s Bluetooth device can change
the area in which a user’s phone is consider proximate and thereby included
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in the list of nearby mobile phones.
Bluetooth and J2ME
Bluetooth

Bluetooth

Figure 3 A ﬁgure illustrating technology schemes where the communication is initiated through Bluetooth devices search. The communication forth and back is transmitted via a Bluetooth connection.

Because users have been through an installation procedure they anticipate
for the system to immediately show that it knows an encountering user and
her mobile phone. This anticipation creates a tension that can be released and
lead to conﬁdence that the signing can be successful. This conﬁdence is part of
the emotional thread. When the system is able to show my name on the list of
nearby phones it can trigger different emotions. It could for instance be a scary
experience or a familiar feeling. The installation procedure hopefully builds
up an anticipation that leads to nice feelings of being recognized by the system. As part of the connecting process seeing ones name on the list may also
trigger gut feelings that this is going in right direction. The fact that users can
appear on the list of nearby phones and disappear if they step away from the
terminal can help clarify the action possibility as a part of interpretation process. Moreover, if a user is together with friends or family and also their names
show up on the list it can help clarify how the user can control the initialization process. Hopefully users will be dressed up through a reﬂection process to
know that if they leave in the middle of a transaction they are able to technical
interrupt the signing process. When the phone wakes up, ﬂashes the backlight
and vibrates it lets the user connect to the phone. In the connecting process the
user is offered sensual feedback that a Bluetooth connection is established and
that the user physically controls the signing. During the recounting process the
procedure is easily explained while it follows the order of a classical pen and
paper-based signing. First the sign text is presented to the user at the terminal,
then the user is given control and in the end the user can physically choose to
sign or leave.

5.3

Bluetooth, RFID and Android-based solution

A version where Bluetooth were used for transferring data forth and back and
RFID tags were used for the initialization of the connection was implemented to run on Android phones. Android does not offer that applications can
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be launched on incoming Bluetooth attempts. Moreover, a security model1
does not allow applications to make the phones’ Bluetooth device discoverable without the OS prompting the users. Moreover, the Android phones cannot be discoverable for more than 300 seconds. Therefore Bluetooth cannot
be utilized to initiate the connection in the way described above. Instead an
RFID reader and writer were tried out. Phones should have an internal random access RFID – tag or have one glued on the back. At installation time
the phone’s Bluetooth MAC-address was written to RFID-tag. At signing time
users would hold their phone close to the terminals reader and the terminal
would read the MAC-address and initialize a connection with the phone. A
background process (also known as a Service in Android terminology) on the
phone would receive the connection attempt and launch a signing application.
Different from J2ME-based phones a sleeping background process would open
waiting Bluetooth sockets on an arbitrary port. This means that during a connection procedure the terminal has to perform a service inquiry on the mobile
phone in order to determine the port number before connection. This results in
the users experiencing a small delay. The delay showed to be different according to the native implementation of Bluetooth drivers on different operating
systems (with Ubuntu as the slowest one and OS X as the fastest).
Android
RFID-tag

RFID-reader

Bluetooth

Figure 4 A ﬁgure illustrating technology schemes where the communication is initiated with an RFID-reader and RFID-tags.

The communication forth and back is transmitted via a Bluetooth connection. Looking at the sensual thread of the user experience the range of the
RFID reader has impact on how the users experience the physicality of the tag
and reader. When users interpret the action possibilities a too short range will
make the reading attempts seem difﬁcult to accomplish. A too wide range
would open for accidental readings and will obscure users’ interpretation and
recounting processes. However, the very physical way of applying user credentials impact heavily on the user experience during these to process. When
a user hold her phone close to the terminals reader it initialize the communication and simultaneously clariﬁes to the user that a part of the security is
1

Google has not provided an actual reason for not letting Android phones be discoverable
for more than 300 seconds. Android application designers are discussing why in several web
forums. Suggested explanations range from security reasons to reasons that stems from their
business model.
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carrying her phone around. This may also come in handy when users later
recount the experience to others. Different from the J2ME solution the users
now physically control the starting point of the initialization process. In the
J2ME solution the ﬁrst steps were already taking in creating the list of nearby
phones. The only step that was left to the user was to conﬁrm by selecting
themselves on the list. In the solution with the RFID reader the user controls
the starting point physically. This helps the users to appropriate themselves to
the experience while they can initiate the signing process when they want instead of being in the middle of it and be able to conﬁrm. Duration: Immediate
responsiveness

5.4

Video camera-based solution

Different experiments with initializing the connection visual tags such as Fiducials2 , barcodes and semaphores have been carried out. Then the terminal
has a video camera attach and mobile phones have stickers on them with the
visual tag. If a visual tag is shown to the camera the terminal can read of the
visual tags unique information and derive from either an IP-address or a MACaddress from it. Then it can attempt to create a connection to the mobile phone.
The cameras in the experiment and the software for reading of the tags showed
to be vulnerable and slow. Often more than one attempt was needed before a
tag’s information was read properly and users were struggling to place their
hands so that they could hold the phone without covering the tag. Another
setup that was tested had the cameras on phones read from a tag on a sticker
on the terminal. Then the information from the tag should inform the phone
of either an IP-address and a Wi-Fi network or a Bluetooth MAC-address and
the phone could then attempt to connect to the terminal. Before the phone can
read from the tag it needs the user to launch a signer application that can turn
on the camera and analyze the video stream.
Video-camera
Visual-tag

Video-camera

Bluetooth or Wi-Fi

Figure 5 A ﬁgure illustrating technology schemes where the communication is initiated with video camera and visual tags.

In the sensual thread the mobile phone has a rather physical and visual
sticker. Besides changing the sensual thread of the experience, users may also
2

See http://reactivision.sourceforge.net/ for more information
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interpret the sticker as a way of controlling their engagement in the signing
activity. By covering the sticker on their phone they deny connection attempts
to their phone. In the latter setup the authentication procedure is less physical
and more difﬁcult to recount. It leaves only few cues to the user of how the signing procedure runs. Instead of selecting oneself on a list and receiving feedback
from a vibrating mobile phone, the feedback is now delivered on the terminal.
This obscures the interpretation process so that the action possibilities are less
clear. Solutions where the connection is initiated from the mobile phones Wi-Fi
or Bluetooth connections can be initiated from the user’s mobile phones. Then
the user has to launch an application that either searches for Bluetooth devices
with a signing service or connects to a local Wi-Fi and broadcast a message to
ﬁnd the terminal. Then the terminal must be waiting for connections. Such
a solution would be an obvious choice for a Wi-Fi solution while a Bluetooth
solution could use Bluetooth for the initialization as explained above.
Phone initialization
Search or Broadcast

Bluetooth or Wi-Fi

Figure 6 A ﬁgure illustrating technology schemes where the communication is initiated from the mobile phone.

Starting at the spatio-temporal thread of the experience the duration of a
signing in this solution is obscured. Unless a user is well prepared on beforehand an application has to be launched and a Bluetooth search or broadcast on
the local network has to be performed before any signing related interaction
can take place. Besides slowing down the entire process, more time is spend
on interaction not directly relevant for a signing process. This may leave the
user in anxiety for a longer period of time during a signing process and thereby
leave the user with a less secure experience even though the signing process
came out successfully. It may be more difﬁcult to grasp the idea that users can
leave if they want to interrupt the signing process, because while users interpret the action possibilities they will not be able to explore the concept of being
proximate to the terminal. Exploring the compositional thread a phone’s Wi-Fi
connection is often used for other services such as browsing the Web, e-mail or
instant messaging. Changing the Wi-Fi connection to another network or even
focusing on which wireless network the phone is connected may change the
users’ experience with other activities that takes place simultaneously, right
before or right after. In comparison with using Bluetooth a mobile phone is
often capable of handling more simultaneous Bluetooth connections. The analysis led to that the J2ME version and the Android version was implemented
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with Bluetooth for data transmission and that the two versions used Bluetooth
and RFID tag, reader and writer respectively.

6

Discussion

Choices of technology impact users’ experience of security. This paper presents
an analysis of the choices of wireless communication technologies for transmission of data and initialization of connections. The analysis shows how action possibilities like controlling the signing process can be clariﬁed in different
ways with different technology schemes. Furthermore, it shows how different
schemes impact in which order the users experience security relevant activities. Moreover, different schemes lead to delays at critical points in the signing process and in security dependent encounters with technology may delays
lead to anxiety, impact on the emotional thread of an experience and users
may feel suspicion from others present (e.g. clerks, other customer). These results are concrete examples of which inﬂuence such analysis may have on design of security dependent technology. The focus was on local wireless communication technologies in the analyzed case. As described above we had a
range possible technology schemes to consider. What led to the analysis of
the communication technologies was initial doubt on which technologies to
use for this. Looking back, this analysis could have focused on the programming languages, platforms and operating systems, encryption algorithms, or
other types of technologies. It is likely to believe that analysis on other choices
of technology may give an even richer picture of the experience of security.
The results presented in this paper were used to inform design in an iterative
design process. However, a similar analysis of existing systems may explain
security incidents or potential threats or weaknesses. Moreover, it could be
utilized to inform the speciﬁcation of requirements to future security dependent system or lead to new requirements to software providers. For instance the
analysis above informed a handful of feature suggestions to future versions
Android. Mocking up prototypes with potential technology schemes is time
consuming. On the other hand, changing the technology scheme late in an
implementation process may be even more time consuming. Thus the potential impact on the experience of security may be weighed against the efforts
needed to mock up potential technology schemes. While the above analysis
has been carried out on quite sophisticated hi-ﬁ prototypes, lo-ﬁ prototypes
may have the same or a sufﬁcient potential for analyzing users experience of
security. The technology schemes analyzed in this paper have most impact on
the spatio- temporal thread of an experience and on the interpretation sensemaking process. This may stem from analyzing communication technologies
and thereby other threads or sense-making process may be more relevant if
other types of technology are in focus. On the other hand it may also stem
from the focus on the experience of security. It is out of scope of this paper to
discuss or analyze users’ experience of technology in general, however, such
an analysis may lead to an exhausting use of the experience framework. The
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word experience refers to two phenomena. It either refers to an experience or
to the experiences a certain individual has. In other Indo-European languages
than English there exist different words for these two phenomena. This papers
analysis focuses on the ﬁrst phenomenon: users’ immediate experience with
security dependent technology. McCarthy and Wright’s framework [96] also
address this kind of experience, but they also address the other kind of experiences. They describe how experiences are conserved and cumulated and later
on can be triggered as tensions or anticipations. Different technology schemes
may also have different impact on which and how experiences are triggered
in the use situations. A future analysis of technology schemes can either be
focused on this type of experiences or both types.

7

Conclusion

Analyzing a security dependent technology artifact and its intended future
use situations with focus on different technology schemes and their impact
on users’ experience security lead to results that informed a design process. A
qualiﬁed choice of technology scheme for local wireless communication was
derive from these results in an iterative design process of a mobile digital signature. This paper argues that these types of analysis may improve users’ experience of security. Other types of technology schemes than communication
technologies may be analyzed and may have a signiﬁcant impact on users’ experience of security.
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