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ABSTRACT

The exploding power consumption in private households is a
growing challenge in the pursuit of reduction of the generation
of green house gasses worldwide. Development of smart sen-
sors, advanced control systems and complex communications
architectures for use in private households has made it possi-
ble to have technology assist in solving this challenge. Despite
the present availability of such technology the potential bene-
fits remain unrealised to a vast extent. This paper presents a
view of the present status and the challenges in releasing the
remaining potential together with a number of strategies for
resolving these issues. Extensive deployment of an intelligent
communications infrastructure plays a key role in the presented
solutions.

I INTRODUCTION

According to IEA World Energy Outlook 2008 the world pri-
mary energy demand will grow 1.6% per year the next 20
years [16]. Today, a total of more than 12 Mtoe is consumed
and more than 80% of the energy originates from fossile fuels.
The use of fossile fuels makes a rather sustantial contribution to
the world emission of CO2. The relative anthropogenic green
house gas (GHG) contribution in 2004 is shown in Figure 1.

Figure 1: Share of different anthropogenic GHG’s in total emissions in 2004
in terms of CO2-equivalents [12].

Looking at how the different sectors contribute to the total an-
thropogenic GHG emissions leads to the data for 2004 pre-
sented in Table 1. The contribution from residential and com-
mercial buildings is 7.9 % of the total emissions. The data
reflects the fact that this sector is by no means one of the major
contributors. Nevertheless, the sector is by far one of the most
interesting when it comes to the estimated economical miti-
gation potentials with respect to GHG reduction in the 2030
forecast done by IEA. When it comes to potential weighted
by economy it outperforms all other sectors including industry,
transportation and agriculture.

Sector Rel. GHG emissions
Residential and commercial buildings 7.9 %
Industry 19.4 %
Agriculture 13.5 %
Forestry 17.4 %
Waste and wastewater 2.8 %
Energy supply 25.9 %
Transport 13.1 %

Table 1: Share of different sectors in total anthropogenic GHG emissions in
2004 in terms of CO2-equivalents [12].

Implementation of efficient energy management in residential
buildings is the way to release a large portion of the stated po-
tential reduction of CO2 emission in the sector. The core of
energy management is communications infrastructure support-
ing highly intelligent sensors and control units. The challenge
is to implement flexible, easy-to-install and easy-to-use solu-
tions with built-in intelligence capable of i.e. timing the en-
ergy consumption with the availability of surplus energy from
renewable energy sources. Cost is of course a major param-
eter when making solutions for residential buildings and this
disqualifies todays available building management system so-
lutions for commercial buildings as an option. A holistic ap-
proach is also necessary in order to break down the barriers
- both economical, human and technological - existing today
and preventing full-scale penetration of energy management in
residential buildings.

II THE INTELLIGENT HOUSE - THE CHALLENGE

Taking a look at the present level of integration of energy man-
agement in residential buildings as an example it becomes ev-
ident that the level of penetration is low1. Why is that? The
question is simple but the answer is far more complex. How-
ever key elements in the answer would be:

(a) Low level of consumer cost-benefit aware-
ness

(b) Conservatism in the construction sector
(c) Overwhelming number of stand-alone solu-

tions available
(d) Technical knowledge required to install and

operate main part of products
(e) High implementation cost

1Compared to IT equipment like computers etc. [6].
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II.A Present Home Automation Approaches

Although politics play an important role resolving (a) and (b),
a lot can be done from a communication perspective to reduce -
or remove - the technically related barriers (c), (d) and (e). Let
us have a look at a generic home, where the implementation
of energy management is considered. The areas of interest,
sensor types and a subset of communication standards used in
commercially available solutions today are shown in Figure 2.

Figure 2: Illustration of todays control systems in residential home.

From a consumer point of view this is far from optimal. A myr-
iad of commercial products are available using yet another myr-
iad of communications standards mixed with proprietary solu-
tions. Very few products aim at integrating control of central
heating, airconditioning/climate control and lighting. Scalabil-
ity is an issue in almost every solution available: if scalability
is offered, severe restrictions are imposed on the choice of ex-
tra components. Even components based on the same standard
can be a no-go due to the fact, that deviations from standard
profiles are made to a non-neglible extend. Some times this
can be excused by the fact that no suitable profile has been de-
veloped for the application at the time of product development,
but most of the times it is justifed from an optimisation point-
of-view (connection time, overall performance etc.).

Asking the average non-technical consumer to make the
right future-proof decision when aquiring energy management
systems is not fair. The consequence of asking consumers to
navigate in the myriad of solutions is that they refrain from
making decisions at all. No-one wants to make investments in
equipment that has a high probability of being obsolete in a few
years or simply just incompatible with future improvements.

II.B At the Crossroads

Taking the holistic approach in defining the future commu-
nications infrastructure for use in connection with energy
management systems brings forward a set of ”mission critical”
requirements:

◦ Easy to Setup/Use

· Pairing devices
· Changing configuration and/or parameters

◦ Scalability

· Easy to add new devices (intelligent identifica-
tion/awareness...)
· Auto-configuration systems
· Possible to add new censor types ( adaptive SW ap-

plications)

◦ High Level of QoS

· Adaptive utilisation of frequency bands / communi-
cations standards (SDR and CR)
· Intelligent and transparent monitoring

◦ Future-Proof

· Forward compatibility - possibility to add equipment
conforming to new standards
· Merging with overall home multimedia solution

◦ End-2-End Security

· No security limitations in the applicability of the
transport solution

Additionally to these requirements is still the non-negotiable
demand for low-cost solutions. This combined set of con-
straints should lead to implementations of these future commu-
nications infrastructures with a high level of integration, flex-
ibility and robustness rendering a setup as the one shown in
Figure 3 possible.

Figure 3: Illustration of generic energy management setup in a residential
home.

Several ’perfect’ and ’near-perfect’ solution alternatives ex-
ist, ranging from the idealized setup shown in Figure 3 where
all PHY’s can be handled by the core, to a solution where all
controls and sensors strictly adhere to one common defined
standard.
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III THE CHOICE OF STRATEGY

Traditionally the house of tomorrow is considered the most
obvious example of where wireless multimedia meet wireless
sensor networks. The connectivity to and from the house is
traditionally connected via a gateway to the local house-LAN
sensor based network inside the house.

Figure 4: An IP-based wireless sensor network connected to some kind of
“classic” IP infrastructure.

Despite this normal gateway-based view of the wireless net-
work infrastructure there are other initiatives attempting to
make a more future proof and clean solution based on the Inter-
net technology see Figure 4. A supporting factor regarding how
well minimum/zero configuration can be achieved based on an
pure IP-based infrastructure is that a number of higher layer
(OSI reference model) initiatives supports the concept per-
fectly. More than 865 leading companies in computing, print-
ing and networking; consumer electronics; home appliances,
automation, control and security; and mobile products [19]
have created two related standards: Universal Plug And Play
(UPnP) and Digital Living Network Alliance (DLNA) [4]
which is based on the UPnP standard. The goal is to allow
devices to connect seamlessly and to simplify network imple-
mentation in the home and corporate environments and to offer
simple and seamless access to digital content. In order to guar-
antee interoperability, products must be designed in respect to
some device guidelines specified in the standards. The archi-
tecture described in the standards support zero configuration
networking and automatic discovery. This means that a device
dynamically can join a network, get an IP address, announce
its name and capabilities upon request, and learn about other
nearby devices. The main features are based on technologies

such as IPv4 and IPv6, XML and SOAP to achieve this.

III.A Minimum Configuration - on the Network Layer

Until recently the Internet Protocols (IP) have been considered
too large, complex and power consuming (processing) to be
put into wireless sensor networks efficiently. Typically there
are very strong requirements on low power and low complexity
in these wireless sensors.

Recently it has been shown how it is possible to implement
an IP-based solution given these requirements. Currently the
Internet Engineering Task Force (IEFT) is standardizing a so-
lution attempting to extent the Internet architecture to wire-
less sensor networks. For wireless sensor networks the IEEE
802.15.4 standard [5, 10] is currently found favorable for the
physical and link layers. The IP solution on top is based on
the 6LoWPAN2 currently addressed in the RFCs 4919 and
4944 [13, 15].

The idea of 6LoWPAN is to offer an IPv6-based solution
for the critical embedded wireless requirement of high reliabil-
ity and adaptability, long lifetime on limited energy and within
highly constrained processing resources to minimize cost. The
6LoWPAN based sensor network should use below 1 % of the
802.11 power (and additionally be turned off most of the time)
and be running on a small 8 bit MCUs with only KBs of mem-
ory.

Additionally the network should be manageable even with
many devices. IP is not just used in a specific application con-
text like the intelligent house, but also for the general case.
That is, provide interoperability with all other potential IP net-
work links, offer the potential to route to any IP-enabled device
within an offered security domain, co-exist with other systems
and yet provide a very robust operation. In that sense the IP-
based sensor network using 6LowPAN is much more general
than a feature to be used for sensors in your home, it can actu-
ally be seen as one of the drivers for the vision of The-Internet-
of-Things or the The-Internet-of-Everyday-Things [18] where
physical devices of all sorts are connected using the Internet
protocols over wireless as well as wired links.

The IP-based sensor network protocol solution is illustrated
in Figure 5 with the 6LoWPAN protocol between the link and
network layers of the sensor network. The figure shows the
principle of the protocol layering when connecting a wireless
sensor network using 6LoWPAN and 802.15.4 and some more
fixed access to the Internet through either WiFi, mobile broad-
band or similar. No gateway is needed to provide the Internet
connectivity. It is clear that the concept is an extension to the
IP technology suite that provides a new class of devices, but in
a familiar (to traditional IP) way.

Regarding 6LoWPAN IETF address a number of issues that
needs to be solved. For standardization the focus will be to
ensure interoperable implementations of 6LoWPAN networks
and to define the necessary security and management proto-
cols and constructs for building 6LoWPAN networks, paying
particular attention to protocols already available. Specifically
IETF is currently working towards [11]:

2IPv6 over Low-Power Wireless Personal Area Networks.
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Figure 5: Protocol stacks with IP for both the access network and the wire-
less sensor network based on 6LoWPAN. No protocol translation gateway is
necessary [8, 14].

• Standard: ”6LoWPAN Bootstrapping and 6LoWPAN
IPv6 ND Optimizations”.

• Standard: ”6LoWPAN Improved Header Compression”.

• Informal doc.: ”6LoWPAN Architecture”.

• Informal doc.: ”6LoWPAN Routing Requirements”.

• Informal doc.: ”6LoWPAN Security Analysis”.

There are a number of evident indications of both commer-
cial products as well as open source components implementing
an IP-based solution for wireless low power sensor networks.
One example is Contiki [3], a portable, multitasking operating
system for memory efficient networked embedded systems and
wireless sensor networks. It is designed for configurations of
2 KB of RAM and 40 KB of ROM. An example of a company
offering a commercial product using 6LoWPAN is ArchRock,
which have at least two products available. Of course an IP-
enabled wireless sensor network system that can be accessed
through a web interface and additionally an energy optimizing
package that enables organizations to zoom in on the biggest
energy consumers in e.g buildings [21].

Additionally a number of standardization organizations are
considering adopting 6LoWPAN over IEEE 802.15.4 for the
wireless sensor networking. One example is the North Amer-
ican International Society of Industrial Automation (ISA), a
nonprofit organization standardizing automation [17]. The
standard, ISA 100.11a [23], is a wireless networking technol-
ogy designed to be open and available via the Internet. The
standard is still in the early stages and based on IEEE 802.15.4
with frequency hopping and mesh routing.

III.B Minimum Configuration - on Radio Link Layer

Equivalently to the IP-based connectivity described above, a
number of initiatives also supporting the minimum configura-
tion or zero configuration for home automation is also proposed
for the physical radio link layer.

The concept of software defined radio (SDR), defined as “A
radio in which some or all of the physical layer functions are
software defined” support the fundamental minimum configu-
ration concept. In principle SDR defines a collection of hard-
ware and software technologies where some or all of the ra-
dios operating functions (also referred to as physical layer pro-
cessing) are implemented using FPGAs, DSPs, GPPs or SoC
specific programmable processors [20]. In other words each
transceiver can, in real-time, select between a number of avail-
able pre-defined and implemented radio front-ends (see Fig-
ure 6), as 802.11, 802.15, a proprietary ISM band radio link or
something similar.

There has been a significant amount of research on SDR,
but today SDR is still in the early stages of commercial usage.
Regarding standardization initiatives have started by ETSI de-
signing an architecture for reconfigurable radio systems [2].

The interest in SDR accelerates when combined with other
types of intelligent radio concepts. In a sense SDR can be seen
as an enabling technology for other next generation radios:

• Adaptive Radio (AR): An AR is a radio in which com-
munications systems have a means of monitoring its own
performance and modifying its internal parameters to im-
prove this performance.

• Cognitive Radio (CR): A CR is a radio in which a com-
munication system is aware of its internal state and en-
vironment, such as location and utilization of frequency
spectrum at that location. It can make decisions about
the radio operating behavior by mapping that information
against predefined objectives. Cognitive radio is typically
defined to utilize Software Defined Radio, Adaptive Ra-
dio, and other technologies to automatically adjust its be-
havior or operations to achieve the desired objectives [22].
The basic CR process flow would be something like:

1. Sense the spectral environment over a wide band-
width.

2. Transmit in white space and adapt bandwidth and
power to environment.

3. Detect if primary user appears.

4. If yes, move to new white space.

• Intelligent Radio (IR): An IR is a CR that is capable of ma-
chine learning. This allows the cognitive radio to improve
the ways in which it adapts to changes in performance and
environment.

The generalized block-structure of a SDR/CR type receiver is
shown in Figure 6.
Regarding these intelligent radios a number of completely un-
solved issues has to be dealt with. One example among many
is the research area of how to do the sensing and selection of
the spectrum. Additionally of course it seems like the com-
plexity of these systems must be relatively high, complicating
the implementation of a very low cost, low power, low process-
ing sensor type of device. This is of course a theme for further
research.
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Figure 6: Principle block structure of a SDR/CR combined transceiver.

Finally, another parameter emphasizing the importance the
intelligent radio’s is when looking at the possibility of creat-
ing a system based (exclusively) on unlicensed spectrum. Of
course the classic ISM bands [1] around 2.45 GHz and 5.8 GHz
are to be used. But to provide significant bandwidth, up to
6 GHz (e.g. to transmit wireless HDMI signals), new spectrum
is considered for intelligent houses. Specifically the 7 GHz
bandwidth allocated on the 60.5 GHz carrier frequency for un-
licensed usage (in USA), see Figure 7, opens up for increased
possibility and minimizes the spectrum bottleneck. The spec-
trum around 60 GHz become especially interesting because
the oxygen molecule (O2) absorbs electromagnetic energy at
60 GHz like a piece of food in a microwave oven. This can be
used for much easier reuse of frequencies since the interference
easier can be controlled [7].

Figure 7: Spectrum allocation around the carrier frequency of 60 GHz and
the oxygen absorption band.

IV CONCLUDING REMARKS

The impact on GHG emission from residential homes by facil-
itating energy management would be substantial. As an exam-
ple approximately 5 % of the total GHG emissions in Denmark
originates from this sector in 2009 [9]. Roughly 40 % of the
energy consumption in residential homes is used for heating. It
is believed that 40-60 % of this energy could be saved by de-
ploying smart energy management systems. By enabling these
systems with information on renewable energy surplus avail-
ability a substantial part of the rest of the energy consump-
tion could be converted to GHG-neutral energy by using this
knowledge intelligently to switch between the different avail-
able energy sources. The latter requires the use of informa-
tion concerning the power grid external to the home and the
ability to use different sources of energy for heating. Yet sup-
plemental parameters that will become increasingly more im-
portant in combatting GHG emission as the complexity in our

energy production increases and thereby making it even more
necessary to have intelligent energy management systems. The
penetration of which is highly dependant on the development
of intelligent, highly integrated and inexpensive ’transparant’
communications technology.
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