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ABSTRACT

Buildings account for more than a 35 % of the energy con-
sumption in Europe. Therefore a step towards more sus-
tainable lifestile is to use home automation to optimize the
energy consumption “automatically”. This paper reports
about the usage and some of the remaining challenges of
especially wireless but also powerline communication in a
home automation setting. For many years, home automa-
tion has been visible to many, but accessible to only a few,
because of inadequate integration of systems. A vast num-
ber of both standard and proprietary communication pro-
tocols are used, and systems are often difficult to install and
configure so professional assistance is needed. In this pa-
per we report about our experience in constructing an open
universal home automation framework enabling interoper-
ability of multiple communication protocols. The frame-
work can easily be expanded in order to support new pro-
tocols, and due to the open source nature of the framework,
this expansion can even be implemented by external ven-
dors. We also elaborate upon the difficulties we have had
with integrating commercial devices that should be inter-
operable.

I INTRODUCTION

Today, the energy consumption in private households is 22% of
the total consumption in Denmark and the costs of private en-
ergy consumption have almost doubled since 1990 [18, 14]. In
case we wish to lower the energy consumption at a global scale
private homes is a potential target where intelligent electronics
can be used to provide home automation as a potential tech-
nology to reach this target. It is necessary to make it easy to
connect electronic components in a network such that interop-
erability between them can be established. Here wireless and
powerline communication are obvious choices of technology
for enabling establishing such a network.

There are already a lot of electronic devices in private homes
with features which can help to manage and reduce energy con-
sumption and improve comfort in the home. Unfortunately, it is
not easy for non-technical people to establish a home automa-
tion network working in their own home in the way they would
like it to function. Today this kind of system is mainly used
by technology freaks and wealthy people people who wish to
impress their friends. Typically they simply ask a consultant
to install it all from one supplier. The challenge really is to
enable the less rich people to purchase desirable sensors and

actuators for a home automation system from different suppli-
ers and potentially using different communication technologies
and different protocols and then establish the interoperability in
such a network supporting the desires of the family living in a
private house, see Figure 1. This means that it is definitely
worthwhile to investigate whether it is possible to develop a
system making it easy for non-technically minded people to set
up their own home automation system and gradually enhancing
it by purchasing new electronic devices as needs arise.

Figure 1: Examples of some of the many different physical
link technologies of a classic home automation network, that a
central unit must interface to.

In order to investigate this opportunity a number of chal-
lenges must be solved. First of all many different notions of
communication are used between home automation equipment,
both in terms of standards as well as proprietary protocols. This
limits the interoperability between devices significantly. Sec-
ondly, the configuration of the devices must be easy. Finally,
the associated cost of installation and reconfiguration can be
prohibitive. The high cost of the majority of home automation
devices is also a limitation at the moment. Of course general
experience from the consumer electronics industry shows that
once the quantity of products go up, the prices will decline sub-
stantially.

In this paper we present our findings of the maturity of the
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Figure 2: EPIC graphical user interface, designed from partic-
ipatory design principles.

electronics products in the home automation sector and the dif-
ficulties of establishing a working network of these in private
houses. The project aimed to enable entirely non-technical peo-
ple with a platform where they could configure their own home
automation system composed of heterogeneous devices using
different communication technologies. User-driven innovation
has been used, in order to achieve a user-friendly graphical
user interface for the configuration shown in Figure 2. How-
ever during the project it turned out that this part was not the
biggest barrier in achieving the project objectives. The problem
of the various devices bought not fulfilling the specifications
have proven much more critical, as we describe later.

This paper initially presents an overview of the project in
Section I.A. This is followed by Section II where the interop-
erability challenges of establishing the desired heterogeneous
network is discussed. Section III provides an overview of re-
lated work, while Section IV provides a few concluding re-
marks.

I.A The MC-HA Project

In 2008 the Danish Enterprise and Construction Authority
decided to fund the project “Minimum Configuration —
Home Automation” (MC-HA) with a budget slightly below
1 Mill. EUR. The objective of this project is to develop,
through user-driven innovation, a unifying concept of how
different electronic solutions can be configured in the home, in
such a way that they will become applicable and relevant for
users [1]. The partners in the MC-HA project are:

Aarhus School of Engineering (http://ase.iha.dk)

The Alexandra Institute (http://www.alexandra.dk)

Seluxit A/S (http://www.seluxit.com)

Develco Products A/S (http://www.develco.dk)

The project is based on participatory design of a multidisci-
plinary cooperation incorporating user involvement and inno-
vation [16]. Participatory design is a new approach for a num-
ber of the involved industrial partners and during the process
they learn to use the new methods, while describing the appli-
cability of them for industry value. The project have worked

with the following two groups of users:

1. A reference user group consisting of families with or with-
out children

2. Two families who will live in conventional houses in Den-
mark and Portugal.

Based on the user driven innovation, a home automation
framework has been created, called the Extendible Protocol
Independent unit Controller (EPIC) [18]. Once matured, this
framework will be open source for anyone to use. During the
development of the initial version of the EPIC framework the
following focus points have been given the highest priority:

Protocol Interoperability: The framework must be able to
handle several communication protocols in a way that is
transparent to the user. This should cover both wireless
and powerline communication approaches.

Solid Backbone: Since it is the idea that several third party
developers will make additions to the framework in the fu-
ture, it is essential that the framework core is stable. This
will ensure that the entire system will not crash due to a
faulty addition of new components.

Testing Platform: The user driven innovation created a lot of
feedback on how the home automation system shall work.
It is important that the framework enables rapid prototype
testing of several user interfaces, to support the frequent
user feedback. The challenge for the updates of the GUI
comes when the concepts underlying the core components
change during the development.

The EPIC platform has been developed and a number of
electronic devices (sensors and actuators) have been purchased
as commercial products to be integrated in the minimum con-
figuration – home automation setup. Unfortunately (as could
have been anticipated) progress on the user interface has not
come as far as we had expected because of a large number of
interoperability challenges that have turned up with the com-
munication with the different devices. The challenges with dif-
ferent versions of different wireless protocols are described fur-
ther in Section II below.

II INTEROPERABILITY CHALLENGES

When the project started there was no commercial ZigBee de-
vices for home automation on the marked in Europe, but one of
the industrial partners was developing one. So the goal for our
system was to achieve interoperability between this device and
some of the commercial Z-Wave devices for home automation.

We expected the main problems to be concerned with inter-
operability between the different protocols, but we discovered
soon that it was difficult just to setup a functioning net based
on only one protocol.

Regarding the Z-Wave based devices we have encountered
the following issues:
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1. One of the biggest problems for an end user is to setup the
network. To do so the user is expected to press a button on
the network controller’s hardware or software user inter-
face and then press a button on the device that should join
the network. The problem is that if the device is already
on a network, then it will not join a new network, and
simply ignores the press on the button. And an end user
will get no response of what is happening and is likely to
assume the device is defective. A new Z-Wave enabled
device is not expected to belong to a network when the
end user purchases it in a store, but this has been the case
with many commercial devices we have purchased for the
project. The problem is easy to solve. You remove the
device from (any) network. To do so, you just have to se-
lect remove device (or something similar) in the network
controllers software, and then press a button on the device.
The problem is that you need a network sniffer and knowl-
edge about the protocol to figure out what the problem is,
and how to solve it.

2. Interoperability between devices from different manufac-
tures is not as we expected. Devices using the Z-Wave
protocol are expected to communicate with each other re-
gardless of who originally manufacturers the devices. But
this is not the case in our project. The devices will typi-
cal communicate to some extent, but they are rarely fully
compatible, and some devices behave strangely when
added to a network controller of a different brand. One
example is a device that would only route packets in one
direction, and another device would destroy the network
when added to a network controlled by a controller from
a different brand.

3. Practical problems with reachability in the test houses. Z-
Wave devices are supposed to have a range of approxi-
mately 100 feet (or 30 meters) in ”open air” conditions,
but with reduced range indoors depending on building ma-
terials. Our experience from the two test houses are that
the indoors range is much less. An example is a battery
powered sensor placed in the kitchen (device A in figure 3)
that was unable to reach the controller approximately 8
meters away with no concrete walls in between. When we
added a switch plug-in (device B in figure 3) to the net-
work, this device was able to route between device A and
the coordinator, so we were able to setup a network that
covered every room in the house from one coordinator.
But we were surprised that routing was needed for such a
short distance.

Regarding the ZigBee based devices we have encountered
the following issue: The first ZigBee specification was ratified
in 2004 and made public available in 2005, so we expected the
ZigBee protocol stack to be mature and stable. However in our
project we found that the protocol stack implementation was
not yet stable. This may not be the case for all vendors, but
the ZigBee devices used in the project was prototypes from a
project partner and this gave us a lot of extra work because they
updated their firmware frequently. And these updates would

Figure 3: Layout of the Portuguese house.

almost always require changes in our code. One of the major
changes was the shift from the ZigBee 2006 protocol stack to
the ZigBee 2007 stack release profile 2 (called ZigBee Pro).

Power-line communication was added to our project after we
had finished the development of our generic communication
framework. This was a good test of the difficulty of adding
support for a new protocol to the framework. It turned out to
be rather easy. It only took two weeks to integrate power-line
communication in our framework, and the power-line devices
worked very reliable in the test house.

III RELATED WORK

In the MC-HA project we chose a standard desktop PC as the
platform because we only focused on the development of the
interoperability framework and the user interface. It is not the
optimal platform regarding energy consumption. To optimize
energy consumption the software must be transformed to run
on an embedded platform such as e.g. an ARM processor based
platform. An example of such a controller is the commercial
product Envigma from inrom Ltd.

Currently a number of large European research projects tar-
get the use of embedded systems for energy efficient buildings.
This range from a project with a cost above 17 M. EUR as eDI-
ANA [2] to IntUBE [13] and AIM [17].

In addition a number of international research projects across
Europe have been attempting to solve the problem of interoper-
ability between different link layer technologies by designing a
middleware software component making the specific link layer
technology transparent for the user. The two largest are the
Amigo [7] project and the Hydra [6] project.

The Amigo (Ambient Intelligence for the Networked Home
Environment) interoperable middleware aims at enabling am-
bient intelligence within the networked home environment by
addressing the seamless integration of networked devices and
related application services within the home system. The scope
is not limited to classic home automation devices, but also aims
towards consumer electronics as well as mobile and PC plat-
forms. The Amigo architecture is specifically designed to re-
alize an open networked home system that dynamically inte-
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grates heterogeneous devices as they join the network. The
dream is in the future to have a home filled with electronics
devices that can all “talk to each other”.

Some of the other issues and challenges to the project has
attempted to solve is that it is complicated to configure the
many different networks within the home automation network.
The complexity is high and it is not possible to put too much
complexity in the edge-devices due to resource constraints (a
strong focus on cost minimization). The architecture has there-
fore from the beginning been designed and implemented with
a service oriented focus. It means that one should no longer
think about the washing machine as a device by itself, rather
a service provider of a certain functionality (in this case the
ability to wash clothes). That way the network consists of a
number of functionalities that work together. By doing this
AMIGO facilitates that the functionalities can interoperate di-
rectly. Additionally the AMIGO middleware ensure that exist-
ing communication protocols can still be used along with new
types of communication links. One example is the old X-10
that AMIGO can convert and make a part of the next network.

The HYDRA project has from the start aimed at design-
ing, implementing and validating middleware for networked
embedded systems that allows developers to develop cost-
effective, high-performance ambient intelligence applications
for heterogeneous physical devices. The underlying commu-
nication layer is considered transparent. It is a tool for further
development, targeted towards developers and product manu-
facturers. The architecture is service oriented like was the case
with AMIGO. Again HYDRA is not targeted specifically to-
wards home automation. Its general structure is equally rele-
vant for other application domains like healthcare, agriculture
etc. HYDRA additionally deals with the challenge of devel-
oping a framework for secure and trustworthy communication,
while at the same time supporting self-adaptive interplay of dif-
ferent components, not only sensors but also controlling com-
ponents and actuators.

The EnTiMid [12] project takes the middleware approach
even further. However here the initial setup is based on the
idea that one unique and universal middleware is a dream.
Therefore to solve this issue, a new generation of schizophrenic
middleware in which service access can be generated from an
abstract service description has been build. The implemen-
tation is called EnTiMid. It is a schizophrenic middleware
which supports various services access models (several per-
sonalities): SOAP (Simple Object Access Protocol), UPnP and
DPWS (Device Profile for Web Services). The model person-
alities are generated using a model driven engineering.

IV CONCLUDING REMARKS

Despite the promising potential for using intelligent home au-
tomation and improving the energy consumption in private
homes [15] it seems that the maturity of the electronic devices
to be used in such networks are not yet where they need to
be for this to really have any measurable effect. To achieve a
large scale carbon emission reduction from home automation
technologies the technology has to be extremely widespread. It

must be employed in a significant part of the population, i.e.
it must be extremely easily employable. We feel that it is dis-
appointing that it is so difficult to be able to realize a hetero-
geneous network of home automation devices that can inter-
operate appropriately. We believe that in order to remedy this
situation both the industry for wireless home automation elec-
tronics as well as the standards institutions for wireless tech-
nologies quickly needs to create sufficient standards, prefer-
ably with backward compatible interoperating protocols. For
the power-line some of this is being done by ITU through the
G.hn standard, formalized through the HomeGrid Forum [8].

One way of overcoming the major challenges we have found
in the MC-HA project is to move wireless home automation
(actually both wireless and fixed network parts) into a pure
embedded Internet setup [10]. This was initially proposed
already in 2001 by [5], but rejected since it was considered a
far to heavy-weight type of solution. However, major advances
in sensor networks as well as small scale sensor electronics has
changed this situation significantly. With technologies such
as the IETF 6LoWPAN [11], it is now feasible to run an IPv6
solution even on an 8-bit micro controller [4, 9]. On top of that
the “upper”layers like the web server are being adapted to very
resource constrained platforms[3]. With such an approach
IPv6 will offer one single network layer that can cover all
aspects. Additionally, different link layer technologies can be
used in the same home network at the same time, wireless as
well as fixed.

Acknowledgments

We would like to thank Danish Enterprise and Construction
Authority for financial support for this project and all our part-
ners in the project for their active participation. In addition we
would like to thank Nick Battle for proofreading a draft of this
paper.

REFERENCES

[1] Minimum Configuration Home Automation. http://ase.iha.dk/
Default.aspx?ID=9947.

[2] Davide Dardari Chiara Buratti, Andrea Conti and Roberto Verdone. An
overview onwireless sensor networks technology and evolution. Sensors,
9(ISSN 1424-8220):6869–6896, 2009.

[3] S. Duquennoy, G. Grimaud, and J.-J. Vandewalle. Smews: Smart and
Mobile Embedded Web Server. In IEEE International Conference on
Complex, Intelligent and Software Intensive Systems, March 2009.

[4] M. Durvy, P. Wetterwald, B. Leverett, e. Gnoske, M. Vidales, G. Mul-
ligan, N. Tsiftes, N. Finne, and A. Dunkels. Poster abstract: Making
Sensor Networks IPv6 ready. In The 6th ACM Conference on Embedded
Networked Sensor Systems, November 2008.

[5] E. Finch. Is IP everywhere the way ahead for building automation ? In
Facilities, ISSN: 0263-2772, 19(11):396-403, 2001.

[6] Middleware for Networked Devices HYDRA Project. http://www.
hydramiddleware.eu.

[7] Ambient Intelligence for the Networked Home Environment
AMIGO Project. http://www.hitech-projects.com/
euprojects/amigo/.

[8] The HomeGrid Forum. http://homegridforum.org/.

[9] J. Hui and D. Culler. IP is dead, long live IP for wireless sensor networks.
In The 6th ACM Conference on Embedded Networked Sensor Systems,
November 2008.



The 13th International Symposium on Wireless Personal Multimedia Communications (WPMC 2010)

[10] Matthias Kovatsch, Markus Weiss, and Dominique Guinard. Embedding
Internet Technology for Home Automation. In 15th IEEE International
Conference on Emerging Technologies and Factory automation, Septem-
ber 2010.

[11] N. Kushalnagar, G. Montenegro, and C. Schumacher. RFC-4919,
IPv6 over Low-Power Wireless Personal Area Networks (6LoWPANs):
Overview, Assumptions, Problem Statement and Goals. IETF Request
for Comment, 2007. .

[12] Grégory Nain, Erwan Daubert, Olivier Barais, and Jean-Marc Jézéquel.
Using mde to build a schizophrenic middleware for home/building au-
tomation. In ServiceWave ’08: Proceedings of the 1st European Confer-
ence on Towards a Service-Based Internet, pages 49–61, Berlin, Heidel-
berg, 2008. Springer-Verlag.

[13] The IntUBE Project. http://www.intube.eu.

[14] John Rohde, Sune Wolff, Thomas Skjødeberg Toftegaardand Peter Gorm
Larsen, Kenneth Lausdahl, Augusto Ribeiro, and Poul Ejnar Rovsing.
Towards Green ICT, chapter 13: Optimizing Energy Usage in Private
Households, pages 185–209. River Publishers, 2010.

[15] John Rohde, Sune Wolff, and Thomas Skjødeberg Toftegaard. Strategies
for Releasing the Green Potential in Home Automation. In WPMC’09:
The 12th International Symposium on Wireless Personal Multimedia
Communications, September 2009.

[16] Douglas Schuler and Aki Namioka, editors. Participatory Design: Prin-
ciples and Practices. Lawrence Erlbaum Associates, 1993.

[17] S. Tompros, N. Mouratidis, M. Draaijer, A. Foglar, and H. Hrasnica. En-
abling applicability of energy saving applications on the appliances of the
home environment. IEEE Network, 23(6):8–16, November-December
2009.

[18] Sune Wolff, Peter Gorm Larsen, Kenneth Lausdahl, Augusto Ribeiro,
and Thomas Skjødeberg Toftegaard. Facilitating Home Automation
Through Wireless Protocol Interoperability. In WPMC’09: The 12th
International Symposium on Wireless Personal Multimedia Communica-
tions, September 2009.


