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Abstract—Autonomous Unmanned Aerial Vehicles (UAVs) find
increasing use in the civil airspace where multi-UAV systems
are deployed to perform operations supervised by remote con-
trol facilities. Since these multi-UAV systems operate in public
locations and connect using open communication standards, it
raises significant security concerns. While most UAV designers
befittingly deal with the complexity of autonomy, communication,
and control, they often ignore to consider system security
aspects in the early design phase. To support the security design
process of multi-UAV systems, this paper provides an analysis of
cybersecurity threats of multi-UAV systems based on the STRIDE
model. The identified threats are subsequently linked with a risk
assessment to be prioritized according to severity. We conclude
by establishing a set of security design recommendations for
connected inspection UAVs to contribute with guidance for the
design of future multi-UAV systems.

Index Terms—Unmanned aerial vehicle, drone, threat model,
risk assessment, security management.

I. INTRODUCTION

Breakthrough in research and innovation in Unmanned
Aircraft Systems (UASs) has led to a significant increase in
the deployment of autonomous Unmanned Aerial Vehicles
(UAVs) in the civil airspace. UAVs also referred to as drones,
are unmanned aircraft that perform tasks such as surveillance,
monitoring, search and rescue, military use, and infrastructure
inspections [1]. Security threats to UAVs are typically targeted
at the system level, which comprises all functions employed
to allow the UAV to operate. This may include the hardware
and software running on the UAV, the Ground Control Station
(GCS), the support Cloud Services (CS), and the connections
between these entities. Cyberthreats are further accentuated
by UAVs connecting to open, wireless networks with access
to the Internet [2], [3].

The urgency of addressing the security of connected UAVs
can hardly be exaggerated. In 2009, the media reported that
a US military UAV had been hacked by Iraqi insurgents that
intercepted live video feeds from a UAV and reveal potential
targets [4]. Other known attacks to the UAS include computer
virus infection of the mission command center of a US air
force base controlling military UAVs [5]. Best et al. [3]
introduced a framework for understanding and documenting
vulnerabilities and attack opportunities of the UAS. It was
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found that most of the cyberattacks documented across dif-
ferent types of sources use either Denial of Service (DoS)
or spoofing attacks. These attacks target open networks of
the UAS and use radio frequencies to overpower the original
owner’s signals.

There is a good knowledge base concerning threats related
to TCP/IP communication and vulnerabilities on the Internet
are continuously monitored by Computer Security Incident
Response Team (CSIRT) [6]. The increasing use of Robot
Operating System (ROS) for autonomous systems exposes a
new set of communication interfaces [7]. A software bug may
result in a vulnerability that can be exploited by an adversary.
Furthermore, “backdoors” likely exist in the software when
executing unknown code may impact several security impli-
cations among others the risk of executable software having
some undocumented, unwanted, or hidden functionality [8].

In an ideal world, the goal would be to eliminate all security
risks of a system. However, designing for full security is costly.
Therefore, system threats need to be prioritized according to
the severity of the risks they pose. The assessment of security
risks allows an organization to align system design with the
security objectives and to focus on threats that pose the highest
severity. This paper aims to provide a security threat analysis
of an Internet-connected multi-UAV system. The analysis will
help UAV manufacturers and system integrators to address
important security concerns for their designs. We provide
an approach to assess cybersecurity threats that bases on a
taxonomy of the UAS accompanied by a data flow model to
clarify behavioral aspects. We apply the STRIDE model to
reveal the most important threats to the system and point to
technologies suitable for mitigating these threats.

II. RELATED WORKS

The European Union Agency for Cybersecurity (ENISA)
is the Union’s agency dedicated to achieving a high com-
mon level of cybersecurity across Europe. Among others, the
agency contributes to EU cyber policy, by identifying and eval-
uating the top cyber threats regularly to enhance the trustwor-
thiness of Information and Communication Technology (ICT)
products, services, and processes [2]. To this end, ENISA
has addressed thematic threat landscapes related to Internet
infrastructure, smart grids, and 5G networks. However, a threat
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Fig. 1. Method of the overall security assessment.

landscape specifically targeted UAS and multi-UAV systems
seems to be missing.

In [9], Whelan et al. analyzed security threats to an au-
tonomous UAS. The work focused on a vulnerability as-
sessment of the non-autonomous and long-range autonomous
UAS. It was stated that the in-field placement of GCS opens
a new range of attacks that are not typical in most UAS
deployments [9]. Furthermore, Ly and Ly [10] offered a review
of the cyberthreats of UAVs. Their study used the STRIDE
threat model to classify cyberattacks. It was concluded that
the most common and effective forms of a cyberattack on
UAVs are spoofing and DoS attacks.

Javaid et al. [11] discussed various security threats to
a UAV system. Threats were analyzed and a threat model
showing possible attack paths was presented. In their work,
the security triad, with its three facets: confidentiality, integrity,
and availability was used as the overarching security model.
It was further argued that from a security and threat analysis
perspective, it is necessary to understand that a typical UAV
network is not similar to the traditional wireless networks
such as Wireless Sensor Networks (WSNs) and Mobile Ad-
hoc Networks (MANETs) because of similar power and data
rate requirements.

In this paper, we provide a review of the security threats of
the UAS. We link our analysis to a system taxonomy to model
structural parts of the UAS and combine this description with a
data flow model to identify interactions between system parts.
Our analysis furthermore showcases the applicability of the
STRIDE methodology for multi-drone threat analysis.

III. METHODOLOGY

Threat modeling is the process of identifying and risk-
rating adversaries and their attacks [12]. Essentially, it divides
into two equally important tasks: threat identification and
risk management. Our security assessment follows four steps
(Fig. 1). First, we analyze the multi-UAV system to derive a
taxonomy describing its structure and its data flow to examine
the relationship between subsystems by following the data in
the system. Second, we analyze system threats using STRIDE
threat modeling, which is a known technique for analysis of
computer security threats at first [13]. Third, we apply a risk
assessment to prioritized threats. Finally, we outline the most
central security objectives for the system and briefly point to
technologies suitable to mitigate the identified threats.

For risk assessment, threats are analyzed concerning their
likelihood of occurrence, their possible impact on individual
users and the system, and the global risk they represent adher-
ing to a standard evaluation methodology [11]. The evaluation
is conducted according to three criteria: likelihood, impact,
and severity. The likelihood score evaluates the possibility of

TABLE I
RISK EVALUATION GRID. ADAPTED FROM [11].

Criteria Cases Rationale Rank

Likelihood
Unlikely Strong Low 1
Possible Solvable Reasonable 2
Likely None High 3

Impact
Low Annoyance Very limited

outage
1

Medium Loss of service Limited outage 2
High Long time loss

of service
Long term

outage
3

Severity
Minor No need for countermeasures 1-2
Major The threat needs to be handled 3-4

Critical High priority 6-9
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Fig. 2. Block definition diagram for a UAS taxonomy.

attacks being initiated. The impact score ranks the resulting
state of the system after an attack. The risk severity is
calculated as the product of the impact and likelihood values
for a given threat. In summary, Table I shows the used mapping
of the qualitative assessment of risks to the corresponding rank
of the risk levels.

IV. SYSTEM MODEL

To identify essential subsystems and their interactions, we
taxonomize the UAS and present a data flow model. This leads
to an identification of the attack surface of the system [13].

A. System Taxonomy

The UAS for inspection will be deployed as a set of
collaborative UAVs. During operation, each UAV is assigned
a sequence of tasks, e.g., inspecting, traveling, or charging.
UAVs will be monitored by using one or more GCSs. The
inspection mission is supported by digital services deployed in
a cloud infrastructure. Services include mission planning and
supervision as well as storage of mission data. Fig. 2 presents
a taxonomy of the UAS and models its main subsystems. The
key actors of the system are pilots, supervisors, field engineers,
the surrounding environment, and external service providers.

We consider rotary-wing UAVs for inspection due to their
high maneuverability. A UAV is composed of mechanical
(MECH) parts such as a body frame, electrical motors, pro-
pellers, and antennas. It is further equipped with sensors
(SEN), e.g., Inertial Measurement Units (IMUs), a Global
Navigation Satellite System (GNSS) receiver, magnetometers,
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and cameras to support navigation and inspection. An Oper-
ating System (OS) abstraction including flight controllers and
an Onboard Computer (OBC) platform support the running
of software applications (APP). The OS abstraction features a
ROS middleware supporting the control functions [14]. Fur-
thermore, a power distribution system (POW) ensures power
to be delivered to relevant system parts. It is important to note
that UAVs are constrained concerning memory, computation,
and battery capacity [15].

The multi-UAV system forms a wireless mesh network to
support collaboration between UAVs [16]. The UAV mesh
network also acts to extend the coverage of the inspection
area. Each UAV is connected to a GCS for supervisory control
through the Command and Control (C2) channel using long-
range wireless communication [16]. Although always wireless,
different mediums such as Radio Frequency (RF), mobile
network, and wireless mesh networking are used to support
a variety of communication interfaces (COM). The network
setup allows telemetry and payload data to be routed over
multiple hops in the network. Furthermore, the GCS is an
IP node that allows a multi-UAV system to connect to the
Internet. Like the UAVs, the GCS is composed of MECH
parts such as a ruggedized computer platform, antennas, and
possibly also a display. Also, the Operating System (OS)
supports the running of applications (APP) on the GCS. The
GCS will typically be battery-powered (POW) to support field
operation.

The continuous collection of high-resolution inspection
images requires a large and resilient data storage capacity.
Furthermore, running data analysis algorithms requires an
up-scaling computing infrastructure. To enable this, a cloud
infrastructure (INF) is used for data storage and processing.
It enables the display of mission data during the inspection
through the deployment of applications. Access to the CS
is provided over an IP network infrastructure (COM). This
allows us to deploy cybersecurity protection schemes from the
Internet society such as firewalls, intrusion detection systems
as well as ciphers and protocols for protecting data. The cloud
infrastructure stores sensitive information about the customer,
their missions, and the payload results. For this reason, the
security and privacy of the cloud is an important aspect of the
UAS threat analysis.

B. Data Flow Model

Data Flow Diagrams (DFDs) have gained wide acceptance
in threat modeling to describe how data flows through a
system despite its limitations [17]. The DFD specifies how
processes act upon data and where data is stored. The trust
boundaries have been indicated with red dashed lines (Fig. 3).
An outer-trust boundary marks interfaces to external actors
(shown with rectangles), while inner-trust boundaries represent
different privilege levels in the system. The UAV will receive
command input from the pilot actor and through sensing
of the environment context including input for navigation.
Flight control and sensory information are stored locally. The
inspection application controls the recording of images and

sends these to the CS for storage via a communication relay
function in the GCS. The UAV, which may be guided by a
Supervisor actor, also receives control information from the
GCS and returns telemetry information. Mission control data
is received from CS running the mission control function. Data
relevant to the mission are cached in the GCS. Inspection
images are stored in the cloud storage alongside relevant
telemetry and mission data. To support the inspection mission,
the CS will make use of data from External Services through
an Application Programming Interface (API).

C. Attack Surface

The attack surface represents data interfaces that cannot
restrict data access to a sufficient degree. These interfaces may
be subject to cyberattacks [13]. Keeping the attack surface
small is a basic security measure. The attack surface of the
UAS is defined by attacks made possible by 1) gaining phys-
ical access to a UAV or a GCS, 2) intercepting or otherwise
exploiting a communication interface, and 3) manipulation
with the software installed. Cyberattacks on communication
interfaces can take place at different layers of the protocol
stack. As the multi-UAV system connects to the Internet,
among others to get access to CSs, the system is exposed
to vulnerabilities associated with communication over IP net-
works [6].

V. THREAT ANALYSIS

In the following, we discuss the outcome of our STRIDE
analysis.

A. Spoofing

The multi-UAV system implements a swarm where UAVs
dynamically join and leave the swarm. A malicious UAV could
make a spoofing attack and join the swarm. This would allow
the malicious UAV to eavesdrop on the UAV-to-UAV com-
munication, making a man-in-the-middle attack. Furthermore,
a malicious UAV, which has gained access to the multi-UAV
network, will be able to inject false/corrupted data that could
disturb coordination functions of the swarm. For instance, a
formation-flying maneuver could be destroyed, or the swarm
could be tricked into believing that other UAVs are in false
positions. Unfortunately, detecting a malicious UAV in an
autonomous swarm is a complicated task that may implement
sophisticated learning and clustering algorithms [18].

Another spoofing threat arises from a malicious GCS pre-
tending that it is a legitimate GCS. The malicious GCS could
eavesdrop on telemetry data or intercept the C2 channel to
take control over a UAV. Moreover, the malicious GCS would
potentially be able to inject false telemetry data into the system
tricking the mission supervision function with false status and
position data.

Spoofing of the GNSS signal may occur when an adversary
emits a stronger GNSS signal with false location information.
In [19], the threat to unmanned vehicles, guided by Global
Positioning System (GPS) receivers to spoofing threats, was
analyzed. It was noted that the spoofing of the GPS-based
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Fig. 3. Data Flow Diagram (DFD) for the UAV. The DFD is simplified to show only one UAV and one GCS.

navigation is more threatening than intentional jamming since
the receiver cannot detect an attack [19]. Kerns et al. [20]
demonstrated that an attacker who controls critical sensor
measurements made by a UAV has great authority over the
system. The study presented requirements for overt and covert
capture of the navigation system. As a further demonstration of
the GPS spoofing threat, Shijith et al. [21] used a manipulated
GPS signal, which resembles the original signal, to guide and
land a UAV at the desired location of an adversary. This
provided a relatively easy attack using a GPS signal-simulator
based on a software-defined GPS receiver.

The distributed network of entities running ROS nodes
exposes a middleware-based communication infrastructure
susceptible to cyberattacks. ROS coordinates communications
between the hardware and operational software on the UAVs
using message-passing. ROS-based systems comprise “nodes”
that communicate by publishing “messages” to different “top-
ics,” to which other nodes may listen. A recent analysis shows
that ROS lacks several security enhancements to make it
suitable for industrial use [22]. It is noted that under the
“restriction of not touching the OS system internals, we cannot
easily exclude a publisher or subscriber [in the network], nor
can we preclude a new publisher being started and replacing
the existing one” [22]. If a malicious ROS node (software)
can take part in the ROS network, it may eavesdrop or inject
false information into the network. False information could
fake the control system of the UAV to believe that the battery
level is critically low, which would trigger a safety protocol.
In [23], the authors re-purposed the mobile sensor node to
serve as a surrogate for a car-like robotic system to emulate
the cyber-physical challenges associated with deployed mobile
robotic systems based on ROS. It was demonstrated that
spoofing attacks were possible using low-cost, low overhead,
cyberattacks on a robot implementation.

Finally, since access to CS is obtained over the Internet, the
system is vulnerable to spoofing attacks addressing layers 2
to 4 of the Open Systems Interconnection (OSI) model. An
adversary could run malware over the Internet and eavesdrop

on communications, inject false information in the network,
or otherwise attack the availability of the system.

B. Tampering
As UAVs and GCSs are out in the inspection area with no

or limited physical security, they are vulnerable to physical
capture and tampering attacks [15]. Tampering attacks could
damage the mechanical parts, sensors, power systems, etc.
For instance, destroying a camera or breaking an antenna
would significantly inhibit the UAVs’ ability to operate au-
tonomously. Since UAVs and GCSs are valuable assets, there
is furthermore a risk of theft.

Suppose an attacker has got access to the communication
network of the UAS, there is a risk that data is compromised.
Inspection data, i.e., images, telemetry, etc., and log files can
be faked. While corrupting mission data would sabotage the
inspection operation it will be relatively easy to detect. In
contrast, the corruption of log files could hinder the auditing
of an inspection operation. An adversary would potentially be
able to erase evidence of an intrusion made. Since data is
spread across multiple subsystems, an adversary would need
to gain access to all relevant subsystems to make the attack
hard to detect. Moreover, an adversary would be able to tamper
with the software running on the UAVs to install malware, i.e.,
viruses, Trojans, key-loggers, and botnets, or simply delete the
software.

For all data sources, there is a risk of data being corrupted
in the data storage from a side channels attack by an adversary,
e.g., by using a source of electromagnetic radiation, excessive
heat, or accidentally by a surge of electricity from a power
cable. Since the UAV and the GCS to a large extend are
built from 3rd party hardware and software components, a
vulnerability exists from badly made software and hardware
introducing ways to exploit the system. In addition, a mali-
cious manufacturer could implement interception interfaces to
eavesdrop on the communication or to allow malware to be
installed.

A tampering attack may arise from the modification of data
passed by a malicious UAV when a packet is transmitted along
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the routing path in the UAV swarm [18]. A change in the
routing information would possibly lead to UAVs getting their
traffic hijacked whereas dropping of routing information could
inhibit data from getting to the GCS. Furthermore, replay at-
tacks arising from copying and resending routing information
would consume communication bandwidth, waste the power
of the UAV to make a DoS attack on the network [18].

Another class of tampering attacks comes from changes
made to the environment. Some algorithms, running in the
UAV, support navigation from recognition of specific features
in the environment. For instance, visual odometry can deter-
mine the position and orientation of the UAV by analyzing
images from onboard cameras [24]. Tampering with the phys-
ical environment could potentially disturb the navigation of
the UAV leading in a wrong direction.

C. Repudiation

Although inspection operations aim to be autonomous,
there will be a mission supervisor and possibly also a pilot
actor to oversee the operation. A repudiation attack occurs
if actors deny having performed certain interventions or deny
having configured the system in a specific way possibly hiding
misconduct. For instance, a pilot may attempt to deny taking
control over a UAV that caused an accident or the pilot may
deny that certain safety protocols were ignored.

A UAV engineer may attempt to deny having installed a
specific software or made a specific configuration of a UAV
and in the GCS. This could for instance be to deny not having
run the system with a sufficient degree of security. A UAS
organization, represented by a supervisor actor, could deny a
certain sequence of events related to the autonomous mission
to inhibit investigators being able to determine the cause of
an accident, e.g., a fatal crash.

Concerning mitigation of repudiation attacks, the use of
blockchain technology seems promising [25].

D. Information Disclosure

An adversary intercepting communications in the UAS will
be able to eavesdrop on data exchanges and thereby obtaining
knowledge on how the system is operating. Eavesdrop attacks
could also give the adversary access to telemetry data and
thereby information about the whereabouts of the UAVs and
their recordings. In particular, it is difficult to detect a passive
eavesdrop attack as was the case for the US military in
Iraq [4]. Passive eavesdrop attacks could be launched from
the deployment of malicious UAVs or GCSs. Since the multi-
UAV system is connected to an IP infrastructure, the UAS is
furthermore vulnerable to information disclosure from mali-
cious remote users intercepting IP traffic.

Another threat to information disclosure exists for the data
storage. In particular, the CS will hold information related
to the inspection missions and their progress as well as the
inspection images themselves. Part of this data may be cached
on the UAVs or GCSs. Software on a hijacked UAV can be
copied and reverse engineered. This allows an adversary to
disclose how the system is being built.

E. Denial of Service

Jamming of communications and scrambling/distortion of
signals are threats to most wireless control systems. Jamming
is achieved by introducing a source of noise strong enough
to significantly reduce the capacity of the channel. Jamming
may be either unintentional or malicious. In addition, we may
consider electromagnetic interference from power cables as
a potential unintentional source of a jamming attack. Since
jamming is easy to detect and address, we believe that it can
have a medium impact on both the user and system.

Jamming of the GNSS signal will impact the system naviga-
tion possibly leading the system to a wrong location or tricking
a safety procedure. Although more difficult than jamming,
successful GNSS spoofing can cause a UAV to go off course,
crash, or be hijacked by an adversary.

Another type of DoS attack arises from tricking the UAV
sensors with false input. For instance, placing obstacles in
front of the UAV would trick the obstacle avoidance algorithm
resulting in a stop of the UAV.

The UAS may suffer from attacks launched from the
Internet such as botnet attacks [26]. Botnet attacks can be
used to perform Distributed Denial of Service (DDoS) attacks,
steal data, and inject messages into the network that allow the
adversary to access the device and its connections.

UAVs may suffer from a lack of energy to continue their
operations. Similar to WSNs, that may suffer sleep deprivation
attacks, UAVs could be exposed to “denial of charging”
attacks. Such attacks may be intentional or unintentional.
Intentional attacks could deny the UAV’s physical access to the
charging point. Unintentional attacks may be a result of bad
algorithms not being able to find and attach to the charging
point. If a UAV is hindered sufficient charging it may become
useless for further operation. Furthermore, DoS attacks based
on information flooding can create network congestion, which
may result in disrupting the operation of multi-UAV systems.
An attacker can send a lot of SYN packets to cause buffer
overflow at the UAVs besides creating network congestion
[27]. The work in [27] proposes an algorithm that leverages
Bayesian inference to detect flooding attacks such as SYN
flooding attacks, Route Request flooding attacks, and Hello
flooding attacks.

F. Elevation of Privileges

Elevation of privilege is a typical “step-stone” in an attack
vector used to leverage other cyberattacks to exploit sensitive
data, disrupt operations and construct back-doors for future
attacks. The OS deployed as part of the UAS (cf. Fig. 2)
will typically be based on a Linux distribution and follow
the Unix system security model [28]. Any process under
UNIX is executing with a certain user ID and group ID and
derives its set of privileges accordingly. Privilege escalation
implies that users receive unauthorized privileges that may
be exploited to modify files, steal sensitive information, and
install malware. Obvious privilege escalation vulnerabilities
include weak passwords and stealing of session cookies in the
communication. As the UAV is essential “a flying computer”,
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software security vulnerabilities privilege escalation attacks
can apply to a UAV, to leverage malware infections.

An adversary may get access to the cloud storage holding
mission data and could potentially take over control and be
hijacking the UAVs. Similarly, an adversary getting access
to the GCS or access to the flight control process could get
control of the system. Web services deployed in the CS are
vulnerable to Cross-site Scripting (XSS) attacks. XSS is an
elevation of privilege attack exploiting the users’ trust in a
web server. When successful, it allows malicious code to run
with more access rights than a page from the attacker’s domain
thereby violating the user’s origin-based security policy.

Mitigation strategies for privilege escalation attacks include
system call monitoring [29] and software execution prevention,
i.e., by running applications in a trusted computing environ-
ment [30].

VI. DISCUSSION

Table II summarizes the results of our threats analysis and
lists the associated risk levels. Risk levels are quantified based
on the assumption that proper protection mechanisms (cf.
’Security mitigation’ column) have been implemented. Details
of these mechanisms are beyond the scope of this paper.

Our analysis confirms the observation that spoofing and
denial of service attacks are among the more severe threats to
the multi-UAV system [10]. It is further evident that the multi-
UAV system needs a mechanism to observe threats, monitor in-
trusions, and react to cyberattacks following carefully designed
safety protocols to be activated when an attack is observed.
It is also seen that not only adversaries, in the normal sense
of hackers or aggrieved internal users, are important sources
of threats but also the manipulation with the surrounding
environment plays an important role.

A. Security Design Recommendations

Based on our analysis (Table II), we summarize below the
essential security mitigation techniques that must be imple-
mented to counter the threats of the highest risk level.

1) Message origin authentication: Mechanism of authenti-
cation of entities, i.e., UAVs, GCSs, and CSs in the network
must be implemented.

2) Message authentication and integrity protection: Mes-
sage exchanges between entities must be authenticated and
integrity protected to ensure data can be trusted.

3) Confidentiality protection: Encryption of mission data is
required to ensure the privacy of the inspection mission.

4) Secure logging: A method to provide secure and tamper-
evident logging of actions including security audit trails is
needed to mitigate repudiation threats.

5) Trusted computing: The system should implement a
trusted execution environment for software. It is advisable
to implement intrusion detection techniques to continuously
monitor the UAS.

The commercial viability of a UAS inspection solution will
ultimately depend on the level of trust that can be provided

to the end-users. The awareness, prioritization of threats, and
insight into possible mitigation and protection mechanisms are
key to a successful UAS design.

VII. CONCLUSIONS

There is a growing need to address the security of the UAS
as the uptake of autonomous UAV services is accelerating.
This paper has provided a security threat analysis of multi-
UAV systems in the context of an autonomous inspections.
It was found that the landscape for security threats not only
embrace well-known threats from ICT systems but is also ham-
pered by UAVs operating in a hostile environment and replying
on constrained resources. We have provided security design
recommendations and pointed to a set of security mitigation
techniques to counter the most severe threats to the multi-
UAV systems. The most severe threats cover spoofing and DoS
attacks. However, concerning security in the design process,
techniques such as tamper-evident logging, intrusion detection,
and establishment of safety protocols are as important.
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