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Abstract – Wearable sensors are emerging as a revolution in 
monitoring patients' vital signs and conditions. The rapid 
growth of Internet of Things and specifically, Internet of 
Medical Things (IoMT), embedded devices as well as their 
implementation in the context of Smart Homes shows promise 
when it comes to new possibilities and quality solutions in 
healthcare and eHealth fields. In this sense, the idea to 
implement the inclusion of personalized health data, collected 
via wireless sensors, such as e.g. personal trackers, into the 
formal Electronic Health Record (EHR) which forms a part of 
the Croatia’s Central Health Information System, has huge 
potential as it would lead to better decisions and improved and 
personalized healthcare.  
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Things; Internet of Medical Things; Electronic Health Record; 
EHR 
  

I. INTRODUCTION 

The ability to monitor health is arguably the most 
advantageous aspect of the technology using wearable 
wireless sensors. The market is driven by an increasing 
demand for wireless fitness devices. The reason for this is 
an increase in health awareness among the consumers. 
Wearable sensors are a major aspect of wearable devices 
with focus on health and fitness monitoring activities. 
Fitness tracker is a wearable device used to monitor and 
record fitness-related body activities such as steps taken, 
distance walked, sleep duration, heartbeat monitoring, and 
others. These devices connect wirelessly to the user's 
smartphone. The report [1] asserts that the Fitness Bands 
market worldwide will grow by a projected 78 million €, 
during the analysis period 2020-2027, driven by a revised 
compounded annual growth rate (CAGR) of 22.6%. 
Similarly, IoT-driven smartwatches are a growing trend as 
they not only operate as a standalone technology but also 
allow its users to interact with other IoT-devices to majorly 
improve a user's quality of life. As every smartwatch has a 
fitness tracker as a component, it offers multi-functional 
features such as monitoring health parameters. According to 
the report [2], the value of global smartwatch market was 
43.87 million in shipments volume in 2018 and it is 

expected to reach a volume of 108.91 million by 2024, 
registering a compound annual growth rate of 14.5% during 
the forecast period 2019-2024. This shows that the use of 
personal wireless data has huge potential if it to be used in 
formal clinical environment as it could offer better insight 
into patient's condition which would lead to better decisions 
and improved and personalized healthcare. However, such a 
system has several challenges as it handles extremely 
sensitive data and needs to be robust, offer security, and the 
information handled should be free of errors. In Chapter I, 
this paper gives an overview of currently available solutions 
for handling personal medical data collected by wireless 
sensors. In Chapter II, it identifies several challenges and 
requirements for the integration of such data into a formal 
healthcare system. Chapter III discusses the current model 
of Electronic Health Record (EHR) and suggests the model 
for the future integration into Croatia’s formal Central 
Health Information System. Lastly, conclusions are drawn, 
and future work is suggested. 
 

II. RELATED RESEARCH: ISSUES AND CHALLENGES 

First, in order to use the data collected in a formal clinical 
setting, data needs to be accurate, precise, and free of errors. 
In [3] a Quality of Experience (QoE) model of using 
smartwatches and fitness-trackers is created and evaluated 
from a dual perspective:  
 (a) quality of data (QoD), which is defined by data 
accuracy and precision 
 (b) quality of information (QoI), which is obtained 
as a result of analyses of the data collected 
The study used five different types of wearables and 
included twenty participants. However, [4] reports that 
distance travelled, and the number of steps reported by 
different devices worn simultaneously by the same person 
could vary as much as 26%. At the same time, little 
correlation was found between the number of calories 
burned and the step count across different devices. This 
shows that the data is heavily dependent on the device itself 
and the calculations made depend on the manufacturer’s 
proprietary algorithm. As a result, it is difficult to use such 



measurements as an accurate predictor of health outcomes, 
which would make it unusable in a formal medical setting 
without some sort of data cleaning mechanism. In paper [5], 
regression-based models are compared and evaluated with 
the goal to improve the precision for both steps and energy 
expenditure (EE) estimation. Data was gathered from seven 
fitness trackers as well as two reference devices used. 
Twenty young adult volunteers wore all of devices 
simultaneously in three different iterations. Reference data 
was used to create regression models for each of the devices 
resulting in improved EE measurement in all devices and 
step measurement in five of the devices. Similarly, [6] 
compares different data-driven models in cleaning eHealth 
sensor data from IoMT devices and suggests its 
optimization making the data collected more accurate with 
the goal of including it into a formal EHR.  
Next major challenge is to manage and reformat the data 
gathered among the different devices into a specific, 
previously defined format in order to integrate it easily into 
the electronic health record. This also means all the 
communication of data and information needs to strictly 
follow the current standards and regulations [7]. This will be 
further elaborated in the following chapter.  
Finally, due to the sensitive nature of the health-related data, 
privacy and security is the last identified major challenge; 
its pivotal to provide a secure system to enable the data to 
be used in a formal health system, i.e. its inclusion into 
EHR. Article [8] identifies two vulnerabilities in 
communication between fitness tracker Fitbit [9] and its 
associated Web server:  
 (a) Cleartext login information, where the user 
password is communicated to the server in cleartext and is 
then stored in log 
files, and  
 (b) Cleartext HTTP data processing, where the data 
is also sent in cleartext as plain HTTP instruction. 
In both cases there is no authentication or data protection. 
Furthermore, article [10] provides an in-depth security 
analysis of some of the most popular fitness tracking 
products on the market. In particular, it focuses on malicious 
user setting that aims at injecting false data into the cloud-
based services leading to erroneous data analytics. 
Specifically, by conducting a Man-In-The-Middle (MITM) 
attack, a counterfeit FIT file (indicating 80 million steps 
made) was successfully uploaded to the server without 
raising any errors. Finally, [11] suggests a model for a 
fitness application where Advanced Encryption Standard 
(AES) algorithm is used to encrypt and decrypt the data 
which would prevent the manipulation of the user's data. 
The process of encryption and decryption are done in the 
database and stored on the server-side.  
 

III. MODEL PROPOSED 

Model that would enable the inclusion of data collected by 
personal trackers into a formal EHR needs to address all the 
major challenges such a process faces. It is necessary to 

include a data cleaning module in order to guarantee data is 
correct and free of errors. This module would use optimized 
data-driven data cleaning algorithms, using either regression 
models or neural networks. The data cleaning process is 
shown in Figure 1. 
 

 
Figure 1. Data cleaning process 

 
Security issues mentioned previously have shown there are 
many hardware-related flaws. Since then, many of the 
manufacturers have established a secure hardware and 
software development process. Normally, apart from the 
values measured (e.g. temperature, acceleration), these 
IoMT devices also communicate their unique identifier 
which is necessary to categorize, manage, and protect the 
information [12]. End-to-end encryption (E2EE), shown in 
Figure 2, with a device-specific key prevents the data from 
being manipulated using MITM attacks. This ensures the 
integrity and confidentiality of the data during transmission 
from device to the server. 
 

 
Figure 2. End-to-end encryption 

 
In this model, security is additionally partially covered by 
the data cleaning module, and partially by module that 
ensures that the data communicated is in line with the 
current standards and regulations. Currently, the 
specification which is emerging as a next generation 
standards framework for the exchange of EHR data is 
Health Level 7 Fast Healthcare Interoperability Resources 
(HL7 FHIR) [13]. FHIR is a standard for communication of 
healthcare data, it is published by HL7, and is used for 
electronically exchanging healthcare information. Its basic 
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building block is a Resource (shown in Figure 3) and it 
consists of a set of metadata, standard data and a human 
readable part. A single device could produce more than 4 
million sensor data points every day, resulting in large data 
files that need to be processed so that the information stored 
in the patient’s electronic health record is relevant. 
Combining raw health data, processing it and mapping it 
into HL7 FHIR data would result in clinically relevant 
medical information which could be included in a formal 
EHR. 
 

 
Figure 3. HL7 FHIR Resource [13] 

 

 Croatia's existing Central Health Information System 
(CEZIH) is given in Figure 4. It allows seamless 
communication among health workers (pharmacists, 
doctors, lab technicians and specialists) and the patient. In 
the given system, Electronic Health Record, i.e. eKarton is a 
web application through which authorized users can view 
medical data for given patient. Physicians would gain access 
to the system using their Smart Card and PIN number. 
Patients need to be able to give permissions to individual 
physicians as well as opt out of the system completely. The 
system would also allow emergency access (known as the 
“break the glass”) in case the patient is not able to give 
permission and the physicians estimates access is necessary. 
The goal is to merge the person’s personal health data 
collected through wearable sensors and IoMT devices into 
the eKarton as a part of the central health information 
system.  This encompasses processes of transformation, 
standardization, and visualization of the most common and 
important types of data in healthcare and its integration into 
the central health information system by aggregating it into 
the existing EHR web application. 
  

 
 

 
Figure 4. Central Health Information System (CEZIH)



IV. CONCLUSION 

Using the data collected by personal wireless trackers has 
massive potential in improving personalized healthcare. One 
reason for this is these types of trackers, e.g. smart watches 
and fitness bands, are becoming omnipresent due to their 
affordability and practical and unobtrusive nature. Second, 
as they collect the data in a continuous manner, they could 
offer physicians deeper and more complete information 
about the persons' day-to-day state and conditions and thus 
lead to better and more insightful decisions in healthcare. 
However, the integration of personal health data into a 
formal medical information system is met with various 
challenges. Medical data is a critical and highly sensitive 
resource. Data quality problems can occur at various phases, 
such as collection of sensor data or its processing. Thus, in 
order to remedy threats to persons' health and security due 
to faulty data, syntax verification and semantic validation of 
medical data is a vital step. Furthermore, all the 
communication must be in line with standards and 
regulations and ensure data structure definition (DSD). If 
these challenges are to be met, Electronic Health Records 
(EHRs) enabled to store viable, clinically relevant, 
processed data recorded by sensors would mean standard-
based personalization of medical services and would be a 
step further to guaranteeing a seamless care access. 
The model presented in this paper focuses on and improves 
on the existing Croatian Central Health Information System 
but can be applied to any formal health system. Future work 
hopes to tackle and explore in-depth each of the major 
challenges identified.  
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