
 1  
 

End-user involvement and engagement in Feral Information Systems governance – a management approach  
Andreas Kvisgaard, Marc Reifenstein Rasmussen, Kasper Jensen, Mikkel Hagelskær Ebbesen, Camilla Weidick-
Kristensen and Torben Tambo 
Department of Business Development and Technology, Aarhus University, 7400 Herning, Denmark 

201608620@post.au.dk 
marc-rasmussen@live.dk 
kasperjensen01804@gmail.com  
mikkheb@hotmail.com 
camilla.weidick@gmail.com  
torbento@btech.au.dk 
 

Abstract: Feral Information Systems (FIS) have for long been regarded as an organizational and technological 
phenomenon outside control of the management and representing a suboptimal opportunism of end-users. 
This paper investigates FIS as conversational and dyadic in management – end-users (employees) relations. 
The research question is how involvement and engagement in FIS is reflecting the completeness and insight of 
management in the operational organization. This paper is based on qualititative, interpretivistic and socially-
inspired case studies in Danish industry. The method is based on information systems research traditions. This 
study suggests a FIS Management framework to improve understanding of FIS as intermediator between (top) 
management, end-users (employees) and enterprise systems (ES). Using Business Process Lifecycle 
Management this paper develops a framework to clarify roles for transition between the feral and the 
enterprise level of technology emphasizing management responsibilities and shortcomings. Research, so far, 
has mainly focused on FIS from an artifactual or phenomenological viewpoint. This study’s value is viewing FIS 
as driving factor in corporate management processes and intermediation in (mis)alignment between the 
management’s understanding of technology and the end-users perception of technology. Feral (shadow) 
technologies are thus indicators for power-distance, employee autonomy and (dis)connect between top level 
management and the operational organization. 
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1. Introduction  

Companies of today are competing in an everchanging world striving for competitive agility. Achieving agility 
company-wide, however, requires not only an agile process- and production setup, but also an agile Information 
System (IS) (Bækgaard, et al., 2014). Utilization of an Enterprise System (ES) is typical amongst large companies, 
as it supports many of the necessary business processes. Even though ES software is meant to improve the IS of 
a company, it sometimes has some unintended consequences from complexity. End-users of the ES software 
often feel compelled to develop supplementary solutions to fill the gap between the required business practices 
and the ES (Spierings, et al., 2017). These self-developed solutions are often characterized as a Feral Information 
System (FIS), which is a form of communications and information technology. Depending on the terminology, a 
FIS can be defined as: “...any technological artifact (e.g., spreadsheets) that users employ instead of the 
mandated Enterprise System” (Spierings, 2014).  

The topic of FIS is still relatively new, and not much work has been carried out regarding the end- user's role in 
how to handle them from a company perspective. Most of the current scientific articles on the topic are related 
to how FIS affects a company (Kerr, 2019). The research question of this paper is: “How can management include 
end-users in the handling of Feral Information Systems?”  It is imperative to understand who the end-user is, to 
be able to include them. An end-user is defined, in technical terms, as the person that specific software is 
designed for (Christensson, 2006). This definition implies that the end-user is the receiver and user of specific 
software.  
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2. Literature review 

2.1 Definition of FIS 

The definition of FIS varies in the literature from context and broadness. In some cases, FIS is applied as a general 
umbrella-term covering the more detailed divided definitions of Shadow systems and Workarounds, while in 
other cases a FIS is categorized alongside with these terms (Lund-Jensen, et al., 2016). A widely used definition 
is the one stated in the article (Houghton & Kerr, 2015), which includes a management perspective; “A FIS is a 
computerized information system, that is developed by individuals or groups of employees to help them with 
their work; it is not condoned by management nor is it part of the corporation’s accepted information technology 
infrastructure.” A broader definition is the one set by (Spierings, 2014), which defines the term FIS as “...any 
technological artefact (e.g., spreadsheets) that users employ instead of the mandated Enterprise System”.  

FIS is seen openly and broad with definition of (Spierings, 2014) as the leading definition throughout the 
research.  This definition allows to include a wider range of FIS when investigating the emergence, management 
and inclusion of the end-user in the case companies. The broad perspective on FISs, furthermore contributes to 
developing a solution to the handling of FISs, with increased generalizability.  

2.2 Technology acceptance by end-user 
The understanding of the end-user as an active actor in the successful implementation of new technology, is 
crucial to the relationship between technology and end-users. This implies that the end-user is a part of shaping 
and negotiating the technology in order to reach accepted implementation and use (Wyatt, 2003). (Rogers, 
1983) emphasizes the importance of end-user acceptance when stating, “Getting a new idea adopted, even 
when it has obvious advantages, is often very difficult”. The end-user role is analyzed in the entire change 
management process of handling a FIS, ensuring end-user involvement and thereby acceptance of the change.  
 
2.3 End-users involvement in the handling of FIS 
The articles groups as: 1) Why FISs emerge, 2) The positive and negative effect on a company caused by a FIS, 3) 
The IT-security risk caused by FIS, 4) Terminology of FISs, and 5) The identification of FIS. Spierings et al. (2016) 
along with Houghton and Kerr (2015) aim for explanatory frameworks of emergence of FIS along the technical 
and managerial justification in this also involvement vs non-involvement from management and employees. 
Lund-Jensen et al. (2016) and Urus et al. (2011) is establishing a terminology and segmentation separating Feral 
Information Systems, Shadow Systems, and Workarounds. Houghton and Kerr (2014) is suggesting FIS rooted 
negative perceptions related to (poor) ERP systems implementation. Silic (2019) is framing FIS as a threat to 
established IS/IT platforms by its incitement of negative behavioral traits. This is furthermore setting an agenda 
of tension and conflict with disappointment, disgruntlement and a mindset of corporate systems as 
unsupportive for the daily work (Pinto et al., 2018; Davison and Ou, 2017). FIS has elements of culture on the 
corporate level (Andersson & Brown, 2014). Neutralisation of and discouragement from FIS is discussed by Silic 
et al. (2017) to provide understanding of the reasons, why employees do not comply with organizational 
information (security) policies regarding the usage of Shadow IT. Silic and Back (2014) is stating FIS as a general 
security threat to business operations by not complying to general policies. 
 
FIS and its parallel of shadow systems exhibits a lifecycle as a counterpart to the corresponding mandated ES. 
Soliman and Rinta-Kahila (2019) discuss misalignment in work objectives and ES will lead to susceptibility to FIS. 
This is leading to that end-users accept shadow IT systems, created by other users if it contributes to their daily 
work routines (Haag et al., 2019). So, the FIS is a test, where end-users are developing shadow IT mainly because 
organizations do not provide suitable and useful communication tools (Mallman et al., 2016). Here the 
widespread use of Social Media (SoMe) reduces the barrier for obtaining knowledge about and development 
FIS. Rezvani et al. (2017) find that end-users are likely to be motivated by specific supervision, and leadership 
styles in the post-implementation phase of an IS. A range of psychological and psychosocial drivers promote 
official ES or the FIS path (Schwartz et al., 2014). However, in many environments FIS are hailed for bringing 
innovation and “bottom up change” to acceptance in the organization (Silic et al., 2017). 

The study of FIS and the overarching defining references are connecting terminology, emergence, pro’s / con’s 
and security. The study is from a technological view that FIS is substandard as it is systems developed bypassing 
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professionalism and guidelines. However, from an organizational and managerial view, the case is much more 
complex as it is also relating to leadership style, organization dynamics and intrapreneurship. Bækgaard, et al. 
(2014) defines a guideline of 6 different ways of dealing with an identified FIS, being:  
 

A. Continued use,  
B. Integration into mandated ES,  
C. Rebuild FIS as a module, 
D. Standardize the technology,  
E. Manage work practices or  
F. Document the Enterprise Architecture (EA).  

 
However, the article does not treat the implementation practice of them, or depth of end-user involvement. 
Several of the reviewed articles provide a management perspective, describing, how managers have the 
possibility and responsibility of discovering and handling a FIS (Spierings, et al., 2016). Furthermore, (Rezvani et 
al., 2017) mention that leadership is one of the main drivers for motivating end-users to engage with the 
company’s ES continuously. Additionally, (Davison & Ou, 2017) describe how management enacts an IT 
governance structure that prescribes which technologies the end-user can and cannot use. This can result in 
tension between the managers and the employees especially in organizations with digitally literate employees 
within rigid and conservative IT governance structures (Davison & Ou, 2017). Finally, (Andersson & Brown, 2014) 
explains that managers need to be aware of technology-based systems are never just technology-based systems.  
 
3. Method & data collection 

Through a literature review, secondary data has been collected to 1) state a common understanding of 
terminologies and 2) to investigate the involvement of end-users in the process of handling FISs. To conduct the 
literature review, the two databases “ScienceDirect” and “AU Library” has been used in the search for articles. 
In order to select relevant articles for the treated topic, a framework of criteria has been set. The article by 
(Lund-Jensen, et al., 2016) defining terminology in this research field has been used to selecting the appropriate 
keywords for a broad initial search; Feral Information System, Feral System, and Shadow System. By this search, 
34 papers were encountered when searching for articles within the past five years (2014-2019) and with the 
criteria of it being published in a journal regarding IS/IT. To narrow the search, the keywords; End-user, 
Employee, Shop floor workers were searched for in the articles. Papers that did not include these terms or 
presented identical results from a specific source, where excluded.  This resulted in 23 papers, where the 
headline and abstracts of these articles were reviewed, and six of the articles were excluded due to lack of 
relevance. The main themes and the end-user relationship of these 17 reviewed articles are presented in Section 
2.3 above. To gain insights into the management processes around FISs and the degree of end-user involvement 
in handling them, a case study has been set up to collect primary data from three companies. The companies 
represent different industries, sizes and stages of maturity (Table 1) for generalizability.  
 

 Company A  Company B  Company C 
Industry  Electronics 

Manufacturing Services  
Door Manufacturer  Professional services 

sector 
Employees in Denmark  ≈ 250   ≈ 100  ≈ 3000 
 
Yearly Turnover  

 
EUR 155 million (2017)  

 
DKK 26.2 million in gross 
profit (2018)  

 
N/A 

Founded in  1961  1985  1989 
Table 1: Overview of the case companies A, B and C 

The primary data is collected through semi-structured interviews with managers and end-users in the companies 
for understanding of opinions, experiences and processes (Saunders, et al., 2016). The semi-structured interview 
method allows the interviewee to highlight elements and topics beyond question asked, which enables new 
knowledge to emerge. The interviews should help gain an understanding of the FIS in the company and the end-
user’s involvement in handling it. The interviews had the following three topics; description of the FIS, how is 
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the FIS handled, and what challenges have there been regarding the mandated ES. Within each theme, questions 
are formulated to elaborate on the topic, as e.g.: “How and why has the FIS emerged?” and “What challenges 
do you face when using the mandated ES?” 

4. Results 

At Company A, the digitalization department currently works with restructuring a FIS in the HR department 
regarding the HR-onboarding process. The FIS is created by Hiring-managers and involves different departments 
and parties.  
 
At Company B, there appears to be many FISs, which often takes the form of excel-sheets and word-macro-
documents, created and used by one user. All documents are stored and commonly accessible. The content of 
the FIS includes information regarding product specifications, Measurements & Calculations, and Compliance & 
Defect registration. The FIS has mainly emerged from a lack in the ERP-system’s functionality. The managers are 
fully aware of employees creating and using these FISs. However, the interviewee argues that the FIS is of no 
relevance to the manager, and that management does not consider the FIS a threat. 

The interviewees argues that management is unaware of the fact that the FIS might become a problem in the 
future because their focus is on what the employees do and not on the way they do it. In company C, the 
encountered FIS is not a self-developed system to make a process more straightforward, but instead an old 
replaced system still in use. A new mandated system has been implemented but is not yet fully operational. It is 
expected by management that the new mandated system is to be used primarily and has only approved support-
work from the old system for a few specific processes, where the new system still has its shortcomings. Some of 
the employees still use the old system for processes beyond the lacks in the new system.  

  Company A  Company B Company C 
Categorization 
and content of FIS  

Excel-sheets and word 
documents developed for 
handling the IT-related 
onboarding process for new 
employees. 

Excel-sheets and word 
documents developed for 
handling product 
specifications, measurements 
& calculations, and compliant 
& defect registration..  

Utilization of old replaced 
system. The old system has 
shorter processes and less 
necessary approvals to e.g. 
change the interest rate on an 
account or refund fees. 

Why has the FIS 
emerged? / 
Challenges with 
using the 
mandated ERP 
system 
 

The ERP-system is built up 
using complicated forms for 
filing information. This form 
does not suit the user’s needs 
and ERP-competencies. Also, 
multiple forms are making it 
a demanding process.  

Lack of ERP-system’s 
functionality that does not 
support the user’s needs. The 
users find it easier and more 
effective to create their own 
FIS.   
 

The new mandated system has 
longer and more complex 
processes and approvals, 
which can be avoided using 
the old system. The 
experienced employee knows 
this and uses it. 

Awareness and 
acceptance of the 
FIS by 
management   

Management within all 
involved departments, in the 
onboarding process of new 
employees, are aware of the 
FIS.  

Management is fully aware of 
employees creating and using 
FIS, and does not consider the 
FIS as a problem 

Management knows the old 
system exists and is still used 
for some processes. However, 
they do not know that some 
employees use the old system 
for processes that are 
mandated to be done in the 
new system. This behavior is 
neither known or accepted by 
management. 

Table 2: Description of FIS in the case companies A, B, and C 

5. Analysis 

Even though the companies represent three different FISs (Table 2), they share roots in insufficient mandated 
systems that do not correspond to the needs of the end-user’s work processes. The companies are at three 
different stages of handling their FIS (Table 3). Based on the guidelines from (Bækgaard, et al., 2014), the FIS is 
in the process of being restructured according to guideline 2: Integrate FIS functionally into an ERP system. Data 
handled in the FIS will be separated from the FIS and integrated into the ERP system. Management must consider 
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the involvement of the end-user when changing the FIS to make a successful transformation. At Company C, 
they are at one of the final stages of converting to a new system. 

 Company A  Company B  Company C 
The current 
handling of 
FIS  
 

The FIS is currently handled through a 
structured process with steps of 
mapping the as-is scenario, 
conducting interviews with users and 
involved parties, and design of a 
generic desired to-be scenario for all 
shared functions departments. 

No focus or processes on 
handling the FIS yet. 
 

The old system is to be closed as 
soon as all the needed functionality 
is developed for the new system. 

The extent 
of end-user 
involve-
ment  

The end-users are being included in 
the discovery of the as-is scenario 
(current use of the FIS, and the 
features). The purpose of this is to 
include the end-users in the designing 
and adjustment of the new ERP form.  
 

The end-users are not involved 
since the handling of FIS is not 
prioritized by management. 
However, the employees are 
more than willing to raise their 
opinions 

The end-users in the company are 
involved in meetings where all 
opinions are welcomed, and 
feedback for the ES is noted. The 
employees feel that they are being 
heard, and they have a positive 
opinion about the meetings. 

Challenges 
and 
concerns 

It is still an ongoing process, and 
employees do not think that there 
are any challenges. However, it is a 
time-consuming process to involve all 
the affected employees.   

Employees are not willing to 
change their work habits. 
Conservative towards new 
technologies. 

The management is unaware of the 
old system and unconcerned. The 
employees are looking forward to 
only work in one system, even 
though it means a bit longer process. 
However, until then, they will keep 
using the “easy” way supported by 
the old system. 

Table 3: Handling of FIS in case companies A, B and C 

At company A, a structured step-by-step process has been followed including as-is and to-be. Even though this 
process might be perceived as time-consuming.  At company C, the lengthy implementation process points 
towards an insufficient focus on end-user involvement during the development of the new system. Even though 
the management currently has no desire to handle the FISs at Company B, the employees have a desire to 
contribute with their opinions in the process of a FIS being handled. However, the employees are concerned 
that, if the ERP-system was adjusted by management to support their work tasks, currently carried out by the 
FIS. The employees will not be willing to change their work habits, if they are not included in the process of 
developing it.  

FIS supports the common, well-documented belief that the creation of FISs occurs whenever an end-user finds 
the mandated ES insufficient in handling the task at hand. All of the FISs included in the case study are to some 
extent known by the immediate leader and in one case, even the top management. The presence of FISs is 
somewhat accepted, as long as it has a comprehensible purpose and create value.  

6. Framework development 

The case findings clearly state end-user involvement criticality to accept the mandated ES in line with Wyatt 
(2003) and Rogers (1983). These emphasize that to achieve Technology acceptance, the end-user should play an 
active role. To handle this matter, a Feral Information System Handling (FISH) framework will be created, that 
determines how end-users are to be included.  

The framework has a strict focus on change by reflective processes of the underlying factors. The word “change” 
is much abused in most companies, and therefore the effect of it becomes diminished as are employees fatigued 
of its constancy.  
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Figure 1 - The BPM Lifecycle model 

The framework should deal with the dilemma of bringing change into a company. One well-known change 
management framework is the Business Process Management Lifecycle (BPM), which is a six-step model for 
changing a process. The BPM Lifecycle model is illustrated by Figure 1 (Dumas et al., 2016).  

Based on the case findings and the presented literature review, the BPM Lifecycle model is considered a suitable 
fit for the FISH-framework to be developed. The implementation phase and the following monitoring and 
controlling phase will be neglected in the elaborated explanation. All-in-all three phases will be elaborated in 
the following. The phases in the developed FISH-framework is shown in Figure 2. 

The first phase is the process discovery phase (“as is”), which comes directly after a FIS has been identified within 
a company. In the FISH-framework, the FIS Discovery phase aims to determine what the FIS is in detail. This 
means that the end-user, in this case, the developer of the FIS, need to be involved, as he or she is the expert 
with the knowledge of what the FIS is and why it has been developed in the first place.  

The second phase is the process analysis phase aims on the weaknesses of a process. When put into context 
with the FISH-framework, the FIS Analysis phase aims to analyze what specific problem(s) the mandated ES has 
and how the FIS solves them. In this phase, it is also the end-user that is responsible for explaining what 
shortcomings they experience in their everyday tasks and why it has given them the incentive to create a FIS. 

The third phase is the process re-design phase i.e. to-be situation. The aim is to future process design. When 
looking at the FISH-framework, the ES Re-design phase is from the end-user perspective involving end-users for 
knowledge and insight. The logic behind this is that the end-user is also the one using the ES, and therefore they 
ought to be included in the handling of the FIS. If the outcome of the handling of the FIS is recognizable for the 
end-user, the chance of acceptance is much greater and thereby reducing the chance of FISs arising. 
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Figure 2: The FISH-Framework 

In order to identify a FIS or an emerging FIS, it is crucial that the management, starting with the immediate 
leader, has the correct mindset for spotting these areas where a FIS can develop. In order to understand this 
mindset, a matrix illustrated by Figure 3 was developed. The y-axis “ES fit” describes how well the mandated ES 
fits the employees work tasks and the x-axis “Impact on the employees work task” describes how much of an 
impact the tasks has on the daily work for the employee. If the ES fit is high, it supports the end-users work tasks, 
and is therefore adapted to their work routines. However, if management or the immediate leader find the ES 
fit being low, then they need to be aware and involve the employee to make sure a possible FIS is handled or 
kept from emerging without acceptance. 

 

Figure 3 - 2x2 matrix (how FISs emerge) 

7. Discussion  

The framework for handling FISs with the involvement of the end-user is derived from the literature review and 
qualitative interviews conducted in the three case companies. FISH-framework can be elaborated further by 
looking into processes for the steps of identifying, implementing and monitoring. The identification step (step 
1) consists of identifying the FIS from system architecture. To implement (step 5) the Re-designed system or 
making the FIS a part of the mandated system, a clear process model needs to be defined to make the 
implementation successful. The last step, (step 6) consisting of controlling/monitoring the new system, needs 
to be evaluated through performance indicators.  
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The framework ensures to include employees of lower hierarchy in the handling of FISs, leaving out the top-
down approach of making decisions. The top-down approach is often seen in change processes, where new 
systems are forced into the employee's work habits. This reconsideration of lower-level involvement in making 
decisions ensures a higher level of fit of the information system, meaning that the information system can be 
changed to support the employee's work areas and routines. This will also, regarding the developed matrix in 
Figure 3, contribute to an optimal ES fit supporting the end-user's work tasks.  

Lastly, this research is elaborated with a neutral view towards whether FISs have a positive or negative impact 
on companies’ operations since the objective is to create a framework considering how to handle a FIS with the 
involvement of the end-users.  

The developed framework needs to be tested in practice to identify how to adapt the framework into different 
scenarios consisting of numerous variations of FISs. This will, over time, contribute to a generalization of the 
framework ensuring the ability of appliance in different contexts. 

8. Conclusions  

This article recommends that FIS should be identified and managed. A framework has been developed as a 
suggestion of, how the FIS should be handled when identified. This framework has been elicited from data 
collected from three different case companies revealing different ways of viewing and handling the FISs in the 
companies, including different degrees of end-user involvement in the process. Further, the involvement of the 
end-user in the process has been identified to have a double-acting effect; it gives the end-user a chance to bring 
up inputs for the new system, and thereby influence the system design and use, and it makes the 
implementation of the new ES easier as the end-user already has some degree of familiarity to the system before 
using it. As the case findings clearly state that end-user involvement in handling FISs is crucial for them to accept 
and utilize the mandated ES, the FISH Framework for how to involve the end-user was developed. With 
inspiration from the change management BPM framework, the FISH-framework consists of 6 steps; (1) 
Identification of FIS; (2) FIS Discovery; (3) FIS Analysis; (4) ES Re-design; (5) Implementation; (6) Controlling / 
Monitoring. 

The research has focused on steps, 2, 3, and 4, where the end-users are considered as the fulcrum. These steps 
treat the mapping of the AS-IS scenario and the development of the TO-BE scenario. Together with the other 
steps, the FISH framework represents a suggestion of how to approach the process of handling the FIS. Finally, 
a 2x2 matrix has been developed explaining the situations where FISs are prone to emerge. 

With the FISH framework being developed on a small data collection, more studies should be conducted to 
determine the generalizability of the framework.  
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