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Securing IoT Applications with Smart Objects: 
Framework and a Socially Assistive Robots Case Study 

 
John Soldatos, Sofoklis Kyriazakos, Pouyan Ziafati, Albena Mihovska 
 
 

Abstract 
The expanded deployment of smart objects in IoT applications is pushing 

existing IoT platform architectures and their security functionalities to their limits. 
Indeed, smart objects exhibit semi-autonomous behaviours, are not centrally 
controlled all the time and therefore need more dynamic approaches in protecting 
them against vulnerabilities and security incidents. In this paper, we introduce a 
novel framework for securing the latest generation of IoT applications that involve 
smart objects, while illustrating its application in securing an Ambient Assisted 
Living (AAL) system that comprises socially assistive robots. The framework’s 
innovative aspects lie in the use of predictive analytics for anticipating the 
behaviour of smart objects, including abnormalities in their security behaviour. The 
importance of anticipating such abnormalities is validated, demonstrated and 
discussed in the context of the AAL application. 
 

Keywords: Internet of Things; IoT; Security; CyberSecurity; Smart Objects; 
Robots; AAL; Ambient Assisted Living; Socially Assisted Robots; Healthcare  

I.     Introduction 
In recent years the world has witnessed several notorious security incidents on 

IoT devices and applications, such as the “Lizard Stressor” attacks on home routers 
in January 2015, the 1.4 million cars that were recalled by Chrysler due to potential 
hacking of their control software in July 2015, Tesla’s autopilot crash in July 2016, 
as well as the first large scale distributed denial of service (DDoS) attack based on 
IoT devices that took place against in October 2016. These incidents have indicated 
the vulnerability of emerging IoT infrastructures, while at the same time 
highlighting the tremendous socio-economic importance of IoT security.   

The rising number of IoT-related cyber-security incidents is not only due to the 
proliferation of internet-connect devices, but also to their increasing complexity. 
Modern IoT systems and deployments are more complex and sophisticated than 
ever before. In particular, for over a decade, IoT platform architectures and their 
applications have been focused on integrating a very large number of IoT devices 
and their data streams in the cloud (see for example [Soldatos14] and [Kazmi18]). 
More recently, IoT architectures and applications are increasingly comprising smart 
objects i.e. objects with semi-autonomous behaviours, such as drones, robots, 
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autonomous guided vehicles, self-driving cars and more. The integration of smart 
objects within IoT applications opens up new opportunities for cyber-crime and 
renders IoT security more challenging, as it creates a need for securing autonomous 
things in addition to large numbers of passive devices that are typically integrated 
within a cloud. 

One of the primary ways for securing IoT system is their security monitoring as 
means of identifying the security risks or incidents and, subsequently, undertaking 
a remedial action. The deployment of security monitoring would be specified in the 
scope of a reference architecture for IoT systems, which would comprise security 
aspects as well (e.g., [Ma17] discusses the security perspectives of the Reference 
Architecture Model for Industy4.0 (RAMI4.0) [Schweichhart16]). As a prominent 
example, the Industrial Internet Security Framework (IISF) [Schrecker16] provides 
the security view of the reference architecture of the Industrial Internet Consortium 
(IIRA) [Lin17] i.e. it is a security framework tight to the IIRA. Specifically, the 
IISF secures all the functional building blocks of the functional viewpoint of the 
IIRA end-to-end, including field, edge and cloud end-points. One of the key 
functionalities of the IISF is the “Security monitoring and analysis”, which is 
destined to: (i) Capture data about the overall state of the system from the endpoints 
and connectivity traffic; (ii) Analyse it to detect possible security violations or 
potential system threats; (iii) Initiate (upon detection of a violation or threat) of one 
or more actions for protection in-line with the system’s security policy. 

As another example, the OpenFog Consortium has introduced a Reference 
Architecture (RA), which specifies the structure of edge/fog computing systems 
[OpenFogRA17]. It presents how fog nodes can be connected partially or fully in 
order to enhance the intelligence and operation of an IoT system. Moreover, it 
presents solutions about growing system wide intelligence away from low-level 
processing of raw data. Security is one of the perspectives (i.e. cross-cutting 
functions) of the OpenFog RA. This perspective outlines the importance of end-to-
end security as a cross-cutting function of IoT systems. Security is integral to all 
IoT scenarios and should be end-to-end i.e. covering the underlying silicon 
(fog/device) and all upper software layers of the fog architecture. This is because if 
one of the layers is not secure, the entire solution is not secure. 

In-line with the concepts of the above listed architecture, we introduce the 
SecureIoT platform, a data-driven security system that implements the “Monitor-
Analyze-Act” cycle specified in the IISF framework. SecureIoT provides the means 
for executing this cycle, while at the same time ensuring protection for all functional 
blocks and end points of an IoT system. This cycle may complete in real-time or 
execute later to identify usage patterns and detect potential attack scenarios. 
SecureIoT complies with IISF should support both real-time functionalities and 
functionalities operating in coarser timescales. Moreover, based on the employment 
of advanced analytics it provides the means for identifying and anticipating attacks 
on internet-connected devices, including smart objects with dynamic behaviour. 
Note also that SecureIoT implements end-to-end security as specified in the 
OpenFog RA. It is aligned to the security perspective of the OpenFog RA, through 
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implementing an architecture that can be attached as a cross-cutting set of functions 
to any IoT system.Beyond alignment to security concepts of the OpenFog RA, 
SecureIoT is a fog computing system itself, since it cover security scenarios where 
low-latency is required i.e. cases where cloud connectivity and cloud processing 
introduce significant performance overheads to the implementation of fast-response 
security functionalities. 

In addition to presenting the SecureIoT platform, we also illustrate how the 
platform can be used to secure an IoT-based system for Ambient Assisted Living 
(AAL), notably a systems that comprises smart objects such as socially assisted 
robots. In particular, we introduce the security challenges of such a system and 
explain how SecureIoT can be used to support relevant security risk assessment and 
protection from security incidents. 

The rest of the paper is structured as follows: Section 2 following this 
introductory paragraph introduces the architecture of the SecureIoT platform, 
including its main building blocks. Section 3 describes the AAL system and its main 
security challenges. Section 4 proposes the deployment of SecureIoT towards 
securing the system, while Section 5 presents some validation and evaluation 
results. Section 6 is the final and concluding section of the paper. 
 

II.     SecureIoT Platform 

II.1 Overview 
The SecureIoT platform is an IoT security platform, which delivers security 

services based on the SECaaS (Security-as-a-Service) paradigm. According to this 
paradigm, different IoT systems provide data to the SecureIoT services provider i.e. 
the entity that is deploying and operating the SecureIoT platform. Accordingly, the 
SecureIoT services provider provides to IoT systems owners or operators, services 
such as risk assessments and compliance auditing, along with a range of security 
automation (e.g., alerts) and visualization services (e.g., display of information in 
dashboards). The latter services are typically provided in-line with a security policy, 
which is flexible accessible and configurable by platform operators and owners. 
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Figure 1: SECaaS Paradigm Overview 

 
From a logical perspective, the SecureIoT platform will be structured as a multi-

layered security monitoring and enforcement system. Figure 2 provides a high level 
overview of the various layers of SecureIoT platform, which are as follows: 

IoT systems Layer: SecureIoT is about providing security services to various 
types of IoT systems, such as IoT devices and IoT platforms. In this context, the 
term “IoT system” can be seen as an umbrella term that can flexibly refer to IoT 
systems of different granularities and levels of sophistication. In-line with 
mainstream reference architectures for IoT systems (e.g., OpenFog RA, IIRA), an 
IoT system is likely to follow an edge/cloud computing architecture. SecureIoT is 
destined to collect security-related information from all elements of such an 
edge/cloud computing architecture, including field devices, fog nodes, field 
networks, edge gateways and cloud computing infrastructures. 

Data Collection and Actuation Layer: This layer is in charge of interacting 
with the field for a dual purpose: (i) Collecting security related data from various 
probes and from all the different parts of IoT systems and (ii) Driving security-
related automation and actuation tasks such as the configuration of the security-
related properties of IoT systems. The collection of security related data is 
intelligent in the sense that it is configurable and adaptable to the security context 
of the monitored IoT systems. This configurability can be driven by the automation 
and actuation sub-module of this layer.  

Security Intelligence: This layer analyses the collected data in order to identify 
security-related events and indicators in the form of incidents, threats and attacks. 
It is characterized as an “intelligence” layer, because it is the place where the 
SecureIoT reasons over the security context in order to identify intelligent ways for 
securing the IoT systems, through tuning security policies, changing security 
configurations or simply alerting some human (security) operator of important 
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events. From a technical and technological perspective, the security intelligence 
layer comprises a range of data analytics algorithms (including Machine Learning 
(ML) and Artificial Intelligence (AI), which are used to detect security events and 
shape security policies accordingly.  

Security Services (SECaaS): This layer comprises three SECaaS services that 
will be primarily provided by the SecureIoT platform, namely Risk Assessment 
(RA) services, Compliance Auditing services and Developer Support services. In 
principle, this layer will also implement other services that will be based on the data 
processing outcomes of the Security Intelligence layer, such as alerting and 
visualization services (e.g., presentation of security-related information in 
dashboards). Note also that all these services can be implemented and offered on 
the basis of the SECaaS paradigm, which has been introduced earlier in this section. 

Security Use Cases: This layer leverages the security services layer in order to 
provide security functionalities to specific IoT applications and use cases, such as 
the AAL and socially assistive robots’ applications that is described in the following 
section. At this level, different IoT applications leverage SECaaS services (e.g., risk 
assessments) in order to enhance their security and cyber-resilience. 

 
Figure 2: High Level Logical View of the SecureIoT Architecture 

The layered architecture of the SecureIoT platform (shown in Figure 2) mandates 
that modules in the different layers interact through properly defined API 
(Application Programming Interfaces). This is a typical layered structure, where 
modules in upper layers take advantage of services from lower layers (e.g., like in 
the popular OSI (Open Systems Interconnection) network stack). The APIs of the 
SecureIoT layer are open i.e. accessible by third-parties rather than visible only 
internally to other SecureIoT platform modules. In following paragraphs, we 
describe the above layers of the SecureIoT architecture in more detail i.e. through 
giving its anatomy of the main modules and functionalities involved, as well as their 
interactions. 

 

II.2 Data Collection & Actuation 
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Figure 3 provides an anatomy of the data collection and actuation layer of the 
SecureIoT platform, through illustrating the main modules that it comprises and the 
high-level interactions between them. Some of these modules interact with other 
layers of the platform, namely the field systems and devices layer, as well as with 
the security intelligence layer. A description of the modules and their interactions 
follows: 

System Probes: These are probes that are deployed in the IoT systems in order 
to collect system security-related from them. The latter data include for example 
information about the network traffic on a host or device, its CPU (Central 
Processing Unit) and memory usage, the status of each submodules and interfaces 
(e.g., on or off) and more. Physically the probe can reside within the IoT system or 
device i.e. at the field layer, as already discussed during the presentation of the 
SecureIoT reference architecture. However, from an administrative viewpoint this 
is deployed and managed by the device owner in conjunction/collaboration with the 
SecureIoT services provider and hence it logically belongs to the SecureIoT 
platform. As this section discusses the logical view of the SecureIoT platform 
architecture, we depict the system probes as a part of the data collection layer of the 
architecture. 

Application Level Probes: Application level probes are also deployed in the IoT 
system or device in order to provide information about their application-level 
behaviour e.g., the movement patterns of robot or a connected car. In many cases, 
application level behaviours are very important for understanding security 
incidents. They are particularly important for IoT applications that involve smart 
objects (i.e. objects with semi-autonomous behaviour), since the way these objects 
behave may be indicative of abnormalities, especially in the case of behaviours that 
deviate from their normal operation. Application level probes feature many 
similarities to system level probes, since it they are collecting data from IoT system. 
Nevertheless, they feature several differences from both a technical and a business 
viewpoint, which is the reason we opt to present them separately in this anatomy of 
the data collection layer. 

IoT Probes Registry: The probes registry is a catalogue where all the probes of 
the SecureIoT system are registered. The registry serves the following main 
purposes: (i) First it ensures that the SecureIoT monitoring system is dynamic i.e. 
probes can be dynamically discovered, managed and activated as their become 
deployed and available to the SecureIoT platform; (ii) Second it provides a means 
of controlling the trustworthiness of the data collection, as no probe can contribute 
information to SecureIoT unless it is deployed, trustful and register to the SecureIoT 
platform; (iii) Third, it provides a means of controlling access to the probes within 
the SecureIoT system by keeping track of the consumers of IoT security 
information.  Registration can be automated (e.g., in cases where each probe 
announces itself in the registry) or manual (e.g., probes registered by a security 
operator). Automated registration (and deregistration) is a primary scenario, which 
is the reason why interactions between each probe and the registry are envisaged. 
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These interactions are two-way in order to facilitate acknowledgement of the 
registration or deregistration.  

Data Routing: The data routing module of the data collection layer serves the 
purpose of delivering information from the probes to appropriate recipients / 
consumers of IoT security information. To this end, it interacts with the registry in 
order to access the available probes and the consumer processes (i.e. security 
applications) that are allowed to access their data. Consumption of IoT security 
information from the probes can occur at the data collection layer, but also at the 
security intelligence layer. Overall the data routing functions ensures that IoT 
Security information is delivered to appropriate recipients. It is meant to be a high-
performance function from the latency point of view, as in several cases consumers 
need to access and process information from the probes at short timescales. It is 
typically implemented through a high-performance streaming middleware, as 
information from security probes comes in the form of high-ingestion streams. 

Local Storage: Local storage refers to a local datastore that provides persistence 
for the information that stems from the probes. It is characterized as “edge” or 
“local” datastore as it is meant to store information close to the field and is 
distinguished from information that is stored in the cloud level. While these are 
deployment decisions and as such part of the deployment or physical view of the 
architecture, they are discussed at this point in order to clarify the rationale of the 
local storage. In particular, local storage of security data can facilitate security 
intelligence based on edge analytics and edge intelligence, as means of detecting 
and mitigating events at short/fine timescales. Note that the analysis of information 
at the local storage, may involve different types of analytics, but typically streaming 
analytics (including high frequency machine learning). 

Security Policy Enforcement Point (SPEP): This module implements security 
policy enforcement decisions that are driven by analytics at the data collection and 
actuation layer or at the security intelligence layer. The latter decisions are of two 
main types: (i) Data collection configuration decisions that are conveyed to the 
probes, which is the reason why the SPEP module interacts with system-level and 
application-level probes; and (ii) Security actuation and automation functionalities, 
which involves interaction with the field i.e. the monitored IoT systems, subject to 
proper authentication and authorization rules. Note that SPEP plays an instrumental 
role on one of key functionalities of the data collection layer of the SecureIoT 
platform, namely the intelligence and adaptive nature of the data collection. In 
particular, SPEP provides the means for changing the configuration and operation 
of the data collection in-line with the security context. 

Management Agents: Security management agents provide the means for 
interacting with field IoT systems and devices for the purpose of implementing 
automation and actuation functions with security relevance. As already outlined, the 
latter are subject to proper authorization and authentication of the actuating actor, 
in this case the SecureIoT platform. The deployment of management agents is 
similar to probes, yet there are differences in their functionality and operational 
characteristics, which led us to distinguish them from probes. 
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Management and Configuration Tools: This module provides the means for 
managing and configuring the above-listed elements. In particular, it caters for the 
configuration of the probes and their registry, the management agents and their 
operation, as well as of the SPEP functionalities. A wide array of management 
functionalities can be implemented and provided for each one of the components of 
the data collection and actuation layer. For example, the probes can be configured 
in terms of their deployment properties (e.g., where they reside) and their data 
delivery rates. Likewise, the IoT probes registry can be configured in terms of the 
probes that are registered to it and their properties.  

Visualization (Dashboards): The SecureIoT architecture specifies a dashboard-
like visualization component, where the status of the data collection and actuation 
layer will be reflected. This component will visualize the above listed components 
and their status. It can will be closely linked to the management and configuration 
functionalities in order to allow security operators and the administrators of the 
SecureIoT infrastructure to visually manage the various components. 

  

 
Figure 3: Anatomy of the Data Collection and Actuation Layer - The data collection and actuation 
layer interfaces (through Open APIs) with the Security Intelligence Layer of the SecureIoT 
architecture. 

II.3 Security Intelligence Layer 
Figure 4 provides an anatomy of the security intelligence layer of the SecureIoT 

platform, through illustrating the main modules that it comprises and the high-level 
interactions between them. A description of the main modules follows: 

IoT Security Template Extraction (ISTE): This module is in charge of 
identifying security knowledge based on the processes of data from the data 
collection layer of the architecture i.e. from the various probes that are deployed as 
part of a SecureIoT system. The template extraction process is essentially a data 



9 

analytics process, which leverages on training datasets when available and when 
supervised learning algorithms are used. In practical terms a template comprises IoT 
security knowledge (e.g., about patterns that signal security incidents or risks) and 
can be represented in various forms such as rulesets and decision trees. As a 
prominent example, the IoT Security Template Extraction module can analyse data 
from probes against a training dataset in order to extract rules (i.e. a ruleset) that 
signify abnormal behaviour from the security viewpoint. Note that extracted 
templates are stored in a database i.e. the IoT Security Templates Database. 

IoT Security Templates Database: This is a datastore that stores the data of 
security templates. The latter can be provided in a document format (e.g., XML or 
JSON format) or even as active components (e.g., Java or Javascript code 
implementing the template). The database interfaces with the template execution 
engine, which takes advantage of the existing (and active) templates in order to 
identify security incidents, alerts, threats etc. 

Global Storage: This is the database infrastructure where data from all the 
different probes will be stored in order to enable the extraction and the execution of 
security templates based on appropriate analytics algorithms (including data mining 
and machine learning). In principle the Global Storage will persist data from 
multiple probes, that will stem from the data collection layer of the architecture. It 
will also keep a global list of deployed probes in order to facilitate the proper 
indexing of the data and their used for template extraction and execution. 

Template Execution Engine (TEE): This engine is the core of the system’s 
intelligence. It takes advantage of existing security knowledge in order to identify 
threats, vulnerabilities, incidents and attacks. As already outlined, existing security 
knowledge resides in the various security templates, which are available in the 
security templates database. The Template Execution Engine (TEE) is in charge of 
executing multiple templates at the same time in order to allow the SecureIoT 
SECaaS services to benefit from multiple rules and pieces of security knowledge. 

Contextualization Engine (CE): The Contextualization Engine incorporates 
domain and contextual knowledge, which is important for the successful execution 
of security templates. It is in charge of putting the operation of the TEE in the right 
context, through parameterizing rules, thresholds and other context specific 
parameters for identifying, scoring, staging and assessing security incidents, threats, 
risks and attacks. In general, the CE customizes the operation of the TEE in-line 
with business requirements (i.e. the business domain) and contextual knowledge 
(i.e. the specific environment of the deployment). As an example, consider a 
threshold-based rule that is used to identify abnormal behaviour. In this case, a 
template will typically define the parameters on which the threshold has to be 
defined, while the CE will be able to customize the value of this threshold for use 
in a specific business and/or security context. 
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Figure 4: Anatomy of the Security Intelligence Layer 

 
Security Policy Enforcement Point (SPEP): Similar to the SPEP module at the 

data collection layer, this module is in charge of enforcing security policies 
following the execution of a specific template and the discovery of some security 
event that triggers security related actions. The SPEP module is destined to boost 
security automation, through automating security actions towards the field. To this 
end, the SPEP of the Security Intelligence Layer is likely to interact with the SPEP 
at the data collection and actuation layer of the SecureIoT architecture. 

IoT Security Knowledge Base (ISBK): This knowledge base comprises 
external IoT security knowledge, including for example knowledge about known 
threats, attacks, incidents and vulnerabilities.  It is an expert system with inference 
capabilities, which can be used to deduce whether an identified security pattern or 
behavior matches known attacks or other incidents. As such it interfaces with the 
template execution engine in order to enable such matching and resolution. 

Management and Configuration Tools: This module is in charge of 
configuring and managing their above-listed components of the security 
intelligence layer. The configuration will concern their deployment and operational 
properties.  

Visualization (Dashboards): This module visualizes the status, deployment 
configuration and operational parameters of the various components of the security 
intelligence layer. It will be integrated in the management and configuration tool in 
order to enable visual access to their functionalities. 

As evident from the above-listed descriptions, the templates extraction 
mechanism is the main vehicle for extracting data-driven security knowledge. 
Moreover, the contextualization engine customizes the use of this knowledge for 
different business contexts. The process is illustrated in Figure 5, which presents 
the process of extracting a security knowledge template based on security data from 
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probes. The contextualization of the template can be based on historical data from 
the probes, as well as on external data associated with the security/business context. 

 
Figure 5: Example of Template Extraction and Contextualization 

The results from the execution of security templates can be stored in the Global 
Storage or provided through Open APIs to the SECaaS layer of the architecture. 
The latter layer can also take advantage of the Open APIs in order to activate 
security templates, force their execution and derive their results to be used for risk 
assessment, compliance auditing, alerting, production of notifications and more. 

 
II.3 SECaaS and Use Cases Layers 
The SECaaS Layer of the architecture implements the security functionalities 

that will be built-in in the SecureIoT platform and hence directly supported by the 
SecureIoT architecture. These functionalities will be provided as a service based on 
the SECaaS paradigm. They include risk assessment, compliance auditing, 
developers’ support, alters and visualization functionalities and are described in 
more detail in the following sections. All these functionalities will be able to access 
data and services of the SecureIoT platform through Open APIs.  

The SecureIoT architecture specifies that security integrators will be able to 
implement security use cases leveraging on the risk assessment, compliance 
auditing and altering functionalities of the SECaaS layer. These functionalities will 
be accessible through Open APIs as well. In principle, developers and deployers of 
IoT security use cases could also leverage the functionalities of the security 
intelligence layer directly, even though this is not foreseen as a primary option for 
the SecureIoT use cases. 

 

III.     Assistive Living Requirements and Security Challenges  

III.1   Requirements for independent living of senior citizens with frailty 
conditions  

Senior citizens with “pre-frailty” or “frailty” conditions users are mainly above 
65 years old and are not particularly fit. A frail person is often defined as an elderly 
person, who requires some degree of support services on a daily basis to maintain 
independence because of an accumulation of chronic health or cognitive problems 
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[Hogan, MacKnight & Bergman, 2003]. Pre-frail adults may be frail only for a 
transitional period and through rehabilitation can regain some robustness. 

Different scales and approaches are used to assess frailty or pre-frailty in older 
adults. The Fried criteria, for example, ask for the presence of three or more frailty 
indicators (unintentional weight loss, slow walking speed, subjective exhaustion, 
low grip strength, low level of physical activity) [Fried et al., 2001]. Rockwood’s 
approach was to accumulate the deficits of individuals to make assumptions about 
their frailty [Rockwood et al., 2005].   

Independent living of senior citizens with frailty conditions can be achieved with 
the support of ICT technology (e.g. eHealth/eCare system), to ensure safety at home 
environments, motivation to behavioral change to stay active and increased Quality 
of Life. However following characteristics should be considered for any such 
eHealth/eCare system [eWALL]: 

Usability, which is most often defined according to the ISO definition as the 
effectiveness, efficiency and satisfaction by which a user can interact with the 
system [ISO1].  The system should be usable if the patients and the informal and 
formal caregivers are able to perform the tasks they wish to and the system supports 
them. That implies that they must be able to understand the wording, the symbols 
and how to navigate through the interface.   

User experience (UX) has been defined very differently in the literature, often 
displaying a large overlap with usability. UX, however, is distinctly different. Again 
using the ISO [ISO2], UX can be defined as “a person’s perceptions and responses 
that result from the use or anticipated use of a product, system or service”. As such, 
UX can be seen as the affective response a system evokes, and deals with issues like 
trust, privacy, aesthetics and stress. In the general case, UX refers to the emotions, 
thoughts, patterns and interaction ”aftertaste”. 

Modularity, meaning a framework which allows for customization and on 
which different services can be plugged in and not a set of finite services. 
Modularity will be reflected on the interface possibly at “Settings” and at an 
application like an “App Market”, where the user can decide about the interaction 
with applications and acquire new ones. 

Adaptability, which is referring to the flexibility required to adjust the system’s 
services according to users’ cognitive and/or physical abilities and needs of the 
primary but also of the secondary users (the carers). This requirement will also be 
most likely realized through the “Settings”. For instance, adaptability could be 
implemented as two modes for the users: “easy”  featuring less and more basic 
features and “advanced” featuring a more powerful and complex interface.   

Personalization, adaptability and modularity emphasize the importance of a 
system being flexible according to user needs. In personalization, the needs reflect 
the user’s personality and often refer to more soft system features (aesthetics, 
sounds and music) instead of focusing on her functional needs (e.g. cognitive 
difficulties). 

Unobtrusiveness, in a way that the system should only interrupt the personal 
flow of a user only when it is necessary and in this case they should be perceived 
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with the severity/importance they deserve, not more or less. For rail users it is 
important not to overwhelm them by asking them extensive input or interaction. The 
system should deliver value to the end-user with the minimum possible input from 
her side. 

Motivation. Users should not only feel in control, but also enjoy their interaction 
with the system. This way, they will be more willing to adhere to medical 
instructions and training schedules. The amount of reminders they receive, 
regarding their well-being, home and family could easily be overwhelming and 
demotivating. Consequently, the system should be designed with the goal to 
motivate the user. In other words, the user should wish to interact with the system 
consistently and perform activities that reinforce her well-being. This requires 
intuitive and aesthetically sound interfaces and some motivation/persuasion strategy 
inbuilt in the interaction with the user as well as prioritization to the messages, 
reminders and alerts presented to the users. 

Privacy is important for them and expressed scepticism towards the monitoring 
of their life, which in some cases can harass their dignity. For example, going to the 
toilet is an event many people do not feel comfortable about and it is difficult to 
imagine why their family should have this information.   

 

II.2   CloudCare2U and QT robot 
Nowadays, most robots and robotics platforms  [Siciliano08] tend to deliver 

functionalities independently or other internet-connected devices [Atzori10]. 
Hence, i.e. despite their pertinence and possible integration, IoT platforms and 
robots operate in isolation [Grieco14], which is a lost opportunity for a host of 
innovative functionalities. Security concerns are among the main barriers and 
concerns against the integration of IoT with smart semi-autonomous objects such 
as robots. In the scope of the SecureIoT socially assistive robots use case, we will 
demonstrate the secure integration of LuxAI’s QT robot(s) (depicted in the side 
figure) in an environment provided by iSPRINT’s CloudCare2U (CC2U) IoT 
healthcare platform, which holds the promise to enhance the functionalities offered 
by both QT and CloudCare2U. CC2U integrates a wide range of sensors and 
wearable devices (e.g., fitbit, motion trackers) in order to accurate detect the users’ 
context and provide relevant personalized services (see also side figure). CC2U 
includes already a virtual robot as an output interface. As part of the use case QT 
will become CC2U output interface to the end-user. 
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Figure 6: Overview of the different subsystems involved in the Socially Assistive Robots and IoT 
Applications scenarios 

The integration of QT with CC2U focuses on the delivery of personalized 
ambient assisted living functionalities, fully in-line with the business strategies of 
both partners. In particular, QT will be used to deliver personalized rehabilitation 
and coaching exercises, as part of wider (rehabilitation or coaching) programs, 
managed and delivered through CC2U. In order to support these applications, a 
dense IoT network enabling continuous interaction between IoT devices managed 
by CC2U, QT robots, human users and the environment will be established. The 
integration between QT and CC2U can be directly realized, as CC2U has already a 
virtual robot interface for interaction with end-users, which will be replaced by QT. 
The integration challenge will however lie on keeping track of the state of QT and 
the environment, as well as on implementing distributed task assignment strategies, 
such as the Consensus-Based Bundle Algorithm (CBBA), which enable the 
distribution of application logic across different smart objects. 

 

III.3  Security requirements 
The successful delivery of the coaching and rehabilitation platforms is associated 

with a range of security challenges that will be addressed by SecureIoT including: 
Network and message security: There is a need for delivering messages 

between robots and the IoT platform in a secure manner, while ensuring 
communication efficiency. Some of the scenarios are bandwidth savvy, which 
makes the connection more vulnerable to attacks (e.g., denial of service). This 
challenge will be addressed based on the SecureIoT risk assessment and mitigation 
services, which will be able to identify threats associated with communications and 
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network performance in order to appropriately adapt the operation of the application 
(e.g., stop the training if needed and deliver proper alerts to users). 

·       Prediction and avoidance of dangerous/risky situations; Robotics based 
rehabilitation (but also coaching) functions can be very sensitive to malfunctions of 
the robot, such as hacking of its software. SecureIoT will monitor the robots’ 
operation both at the software level (i.e. through information flow tracking) in order 
to identify possible hacking of the robot, but also at the application level in order to 
detect abnormal operation/behavior that can lead at risk. 

·       Secure programming environment for robotics missions: The 
programming interfaces of QT (i.e. C++ and Python interfaces over ROS, but also 
LuxAI’s custom  visual (high-level) programming language for coaches, therapists 
and caregivers) do not provide any provisions for identifying and enforcing security. 
These interfaces will be enhanced with SecureIoT programming model and 
annotations in order to enable the developer of a rehabilitation mission to enforce 
policies specified in some policy language such as XACML. 

·       Compliance to GDPR: An analysis of the application for GDPR 
compliance will take place, including automated identification of non-compliance 
risks (based on the SecureIoT risk assessment) and subsequent implementation of 
GDPR compliant policies based on the secure programming XACML-based 
mechanisms. In particular XAML will be used to express GDPR compliant policies, 
including permissions and authorizations for access to data. This will facilitate 
LuxAI and iSPRINT to ensure the compliance of their solution to GDPR. DWF 
services will be also consulted to this end, as part of the overall project 
methodology.   

 

IV.     SecureIoT Integration and Experimental pilot 

IV.1   Scenarios and use-cases 
The socially assistive robots and IoT applications are categorized in four 

different scenarios each consists of multiple use cases. The scenarios have been 
constructed in an extensible manner to validate different SECAS services by 
involving more actors, services and covering different security requirements. Below 
we summarize these scenarios and their relevance to SECAS services and 
SecureIoT Platform Architecture. Below the description of each scenario. 

 
SAR-S1 (Cognitive & physical games scenario) -  This scenario mostly focuses 

on the initial integration of QTrobot edge and CC2U gateway/cloud platform and 
provides the test bed to validate the integration of these two systems with the first 
release of SECaaS services. It covers some aspects of IoT Risk Assessment and 
Mitigation along with IoT Developers Support.  Moreover, at this stage the 
necessary infrastructure will be provided to adopt SECaaS system and application 
level data collections probes.   
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SAR-S2 and SAR-S3 (Monitoring & checkups scenario, Daily Calendar and 
System Admin scenario) -  These two scenarios stretch out the SAR-S1 in multiple 
directions. Firstly, more subsystems and actors such as QTrobot Tablet, QTrobot 
cloud platform, patients and professionals will be involved. Having more actors 
allows us to cover more aspects of SECaaS IoT Risk Assessment and Mitigation 
service at different points of edge and cloud. Moreover, other aspects of SECaaS 
IoT Developers Support service such as access policies, privileges and new IoT 
platform support (i.e. android os) will be validated. Secondly, the simulated and real 
user data will be collected and analyzed in CC2U and QTrobot cloud platforms. 
This implies involving SECaaS IoT Compliance Auditing services such as 
Identification of potentially sensitive information exchanged between QTrobot and 
CC2U cloud platform (i.e. GDPR) and logging at different levels. Finally, at 
different edge and cloud points, these scenarios will be integrated with others 
SecureIoT Platform subsystems such as data routing and actuation from Data 
Collection and Actuation Layer and with Security Knowledge Base from Security 
Intelligence Layer. 

  
SAR-S4 (Companionship – User Friendly Interface to Digital Life scenario)  

The remaining aspects of SECaaS services will be validated at this stage. By 
extending the involved actors to a third-party platform (e.g. Amazon cloud) and 
implementing the complete set of SECaaS services, the complete secure IoT 
platform will be validated during the final scenario.  Moreover involving a third-
party platform opens new challenges to understand and validate how SECaaS 
services can be seamlessly integrated with other existing platform.  

 

IV.2   Validation  
The socially assistive robots and IoT applications (SAR) scenarios are based on 

joint integration of CloudCare2U (CC2U) by Innovation Sprint and QTrobot by 
LuxAI. The scenarios consist of different use-cases, each involving multiple 
subsystems at edge and cloud level to cover all aspects of SECaaS services as it has 
been described previously, validation of the scenarios can be classified as following 
categories: 

Validation of  the soundness of integrated scenarios: This activity verify the 
soundness of each scenario with and without the implementation of SECaaS 
services to ensure that implementation and integration are correct. These are the in-
lab validations, which will be carried out by the team experts, and using some 
automated testing frameworks such as Robot Testing Framework (RTF). 

Validation of SECaaS services and security requirements: This activity 
validates scenario with the relevant integrated SECaaS services. This will be done 
by properly developing abuse cases; each embraces a set of security gaps and issues, 
which are covered by corresponding SECaaS service.   

Validation of business value and user acceptance: This activity mostly 
validate the usability and ease of use of  healthcare applications for users and the 
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professionals working in elderly and other healthcare centers, including impact of 
the integration of SecureIoT security services on the system performance and user 
acceptance.  Moreover, the security challenges in implementation of such 
technology in elderly and health care houses will be investigated. 

Figure 7 shows an overview of the system and involved actors in the socially 
assistive robots and IoT applications scenarios and Figure 8 and Figure 9 
respectively represents the simplified software stack diagram of QTrobot system 
architecture and that of CC2U respectively. 

 
Figure 7: Overview of the system and involved actors in the Socially Assistive Robots and IoT 
Applications scenarios 

 

  
Figure 8: QTrobot software stack diagram 
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Figure 9: CC2U software stack diagram 

V.      Expected results 

VI.1   Indicators and Metrics 
The following indicators and metrics have been defined: 

x Percentage of attacks correctly recognized taking into account the time, 
so that countermeasures (turning into fail-safe mode, sending alert, etc) 
are taken in a timely manner. The amount of false positives, and false 
negatives are also a common metrics when trying to minimize one of 
them, in order to minimize one over another. 

x Delay in decisions making for coaching (in general impact on the 
system performance including on data communication, processing and 
application responsiveness) 

x Rate of correct CC2U coaching actions in the case of specific attacks to 
Things or devices 

x Cost of an attack in each case – based on risk assessment 
x Impact on user metrics (e.g. technology acceptance) 
x Impact on system developer, integrator and deployer (developer 

friendliness factors such as learning curve, development time, software 
adaptability and re-usability, development and audit effort regarding 
compliance to privacy and security standards) 

x Impact on system integration. 
 

VI.2   Aims of the experiment 
This study is aimed at providing an understanding about the following: 
x Procedure of implementation of an ambient assisted living in an elderly 

care house 
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x Security challenges in implementation of such technology in elderly care 
houses 

x Security expectations of healthcare professional and decision makers in an 
elderly care house 

x Attitude of healthcare professionals working in elderly care toward using 
a socially assistive robot 

x Usability and ease of use of such robot for healthcare professionals 
working in elderly care, including impact of the integration of SecureIoT 
security services on the system performance and user acceptance 

x Acceptance barrier for healthcare professionals working in elderly care 
x Attitude of seniors living in an elderly care house toward using a robot as 

a companion, coach and instructor and impact of implemented security 
services 

x Efficiency of using a social robot in improving the mood and quality of 
life of senior people living in an elderly care house and it’s ability to 
promote healthcare activities in seniors 
 

VII.     Conclusions 
Future IoT systems will be comprise Artificial Intelligence (AI) components, 

including various types of smart objects such as drones, autonomous guided 
vehicles, socially assistive robots, smart wearables, industrial robots and more. The 
latter objects will endow IoT applications with semi autonomous behaviour, which 
will increase the versatility, intelligence and automation of all relevant IoT 
applications. Nevertheless, the presence of these objects will also increase the 
complexity and the security vulnerabilities of IoT systems. Advanced monitoring 
systems that will analyze security information from multiple smart objects will be 
therefore a key to securing this next generation of IoT systems. In this paper we 
have introduce the SecureIoT platform, which provides security monitoring, 
security analysis and security automation functionalities in-line with popular IoT 
reference architectures and their security frameworks. The added-value of the 
SecureIoT platform is that it enables the collection and analysis of security 
information from all elements of an IoT systems, including field, edge and cloud 
elements. Moreover, it allows for the flexible integration of different machine 
learning and AI models based on the modular mechanism of IoT security templates. 
The extraction of proper templates can enable the confrontation of complex security 
problems in different IoT environments. 

 
The SecureIoT platform and its added-value functionalities have been validated 

in the scope of an AAL application that involves the deployment and use of smart 
objects, notably of socially assistive robots. In particular, SecureIoT has been 
deployed as a solution to the security challenges of human centric AAL 
applications, which as provide strong security with high usability i.e. security 
services that as non-intrusive as possible.  
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 The pilot described in Section IV demonstrates how advanced AAL solutions, 
comprising of cloud and IoT components can be monitored at real-time basis with 
regards to vulnerabilities, while risk assessment through SecureIoT can result in a 
robust system. Early results of the pilots confirm that aims presented in VI.2 are 
fulfilled and the metrics set in VI.1 are show a very high percentage of attacks 
correctly recognized by the system, without causing delay in decisions making for 
coaching.  
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