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Abstract 

The worldwide spread of cybercrimes starts with specific, ‘local’ acts of deviance and crime. A good 
example, apart from the ones mentioned throughout the paper, is that of piracy. We know Torrent is 
‘illegal’ in most, if not all, countries. The act of downloading a movie illegally is a highly ‘local’ act, 
and can be considered a crime or offense in one country or region and may not be so in another. 
However, this ‘local’ act is part of a wider ‘global’ network of Torrent users (who mainly consist of 
those who upload the videos called ‘seeders’, those who download it, and those who provide the 
platform for it). This ‘global-local’ or ‘glocal’ nexus is mediated by the Internet. Although governing 
cybercrimes has been quite difficult because of its nebulous nature, inter alia, national governments 
have been relatively successful in their attempts to mitigate, if not eliminate, this phenomenon. This 
paper examines some of the changes that have taken place in recent times, especially in the post-
9/11 context, and challenges these changes embody for our understanding of crime and its control, 
and more broadly, their influence on the nature of our social lives and our perceptions of ourselves 
and others around us. 
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Introduction 
Our lives are mediated by an increasing number of technologies. The Internet can be seen as an 
exemplar of global connectivity, which is a hallmark of the globalized era we live in. Increasingly, our 
professional and recreational activities are moulded by this connectivity. The challenges to global 
governance are probably best illustrated by the extra-territorial, seemingly unregulated nature of 
cyberspace. This essay looks into the issue of cyberspace in an attempt to explore the relations 
between the ‘global’ and the ‘local’. Cyberspace illustrates a highly complex interaction between 
global and local forces which make it difficult to regulate by individual nation-states. We live in a 
world where “local transformation is as much a part of globalization as the lateral extension of social 
connections across time and space… what happens in a local neighbourhood is likely to be 
influenced by factors – such as world money and commodity markets – operating at an indefinite 
distance away from that neighbourhood itself” (Giddens 1990, p. 64). Morley (2002, p. 2) expresses 
the role of media and ICTs (information and communication technologies) in this regard in a most 
succinct manner: ‘the sitting room is a place where, in a variety of mediate forms, the global meets 
the local’.  
 
Technology and Change 
Technology has always been seen as a key instrument of social change. From the invention of 
railways and atom bomb, to cell phones and computers, technological change has had a powerful 
impact on social behaviour. In recent decades, information and communication technologies have 
come to increasingly mould our lives, the societal and state institutions that are in place, and 
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knowledge production. Castells argues that the Internet can be seen as the backbone of these 
transformations and its impact is difficult to discount (Castells, 1996, 2001).  
 
In the 1990s, the Internet was seen as a revolutionary force which would bring about the ‘death of 
distance’, the emergence of the virtual society, and so on. Castells sees it as the best example of the 
‘space of flows’, as the truly global technology which characterizes the essence of the ‘network 
society’. He argues that the Internet has become ‘the technological basis for the organizational form 
of the Information Age’ (Castells, 2001:1): ‘Core economic, social, political, and cultural activities 
throughout the planet are being structured by and around the Internet, and other computer 
networks. In fact, exclusion from these networks is one of the most damaging forms of exclusion in 
our economy and in our culture’. (Castells, 2001:3, quoted in Aas 2007, p. 175) 
 
On the other hand, critical scholars, who have tried to temper this celebration of the Net as an 
emancipatory agent, have pointed out that technology may have far less vivid and less foreseeable 
consequences. The so-called ‘social shaping of technology’ approach contends that technological 
change has to be understood within the larger framework of social and economic change (Aas, 
2007:154). The Internet is not only a global, ‘unrestricted’ medium, but is also used in local spaces 
and conditioned by local contexts. How it is used is determined by a number of social, economic, and 
cultural factors. Rather than being a universal medium, the Internet reflects a deeply stratified and 
divided global condition. Internet access is unequally distributed, creating a digital divide along class, 
racial and ethnic lines within countries, as well as between the global North and the global South 
(Castells, 2001). Cyber-connectivity should therefore be perceived as a symbol of privilege at the 
global level. 
 
Hints of ‘technological determinism’ are quite common in popular and mainstream media 
representations of the Internet which tend to exaggerate its emancipatory potential and understate 
the significance of the social context and of the individual agency. Critics have called for moving 
beyond crude, cause-and-effect reasoning about technology. The increasing embeddedness of 
information and communication technologies in forms of everyday life make it difficult to see these 
technologies as isolated in their social effects (Rasmussen, 2000). ‘No longer do they merely affect 
cultural processes. As with television, they are themselves cultural products’ (ibid: 5, italics in 
original). 
 
These conflicting standpoints reflect a fundamental dichotomy in the nature of the Internet –its  
potential to pervert and democratize (Jewkes, 2003, 2007, quoted in Aas 2007). The footage of 
Saddam Hussein’s execution belongs to the first, whereas that of Abu Ghraib prison belongs to the 
latter category. Saddam Hussein’s execution was widely circulated and celebrated in the Internet. 
Notwithstanding what he did, these circulations depicting his capture, trial, and then death 
contributed to a skewed perception of Iraq and its leader. Questions around the motivations of the 
US behind waging the war against Iraq in the first place no longer had a place in popular imagination. 
Death became a public spectacle again, just like it did in the 18th and 19th centuries. The Internet 
also possesses the potential to democratize because it now empowers civil society groups and 
activists with the required technologies to expose, say, human rights abuses or human trafficking. An 
example would be the case of Abu Ghraib prison where POW treatment violated the Geneva 
Convention, although the US did not punish any of the perpetrators for what were ‘war crimes’. 
 
Of late, the ‘YouTube effect’, as it is called, has been acknowledged by analysts, activists and the 
state alike. We are living not only in panoptic societies, where the few, with great force and 
discipline watch the many. We are also living in view or synoptic societies, where the new media 
allow the many to watch the few (Mathiesen, 1997). This development can be seen as an attempt to 
enhance social control. 
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The global connectivity offers fresh nuances to various aspects of contemporary crime control. Crime 
and deviance get new forms and arenas. For instance, the Internet suggests prostitution guides to 
potential sex tourists and local clients across the globe. Furthermore, discourse about crime and 
crime control takes place in a new setting. Cyberspace challenges conventional notions of juridical 
power and sovereignty which have been tied to territoriality and the nation-state (Aas, 2007). 
 
Identity in a Globalized Context 
The anonymity of the Internet and the production of information and communication technologies 
in daily life increase the potential for identity-related offenses (Finch, 2007; Smith, 2007). The 
assumption underlying the concept of identity-theft is that it has an objective, tangible existence 
apart from oneself and can therefore be separated from oneself. The password has become one of 
the most important bearers of identity in contemporary times. However, we should note that, 
historically, pen and paper signatures, just like passwords, became accepted as a guarantee of 
legitimate identity due to modernization and the fact that people and organizations became more 
mobile (Lyon, 2001). Therefore, passwords that are used in computer-mediated spaces can be 
thought of as a mere perpetuation of this trend towards abstract relationships in late modern 
period. This trend can be understood in terms of Giddens’ ‘disembedding’ of social systems. 
Disembedded identities are ‘lifted out’ of social relations and local contexts of interaction and 
restructured across indefinite spans of time and space (Giddens, 1992: 21). 
 
The disembedding of social relations is not exclusive to the Internet, but is rather an attribute of life 
in late-modernity. Establishing stable identities has always been one of the principal tasks of modern 
nation-states (Torepy, 2000; Lyon, 2001). However, in the contemporary world of global flows and 
disembedded social relations, the task of giving fixed identities to mobile populations becomes very 
problematic, if not unfeasible. Unsurprisingly, biometric systems are increasingly considered as a 
solution for curtailing the risks of identity-related cybercrime (Smith, 2007). Cyberspace takes this 
trend to a new level altogether. Zygmunt Bauman’s ‘liquid modernity’ can in many ways be 
considered to have found its key manifestation in cyberspace. The ‘disentanglement from the body 
allows the self to break free from the usual constraints of corporeality which, in the physical world, 
may prevent individuals from displaying aspects of their identities that would be discredited or 
disapproved by others’ (Jewkes, 2003:8). 
 
In this context, traditional understandings of the public and the private, the legal and the illegal 
become muddled. Others point to the fact that cyberspace not only offers multiple possibilities of 
identity but that there are dangers to this type of social interaction. Historically, anonymity has been 
seen as encouraging deviancy and criminal behavior, due to social distance and absence of informal 
social controls. Furthermore, deviant individuals and groups such as fundamentalist, racist groups 
now find support and belonging in online forums. For instance, there are a number of matrimonial 
websites where Asian women are portrayed as submissive and exotic, representations which they 
are in no situation to challenge. As such, the Internet enables buttressing of unequal, repressive 
socio-cultural and gender relations (Aas, 2007). 
 
The importance of disembedding of identity (or identities) in an age of globalization can hardly be 
exaggerated, especially when we consider acts like identity theft which have the potential not only 
to harm individuals but also nation-states. The Internet has only aggravated the risk of becoming a 
victim of identity theft. Hacking has become so simple, over time, that even novice hackers can make 
use of softwares designed specifically for this purpose to hack into individuals’ accounts to access 
information on their bank accounts, credit card etc. As bank and other financial transactions become 
increasingly digitized, so does the risk of falling prey to cybercrimes such as this. Of course, at the 
same time, the information about us that is available on the Internet will not be used only by 
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hackers or cyber-criminals. It can also be used or misused by e-commerce websites or even the 
government under the pretexts of marketing or national security respectively. 
 
Cybercrime 
While some scholars conclude that cybercrime is an ‘old wine in a new bottle’ (Grabosky, 2001), 
others agree to the fact that, while the effects of robbery, say, may be the same, irrespective of how 
it is carried out, the global scope of information and communication technologies signifies a 
fundamentally new aspect. Technology ‘acts as a “force multiplier”, enabling individuals with 
minimal resources to generate potentially huge negative effects (mass distribution of email ‘scams’ 
and viruses being two examples’ (Yar, 2006:11-12). Unlike real world crimes, cybercrimes can be 
automated (Brenner, 2007). An obvious example would be bank robbery. In earlier times, robbers 
would have to physically go to the bank to carry out their crime. Now, they can just hack into 
accounts and transfer money. 
 
Yar (2006:9) suggests that instead of trying to grasp cybercrime as a single phenomenon, one should 
view it ‘as signifying a range of illicit activities whose “common denominator” is the central role 
played by networks of information and communication technology in their commission’. Most 
scholars agree as to the fundamental shift from territorial to the transnational nature of crime in 
cyberspace. The spatially diffuse nature of cybercrime poses a number of challenges for law 
enforcement agencies which attempt to regulate the phenomenon. Different national political and 
judicial cultures have different legislations in place, which present an impediment to effective 
control and prosecution. What is illegal in one jurisdiction may be legal in another. For instance, 
Russia has emerged as the foremost source of child pornography due to a legislative void, 
notwithstanding that the majority of the material originates from other countries. Furthermore, the 
deterritorialized nature of the crime calls for creating a new framework, for a ‘global’ effort to 
combat it. 
 
The deterritorialized nature of cybercrime presents a challenge for academics as well. Traditional 
theorizing of crime has been mostly based on face-to-face interaction between the offender and the 
victim. In case of cyberspace, however, the victim-offender interaction is mediated by technology. 
Moreover, as Yar (2006) suggests, cybercrime challenges the traditional relationship hypothesized 
between deviance and marginality. As noted above, access to the Internet can in itself be considered 
as a symbol of privilege. Cybercriminals therefore disrupt this classical notion of deviants as coming 
from the poorest, least educated sections of the population. Conversely, access to the kinds of 
resources and skills that are required to commit cybercrimes imply that they are concentrated 
among the relatively well-off, educationally and financially. 
 
This is further complicated when we come to the question of legal accountability. This question 
arises because cyberspace mediates between an ‘actual’ event and the way it is perceived by the 
audience. For example, one could ask if there is any harm in just ‘looking at’ child pornography. 
Surely the viewer is not committing the ‘offense’ in the traditional sense of the term i.e. he is not 
committing the act per se. If so, then how do we negotiate our traditional understandings of 
accountability with these new environments and crimes? In this case, spatially distant individuals are 
held accountable because it is their consumption of these images and clips which create a market for 
actual, physical abuse in the material world. Supply cannot persist without demand. This example 
illustrates the fact that people in a viewer or synoptic society are not passive individuals connected 
by technological networks, but should be treated as responsible agents in a globally shared social 
space (Aas, 2007). This is not limited to cyberspace. Inhabiting a globally connected space implies 
that individual seemingly trivial choices can have serious ethical, social, material consequences on a 
global level. ‘Local’ acts become manifested on a ‘global’ scale. 
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Governance of Cyberspace 
The duality of liberty and regulation is an essential feature of cyberspace, and molds the 
contemporary debates about, how to, if at all, govern cyberspace. The early view of the Internet as 
‘freely floating’ went hand in hand with the argument that it cannot and should not be governed; 
any intervention by the state was contrary to the spirit of individual liberty. This notion of the 
Internet as an open, limitless space had a certain resemblance with neoliberal thought, best 
exemplified by John Barlow’s manifesto, ‘A Declaration of the Independence of Cyberspace’. 
Nevertheless, this view has been criticized heavily on numerous points. Cybercrimes have 
demonstrated that the Internet is not only a space of freedom, but also of vulnerability, which calls 
for greater government intervention (Aas, 2007). A more fundamental attack on liberatory potential 
of the Internet comes from its commercialization. Cyber-environment is increasingly changing under 
the influence of business interests, an obvious example being the rising volumes of spam. 
 
This interweaving of business and government interests has altered the earlier views that the 
Internet cannot and should not be governed. A number of technologies are curbing the privacy and 
anonymity of cyber-citizens (Castells, 2001; Lyon, 2003a). According to Castells (2001:171), these 
technologies can be classified into those of identification (e.g. passwords), surveillance, and 
investigation. Data mining is a central feature of the growing e-commerce, for example. One of the 
main reasons cited as to why surveillance and state intervention is on the rise with regard to cyber-
activities is the perception of the increasing risk of cybercrime, which takes place through the 
creation of ‘moral panics’. The image of internet as being infested with dangerous individuals, which 
prey not only on people’s bank accounts but also on children and public morality is constructed. 
Here, we can see a tendency of the state towards ‘governing through crime’ (Aas, 2007). For 
instance, a ‘folk devil’ (Cohen, 2002) is made out of a computer hacker. 
 
The case of internet piracy unravels the subtleties of labelling, and the ability of the powerful to 
establish certain ‘undesirable’ behaviors as deviant and criminal, and the corresponding resistance 
on the part of those who are labeled so. The debates about cybercrime also provide an excellent 
illustration of risk thinking and the precautionary logic enmeshed therein. As Aas (2005) argues, ‘the 
intention is to intervene before the offense is committed in the ‘real world’ and no physical 
victimization needs to take place in order to secure a conviction (emphasis added).’Minority Report 
doesn’t seem so futuristic now, does it?  
 
While some observers see these developments as signs of the impending ‘end of privacy’ and the 
rise of ‘surveillance society’ (Castells, 2001; Lyon, 2001), others point to the insufficiency and, 
ultimately, the futility of governmental interference in cyberspace. The Internet has, right from the 
beginning, challenged conventional notions of policing and sovereignty which are inevitably linked 
with territoriality; also this challenge is coming from multiple directions, most importantly from 
transnational organized crime. The problem of governing a global space is magnified in cyberspace 
because, here, social interaction is free from the constrictions of physical space. As illustrated by the 
case of child pornography, the victim and the offender may be located in different countries. Unlike 
most ‘real world’ crimes, cybercrime does not require physical immediacy between the victim and 
the offender. The lack of ‘physical’ evidence and the lack of spatial connections make these types of 
crimes especially difficult to investigate (Brenner, 2007).  
 
Policing of the Internet marks an important shift from the policing of territory to the ‘policing of 
suspect populations’ (Sheptycki, 2002a). Information and communication technologies 
fundamentally transform the very way in which policing is practiced. Policing cyberspace not only 
demands intergovernmental intervention, but also needs to organize a number of responsibilization 
policies on the part of the users of Internet and the service providers. The idea of ‘plural policing’ 
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and the diffusion of regulatory tasks is therefore one of the hallmarks of cyber-governance (Jewkes, 
2003). 
 
Cyber communities 
Information and communication technologies have been credited with creating virtual or cyber 
communities (Shields, 2003; Aas, 2007). The Internet has stretched social relations to 
unprecedented levels. In cyberspace, community as a concept does not have a geographical 
connotation. Furthermore, virtualization is an important part of the global capitalist economy 
(Castells, 2001). Some see this tendency as an indicator of the decline of social bonds and 
community life. While distant places become close and proximate, real life relations and 
neighbourhoods become distant and unknown (Aas, 2007).  
 
These virtual forums play an important role in shaping contemporary discourses and perceptions of 
crime and penal system. Valier (2004) argues that the Internet has become a site for different kinds 
of ‘technological populism’ by urging participation in online polls, surveys, and debates about crime 
and punishment. Examples include ‘name and shame’ sections of sex offenders, ‘soft judges’, and so 
on. Cyberspace provides retributivist tendencies among the public a new forum, which assumes 
significance when we juxtapose it with the fact that, to a considerable extent, it is not constrained by 
the limitations enforced upon print and television by legal and professional journalistic ethics. ‘It 
permits anyone to act as report or publisher of images and information, to transmit material on any 
topic to a potentially global audience, as well as allowing people to participate in real-time 
conversations with distant others’ (Valier, 2004:97). 
 
The argument is that the Internet is not an instrument of anomie and individualism, or an epithet of 
libertarian ideas; rather it has provided space for the emergence of online groups and solidarity with 
respect to issues of race, gender, religion, and crime and punishment. What is to be noted here is 
that the extraterritorial nature of the Internet changes the dynamics of penal discourse and identity, 
which has conventionally been associated with bounded local and national societies. The Internet is 
therefore also a platform for constructing images and notions of ‘the other’. For instance, the 
portrayal of Iran as an alleged ‘axis of evil’ is solidified in ‘real’ terms mainly through different forms 
of virtually mediated reality such as videos, recordings posted on, say, YouTube. Afzal Guru’s hanging 
made it to the headlines of not just Indian leading dailies but also The Guardian and The Washington 
Post. An image of India being ‘tough’ was created thereof. 
 
Cyberspace is a part of the ‘mediascapes’ and ‘technoscapes’ (Appadurai, 1996) and are becoming 
increasingly salient for constituting identities. Online technologies therefore need to be analyzed 
within the wider framework of how they are etched into everyday life, including political 
mobilization, crime prevention and control. For instance, the Megan’s Law website provides 
information about registered sex offenders in a particular neighbourhood. In this regard, the 
virtually mediated dangers can seem more ‘real’ than individuals’ actual, real world experiences, 
thus producing a realm of ‘hyper-real’ threat in the neighbourhood. The Megan’s Law mapping 
system can be seen as yet another example of the emerging ‘surveillance society’ (Lyon, 2001). 
Nevertheless, it also provides a key understanding of how notions of community, safety, and risk 
have transformed. 
 
Online mapping of ‘real world’ dangers is on the rise. Geographic Information Systems (GIS) have 
now become a standard item in the police armory. Introducing the language of ‘crime hotspots’ and 
‘criminogenic areas’, these systems provide and create images of low and high risk communities to 
the law enforcement agencies (Gundhus, 2006). In the US, partner agencies can obtain information 
not only about ‘criminal’ matters, but also of the racial configuration of a community, demographic 
trends, as well as income and educational levels of the people. Crime mapping thus transforms the 
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community from a concrete, local entity into an abstract simulation (Aas, 2007). The interactivity 
provided by cyberspace is a further step in actively involving citizens in the governance of crime. 
 
Cyber-communities can have a substantial influence on local group by mobilizing ideas, opinions, 
capital, and linkages, as is illustrated by penal populism, football supporters etc. The online and 
offline realms are therefore not mutually exclusive. ‘People who choose to enter online social spaces 
do not leave their offline world behind when they do so, but rather begin a process of weaving 
online communications and activities into their existing offline lives’ (Kendall, 2002: 16). To quote 
Arjun Appadurai: ‘These virtual neighborhoods seem on the face of it to represent just that absence 
of face-to face links, spatial contiguity, and multiplex social interaction that the idea of a 
neighbourhood seems centrally to imply. Yet we must not be too quick to oppose highly spatialized 
neighborhoods to these virtual neighborhoods of international electronic communication. The 
relationship between these two forms of neighborhood is considerably more complex ‘(Appadurai, 
1996: 195). 
 
Conclusion 
Cyberspace is not only a space of freedom from physical constrictions and state intervention but has 
increasingly emerged as a necessary medium through which contemporary social, economic, and 
political mobilizations occur. Online communication has become ‘an important site for the 
contestation of group values. Indeed, it is through this very contestation that new forms of 
collectivity are imagined and performed’ (Valier, 2004:93). The issues related to cyberspace, 
cybercrime and the governance of it provide insights to some of the most fundamental changes of 
the globalizing era such as the questions of disembedding of social relations, risk, social construction 
of crime, deterritorialization of crime, issues of surveillance, and plural policing. To quote Aas (2007: 
169), “life on the screen may not be so different and far removed from the ‘real’ world as its 
proponents and critics sometimes seem to suggest.” 
 
The ‘global’ spread of cybercrimes is constituted by specific, ‘local’ acts of deviance and crime. A 
good example, apart from the ones mentioned throughout the paper, would be that of piracy. We 
know Torrent is ‘illegal’ in most, if not all, countries. The act of downloading a movie illegally is a 
highly ‘local’ act, and can be considered a crime or offense in one country or region and may not be 
in another. However, this ‘local’ act is part of a wider ‘global’ network of Torrent users (who mainly 
consist of those who upload the videos called ‘seeders’, those who download it, and those who 
provide the platform for it). This ‘global-local’ or ‘glocal’ nexus is mediated by the Internet. Although 
governing cybercrimes has been quite difficult because of its nebulous nature, inter alia, national 
governments have been relatively successful in their attempts to mitigate, if not eliminate, this 
phenomenon. And this has been possible precisely because this ‘offense’ involves a ‘local’ dimension 
too.  
 
The ‘local’ part of it is best illustrated by an individual user’s IP address which can be tracked by the 
authorities when they wish to penalize him/her. While remaining part of the ‘global’ network, each 
user still retains this local element in him/her. Therefore, the ‘global’ should not be seen as some 
kind of overarching phenomenon which is above and beyond our lives. To quote Ericson et al. 
(2000), “The global only exists to the extent that it is being created through ongoing social life.” 
What cyber governance requires is a ‘global’ effort towards tackling it, an effective coordination 
among all countries, be it with respect to intelligence sharing or technology transfer. Although 
Interpol has made great advances in this regard in its collaborative ventures with national law 
enforcement agencies, much more needs to be done. This is easier said than done. Different 
countries have different legal stances on particular acts and this becomes complicated when we seek 
to analyze them in the context of cybercrime which is a relatively new phenomenon. Nevertheless, 
there’s no denying the importance of the issue and the action it calls for. 
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An important limitation of this essay is that it does not problematize concepts like ‘cybercrime’, 
which is a loaded and often contested term, piracy being an obvious example. Crime as a category of 
study is itself far from being straightforward. However, we have to take certain categories and 
definitions for granted, owing to time and space constraints. The expectation is that this does not 
inhibit the insights that can be generated on the interplay of global and local forces in the arena of 
cyberspace. 
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