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The ENGINEERING of dependable Cyber-Physical Systems (CPSs)
demands model-based methods and tools that support – at a se-

mantic level – the diversity of notations necessary to describe both the com-
putational and physical elements of the systems of interest. This extends to
the need for integrated tool chains that support the collaborative construc-
tion of models, the exploration of alternative designs, and the validation of
key system properties. We discuss research towards an open framework for
the collaborative construction and simulation of models of CPSs, including
foundations that support semantic diversity, and method guidelines to assist
the activities from requirements to realisations. The approach under exam-
ination integrates existing industry-strength tools based around Functional
Mock-up Interface-compatible co-simulation. Integrating the well-founded
semantics of different simulators should allow us to deliver collaborative sim-
ulation (co-simulation) of multiple models (co-models). We demonstrate the
intended use of this technology with an industrial case study from the railway
domain.

8.1 INTRODUCTION

A system is a combination of interacting elements organised to achieve a
stated purpose [28], and a dependable system is one on which reliance may
justifiably be placed [4]. Dependable systems include safety-critical systems
whose failure or malfunction may result in one (or more) of the following
outcomes: 1) death or serious injury to people; 2) loss or severe damage to
equipment/property or 3) environmental harm. A CPS is a system in which
some elements are computational and some physical [31].

In this chapter we discuss foundations, methods and tools to support the
necessarily collaborative and multidisciplinary model-based design of de-
pendable CPSs. CPSs present major business and societal opportunities in
a variety of application areas— if they can be developed economically [13],
and provided they merit the reliance placed upon them.

Model-Based Design (MBD) has the potential to enhance the develop-
ment of CPSs, increasing the competitiveness of industry by shortening time
to market and reducing development costs. However, the nature of CPS de-
sign raises various challenges not currently met in the State-of-the-Art [48]:

• The design space for a CPS is large, with many design decisions and
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trade-offs between physical (typical mechanical) components, hard-
ware and software to be made. Given the cost of producing and evalu-
ating full-sized prototypes, it is essential to be able to define test cases
and explore designs early in the development process. Flexibility is
also essential: solutions should allow designs to be altered and rapidly
reevaluated under changing requirements [43].

• Collaboration between multiple disciplines is paramount for successful
CPS design, yet these disciplines have distinct cultures and formalisms.
Systems engineers work with notations such as the Systems Modelling
Language (SysML) [46], while control engineers use continuous-time
formalisms and software engineers use discrete-event formalisms. En-
hancing the dialogue between these disciplines is essential [47].

• Support is needed to help maintaining the complex collections of arte-
facts produced in a CPS development. Traceability between all arte-
facts must be enabled, allowing the provenance of all elements to be
recorded, and the final system linked to the requirements.

• Configuration management is needed to ensure that specific versions of
models are used in the production of certain results; this is particularly
important when providing evidence for certification such that the CPSs
can be trusted.

We propose support for the holistic modelling of CPSs in the project
INTO-CPS1. This will allow system models to be built and analysed that
would otherwise not be possible using standalone tools. This will be achieved
by integrating existing industry-strength tools based centrally around Func-
tional Mock-up Interface (FMI)-compatible co-simulation.2 The tool chain
will be underpinned by well-founded semantic foundations that ensures the
results of analysis can be relied upon.

We envisage a tool chain able to support powerful analysis techniques for
CPSs, including connection to SysML, generation and static checking of FMI
interfaces, model checking, Hardware-in-the-Loop (HiL) and Software-in-
the-Loop (SiL) simulation, supported by code generation. The tool chain will
allow for both Test Automation (TA) and Design Space Exploration (DSE)
of CPSs. The technologies will be accompanied by a comprehensive set of

1Integrated Tool Chain for Model-based Design of Cyber-Physical Systems (INTO-CPS),
see http://into-cps.au.dk/.

2In Section 8.7.1 FMI is going to be explained in more detail.
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method guidelines that describe how to adopt the suggested approach, lower-
ing entry barriers for CPS development.

The main message of this chapter is how the INTO-CPS technology can
be used to model and analyse complex CPSs and produce results in a hetero-
geneous virtual setting that will be applicable as evidence for the safety of the
corresponding realisation given that the methods and tools are well-founded.

In the remainder of this chapter, we first discuss related work that we take
as input for the proposed approach (Section 8.2). We present an example of
the type of CPS engineering challenge that has motivated our work in Sec-
tion 8.3, drawing on experience in the railway domain. In order to achieve an
integrated tool chain we make use of a collection of existing baseline tools
that we integrate together in the INTO-CPS project in Section 8.4. Section 8.5
presents the foundations for the development of trusted CPSs that we pro-
pose. Afterwards, Section 8.6 discusses the methods that we aim to develop
on these foundations, with the aim of delivering trustworthy CPSs. We dis-
cuss the architecture and content of a tool platform to support these methods
in Section 8.7, with a focus on collaborative simulation (co-simulation). Fi-
nally, Section 8.8 concludes the chapter and points to the envisaged future
work.

8.2 BACKGROUND

Many authors have called for better modelling notations to support the devel-
opment of CPSs and their associated challenges, including Broy [11, 1, 10],
Lee [30, 31], Wan [51], Derler [16, 15] and Horvath [25].

A language dedicated to modelling CPSs should fulfil the following re-
quirements [5]: (a) it must model the interaction between discrete controllers
and their continuous environments; (b) it must have a precise operational se-
mantics to support faithful simulation; and (c) it must have a denotational
or algebraic semantics that supports automated analysis [54]. Furthermore,
there is a need for a contract-based tool chain for CPSs [44].

Typically, CPSs cut across different domains involving diverse compo-
nents, including algorithms, control systems, communication networks, and
physical systems, and they are subject to expensive deployment costs and
complex network interactions. They require comprehensive modelling, sim-
ulation, and verification to make sure that they function as required before
they are deployed. It is not sufficient to apply individual tools to individ-
ual domains; rather, tools must be integrated into comprehensive tool chains,
with sound links bridging the semantic gaps. The benefit of an integrated
tool chain would be the creation of a collaborative design process that could
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be carried out within a product ecosystem in a well-integrated “virtual com-
pany” [45]. It would also permit an efficient Design Space Exploration (DSE)
by providing a framework where different architectures could be quickly as-
sembled and evaluated corresponding to the design task being considered in
the chain [18].

There is usually inadequate support for design chains which span differ-
ent models, with most designers using a collection of tools that are not linked
together. Implementation is then carried out with informal techniques that in-
volve a great deal of ineffective human interaction, thus creating unnecessary
and unwanted iterations amongst groups of designers, possibly in different
companies, that share little understanding of their respective knowledge do-
mains. Tools are linked by manual or empirical translation of intermediate
formats without any guarantees that the design semantics is preserved; this
is a source of errors that are difficult to identify and debug. One such tool is
HybridSim [52], which supports importing existing system components from
multi-domains into SysML blocks, where Functional Mock-up Units (FMUs)
and configuration scripts can be generated. FMUs can then be co-simulated,
using the FMI standard to synchronise their corresponding simulators and
exchange information between them [7, 6]. However, unfortunately it seems
that this initiative have been discontinued.

The Vanderbilt model-based prototyping tool chain [38] provides an-
other integrated framework for embedded control-system development, pro-
viding multiple views including Simulink/Stateflow models, CyPhyML mod-
els, software architecture, hardware modelling, and deployment. Each view
requires a different meta-model. The tool chain uses a time-triggered lan-
guage, ESMoL, which results in the Simulink blocks being restricted to pe-
riodic execution; there is no support for verification models or for physical
descriptions; nor is there a notion of consistency. In addition, this tool chain
lacks recording of traceability between the different artefacts produced in the
development of a CPS.

Techniques for modelling CPSs are mostly based on those for hybrid
systems, which have included hybrid statecharts [29, 35] and hybrid au-
tomata [2], where finite control graphs describe discrete behaviours and dif-
ferential equations describe continuous behaviours. More recently, several
languages have been proposed to describe hybrid systems and to support
simulation and verification. [12] surveys various languages and tools, such
as Stateflow/Simulink, Modelica [21], HyVisual [32], Charon [3], Masac-
cio [23], Shift [17], Hysdel [49] and SAL [14]. All these techniques are only
able to solve a part of the needs for generic CPS developments with natural
ways of expressing the interesting properties.
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Figure 8.1 Partial scheme plan of a train line as seen from the sky, including
track circuits, switches and signals

8.3 INDUSTRIAL CASE STUDY: DISTRIBUTED INTER-
LOCKING

In railway signalling, an interlocking is an arrangement of signal apparatus
that prevents conflicting movements through an arrangement of tracks such
as junctions or crossings. Based on the status of the railway system as seen
from sensors and on its short-term history, the interlocking computes the sta-
tus of the actuators (switches, signals). This computation is determined by
signalling safety rules that depend on different countries, but also by various
optimisation issues.

To create a route from A to B for a train in Figure 8.1, track circuits
T2, T3, T4, T5, T6 and T7 have to be free. Once they are allocated to the
route, switches have to be positioned correctly: switch SW1 has to be in direct
position. SW1 and SW2 remain in a fixed position as long as their respective
track circuit is allocated to the route. Signals S1 and S3 turn green to allow
the train to enter the route. Then S1 turns red as soon as the train enters
T3 in order to prevent another train coming from T1 to collide by the rear.
However other conditions have to be setup in order to prevent collision with
trains entering T8 or T17 and going through T13, and trains entering T16,
T24 or T26 and going through T11. In the first case, signals S7 and S12 have
to be turned red and tracks circuits leading to T13 have to be free. In the
second case, signals S9, S14 and S16 have to be turned red and the tracks
circuits leading to T11 have to be free.

There are also degraded modes that are required to ensure an exploitation
of the overall design space in case trains, sensors or actuators fail. A route
is allocated only for a given period of time: after a given delay (for example
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2 minutes), an allocated route is freed and its constituting track circuits are
likely to be used to set up other routes. On Figure 8.1, a train stuck on track
circuit T20 would prevent trains going straight from track circuit T24 to T17.
An alternative route could be T24, T23, T22, T21, T12, T11, T10, T19, T18,
T17 but have to allocate some track circuits that could conflict with other
routes like the one from T16 to T8. Rerouting trains is decided by supervi-
sion systems or human operators but interlocking is in charge of ensuring
that incompatible routes are not allocated at the same time. Signalling rules
are implemented as so-called “binary equations”3 that encode safety princi-
ples, exploitation rules and industrial know-how. Usually interlocking is in
charge of a complete line, dealing with hundreds of track circuits, signals
and switches. A typical metro interlocking is in charge of managing 180,000
equations that have to be computed several times per second. These equations
compute the commands to be issued to track-side devices based on the per-
ception of the status of the railways system and requests for route allocation
to trains (see Figure 8.2).

A central interlocking is able to deal with a complete line, all decisions
are made globally. However the distance between devices distributed along
the tracks and the interlocking system may lead to a significant delay to up-
date devices’ status. Moreover this architecture, well dimensioned for metro
lines, is often overkill for simpler infrastructures like tramway lines. So there
is room for an alternate solution: a distributed interlocking. A train or metro
line is then divided into overlapping interlocked zones, each zone being con-
trolled by an interlocking. Such interlockings would be smaller as fewer lo-
cal devices have to be taken into account – a local decision could be taken in
shorter time and would result in potentially quicker train transfers.

However overlapping zones have to be carefully designed (a train can-
not appear by magic in a zone without prior notice) and some variable states
have to be exchanged between interlocking systems as the above Boolean
equations have to be distributed accordingly over the interlocking systems (
see Figure 8.3). This distribution implies several engineering challenges. An
“optimal distribution” i.e. the decomposition of the line into overlapping ar-
eas such as to minimise delays and costs, requires a smart exploration of the
design space: decomposition is directly linked with railways signalling rules
but also depends on the skills and habits of the signalling engineer. It also

3Equations are used to bind values to variables. Left hand variable is assigned with right
hand Boolean expression that needs to be computed: all related variables are valued, hence no
solving is required. Equations are processed one after the other, always in the same order. A
variable may be computed and modified several times during this traversal, only its final value
is considered.
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Figure 8.2 Interlocking transfer function, using sensors inputs and requests
for route allocation to command actuators

implies defining the information that has to be exchanged between interlock-
ing computers and how many equations have to run on any of them (20,000
equations maximum for example). This would help to evaluate different so-
lutions in terms of communication bandwidth, computing power, amount of
memory, etc. in order to improve architecture costs and efficiency.

Figure 8.1 shows a simplified view of the real system:

• real distances are hidden (distances between stations are several orders
of magnitude larger than station dimensions);

• track slopes are hidden (gradients have a direct impact on security as
they increase breaking distances); and

• trains are seen as occupying one or several track circuits without much
precision.

In order to assess the final railway system, the discrete interlocking logic
model and the physical models of the trains and the tracks have to be com-
bined. The physical model will include fine-grain train movement, accurate
3D track topology (curves, slopes) and an ideal (fault-free) driver. Our tar-
get is the ability to accurately model specific situations, for example, where
trains are at different altitudes and where train movement could result in os-
cillations after the braking is completed. The main property to check is the
absence of collision between trains during the co-simulations. In order to
check that distances are sufficient to ensure safety (distance between signal
and track circuit entrance, track circuit lengths, etc.), several scenarios have to
be considered including maximum descending slope, maximum train weight,
minimum braking capability, maximum acceleration and speed. For check-
ing that a configuration is compatible with the requirements and in addition
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Figure 8.3 Distributed interlocking computers. Boolean equations are divided
into subsets. Missing information (inputs or internal variables) have to be
transmitted from one interlocking computer to another (dotted line)

scenarios combining several calculations have to be assessed against diverse
configuration regarding the time to complete all routes.

The objective of this case study is to obtain an integrated modelling envi-
ronment able to perform dimensioning engineering activities with a sufficient
level of precision and to handle an industry-strength system (a recent French
tramway line). Safety-critical properties considered are for example physical
ability to comply with signal protection mechanism (a train has to stop be-
fore crossing a red signal). Such strong assumptions will be validated with
the help of fine-grained simulations for wide range of scenarios. Target code
running on interlocking (binary equations) is expected to be generated from
such models, aimed at several hardware platforms such as microcontrollers
or PLCs.

8.4 TOWARDS INTEGRATED TOOLCHAINS: THE INTO-CPS
PROJECT

The overall objectives of the INTO-CPS project can be listed as:
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1. Build an open, well-founded tool chain for multidisciplinary
model-based design of CPSs that covers the full development
life cycle of CPSs. The tool chain will support multiple modelling
paradigms and will cover multiple development activities, includ-
ing requirements modelling, analysis, simulation, validation, verifica-
tion, and traceability of artifacts throughout all development activities
across disciplinary boundaries.

2. Provide a sound semantic basis for the tool chain. We will produce
mathematical foundations to support CPS co-modelling and to under-
pin the tool chain. This will include semantics for FMI co-simulation,
as well as SysML, discrete-event and continuous-time paradigms.

3. Provide practical methods in the form of guidelines and patterns
that support the tool chain. The INTO-CPS methodology will be de-
veloped to ensure that adoption of the tool chain is cost-effective, pro-
viding industrial users with pragmatic guidance to help them determine
the best modelling technologies and patterns to meet their needs.

4. Demonstrate in an industrial setting the effectiveness of the meth-
ods and tools in a variety of application domains. Four comple-
mentary industry case studies have been selected from four distinct
domains that currently experience pressure to develop reliable CPSs
(automotive, agricultural, railways and building automation). The case
studies will be used to drive the production of the tools and methods
and evaluate them.

5. Form an INTO-CPS Association to ensure that project results ex-
tend beyond the life of the project. Membership of the Association
will allow future case study owners access to information, training, and
competitively priced licenses at various levels of support. Tool vendors
will be offered services to help integrate their products into the tool
chain.

The overall workflow and services offered by the tool chain is illustrated
in Figure 8.4.

At the top level, the tool chain will allow requirements to be formalised
using SysML, supported by guidelines for capturing the requirements on a
CPS. A SysML profile will be developed that allows the architecture of a CPS
to be described, including both software, physical and networking elements.
From the architectural model, an FMI interface can be generated, along with
initial draft models to reduce effort in producing initial models. We envisage
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Figure 8.4 Connections in the INTO-CPS tool chain

that we will export model descriptions for each of the constituent models that
then subsequently can be imported by different simulation tools indicating
the interfaces that are needed for the corresponding FMUs inspired by the
work from HybridSim.

Heterogeneous system models can then be built around this FMI inter-
face, using the initial models as a starting point. A number of industry-
strength tools will be connected here, permitting these heterogeneous “co-
models” to contain discrete-event models of software, continuous-time mod-
els of physical elements and the networks between them. The tool chain will
permit static analysis of these co-models, including model checking and static
analysis of the FMI interfaces. The element models can either be in the form
of Discrete Event (DE) models or in the form of Continuous-Time (CT) mod-
els combined in different ways.

A Co-simulation Orchestration Engine (COE) is created by combining
existing co-simulation solutions and scaling them to the CPS level, allowing
these CPS co-models to be evaluated through co-simulation. The COE will
also allow real software and physical elements to participate in co-simulation
alongside models, enabling both Hardware-in-the-Loop (HiL) and Software-
in-the-Loop (SiL) simulation. Code generation from some of the baseline
tools (see Section 8.4 below) will help support automated HiL simulation.
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The COE will also allow multiple co-simulations to be defined and ex-
ecuted, and the results collated and presented automatically. The tool chain
will allow these multiple co-simulations to be defined via Design Space Ex-
ploration (DSE) or through Test Automation (TA) based on test cases gener-
ated from the SysML requirement diagrams.

Developing a CPS will produce a large number of artefacts, including
requirements, models, analysis results, and generated code. The tool chain
will allow these artefacts to be stored, organised, and easily retrieved at a
later date. It will allow the provenance of all artefacts to be recorded and
traced back to the requirements. This data can be used at a later stage as
evidence in documenting the adequacy of a design to meet the requirements.
This results in a complete engineering approach to manage, track and monitor
model artefacts used in collaborative heterogeneous modelling.

The following list describes the existing baseline tools that will be linked
in the INTO-CPS tool chain:

Modelio4 is an open-source modelling environment supporting industry
standards like UML and SysML. INTO-CPS will make use of Mode-
lio for high-level system architecture modelling using the SysML lan-
guage and proposed extensions for CPS modelling.

Overture5 is another open-source tool which supports modelling and analy-
sis in the design of discrete computer-based systems using the VDM-
RT notation. This tool was used in the DESTECS6 project for mod-
elling and simulation of DE controllers.

20-sim7 was used in DESTECS as the main tool for modelling and simula-
tion of CT systems. INTO-CPS will expand this use by incorporating
results of systems engineering. The code generation and deployment
capabilities of 20-sim will be used for HiL testing.

OpenModelica8 is an open-source Modelica-based modelling and simula-
tion environment. Modelica is an object-oriented, equation-based lan-
guage to model complex CPSs. A large number of Modelica model
libraries is available.

4http://www.modelio.org/
5http://overturetool.org/
6http://destecs.org/
7http://www.20sim.com/
8https://www.openmodelica.org/
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Crescendo9 is the co-simulation tool developed in the DESTECS project.
This tool enables the collaborative simulation of a DE controller mod-
elled from the Overture tool, and a CT model of the physical plant
from the 20-sim tool. The custom-built co-simulation interface was ex-
panded to support DE models from Matlab/Simulink as well.

TWT co-sim engine10 is a framework for configuring and running co-
simulations. The individual simulations each run in their own native
tool or are supplied as FMUs. The simulations are connected via def-
inition of signals to be exchanged. These signals are passed between
the simulations using the co-sim router. Among the currently sup-
ported tools are Matlab/Simulink, Modelica (both OpenModelica and
Dymola11), StarCCM+12 and Qucs13.

RT-Tester14 is a test automation tool for automatic test generation, test ex-
ecution, and real-time test evaluation. The RT-Tester Model Based
Test Case and Test Data Generator supports model-based testing: au-
tomated generation of test cases, test data, and test procedures from
UML/SysML models.

8.5 CPS FOUNDATIONS

CPSs are in general inherently complex; much of this complexity is due to the
necessary integration of the cyber and the physical world. Trustworthy CPS
engineering requires hybrid and heterogeneous models that deal composi-
tionally with the modelling and analysis of networked CPSs, including the
four dimensions of computational, physical, human, and regulatory require-
ments. Within each dimension there is a rich texture of different modelling
issues and cutting across these four dimensions are conceptual concerns that
include distribution, concurrency and time. For example, all four dimensions
involve concurrency: computational models can be synchronous or asyn-
chronous; the physical world can be divided between co-existing physical

9http://crescendotool.org/
10http://www.twt-gmbh.de/produkte/co-simulationen/

co-simulation-framework.html/
11http://www.3ds.com/products-services/catia/capabilities/

systems-engineering/modelica-systems-simulation/dymola
12http://www.cd-adapco.com/products/star-ccm
13http://qucs.sourceforge.net/
14http://www.verified.de/products/rt-tester/
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dynamics in a time continuum; human agents can have competing objec-
tives and motives; and the system may have to conform to several different
regulatory requirements. Reconciling these divergent concerns, and ensuring
interoperability and communication between their components, is a central
challenge in the development of CPSs.

CPSs are intrinsically heterogeneous. Our approach to handling the wide
variety of semantics needed for modelling CPSs is to describe each seman-
tic concept separately and then to link them together in a coherent way. We
use Galois connections to specify the interfaces between heterogeneous mod-
elling concepts. These concepts can then be assembled to form the seman-
tics for different modelling languages and further Galois connections allow
heterogeneous modelling using different languages. This compositional ap-
proach also leads to compositional analysis techniques.

Our chosen meta-modelling notation for giving semantics to different
semantic concepts is Unifying Theories of Programming (UTP) [24]. Our
technique is to isolate important language features, and give them a denota-
tional semantics; algebraic, axiomatic, and operational semantics can then
be proved sound against this model. This allows different languages and
paradigms to be linked together.

The semantic model is an alphabetised version of Tarski’s relational cal-
culus, presented in a predicative style that is reminiscent of the schema cal-
culus in the Z notation [53]. Each programming construct is formalised as
a relation between an initial and an intermediate or final observation. The
collection of these relations forms a theory of the paradigm being studied,
and it contains three essential parts: an alphabet, a signature, and healthiness
conditions. The alphabet is a set of variable names that gives the vocabulary
for the theory being studied. Names are chosen for any relevant external ob-
servations of behaviour. For instance, a program with variables x, y, and z
would contain these names in its alphabet. Theories for particular program-
ming paradigms require the observation of extra information; some exam-
ples are: a flag that says whether the program has started (ok); the current
time (clock); the number of available resources (res); a trace of the events in
the life of the program (tr); a set of refused events (ref ); or a flag that says
whether the program is waiting for interaction with its environment (wait).
The signature gives the rules for the syntax for denoting objects of the the-
ory. For instance, in a theory of imperative programming this would include
operators like sequential composition, assignment, if-then-else, and iteration.
Healthiness conditions identify properties that characterise the predicates of
the theory. Each healthiness condition embodies an important fact about the
computational model for the programs being studied.
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Figure 8.5 UTP Semantic Foundations

Relations are used as a semantic model for unified languages of specifica-
tion and programming. Specifications are distinguished from programs only
by the fact that the latter use a restricted signature. As a consequence of this
restriction, programs satisfy a richer set of healthiness conditions.

An important application of UTP is to build a foundational tool chain:
tools are linked by unifying theories to be used to ensure the underlying well-
foundedness of the suggested approach. Tool chains can be either longitudi-
nal or transverse; a longitudinal tool chain involves a series of tools where
the output from one tool is used as the input to another. An example is Is-
abelle/HOL [41] and its sledgehammer tool, which invokes a number of
other proof tools [42]. The outputs from these tools are proofs that must be
interpreted as Isabelle proofs. A transverse tool chain provides a collection
of tools for a particular language. This is illustrated in Figure 8.5.

For a particular language, we might like to provide a compiler, an inter-
preter, a model checker, a refinement calculator, and a theorem prover. The
diagram shows the UTP approach to building this collection. Modern lan-
guages have heterogeneous semantics, so at the base of the diagram there is
the mathematical semantics: the alphabetised relational calculus. The UTP
theories for each semantic paradigm are built on top of this and linked to-
gether to form the gold standard for the language definition: its denotational
semantics. Next, the operational semantics and axiomatic semantics for the
language are derived from the denotational semantics so that they are consis-
tent and complementary. The operational semantics can then be used as the
basis for tools such as a compiler (code generator), an interpreter (simulation
engine), and a model checker. The axiomatic semantics forms the basis for
verification tools and refinement calculators.
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8.5.1 Example Illustrating Heterogeneous Semantics with Railway
Safety

In the next example, we describe a simple specification of one aspect of rail-
way trains to illustrate the use of heterogeneous semantics (the example is
inspired by [33]).

Example 1 (Railway Safety) As an example, consider the emergency brake
for a train involved in the industrial case study in Sect. 8.3. The train is mov-
ing at an acceleration a until the train reaches an Emergency Brake Interven-
tion speed. We specify this as follows:

〈(ṡ = v, v̇ = a) ∧ (v < vebi)〉

The formulas contained in angle brackets form a continuous statement defin-
ing the evolution of a continuous component using a differential equation. If
y = s(t) represents the position function for the train at time t, then v = ṡ(t)
represents its velocity and a = v̇(t) = s̈(t) represents its acceleration. The
second part of this statement, v < vebi, defines a domain for v such that if
v < vebi is violated, then the statement terminates; otherwise it goes forward.
The value vebi is the emergency brake intervention velocity.

Now, we know that the previous statement terminates if the velocity goes
above vebi; so what happens next? The train must now decelerate until it
reaches a safe velocity, specified by vs. Again, we can specify this using a
continuous statement:

〈(ṡ = v, v̇ = sb) ∧ (v > vs)〉

The differential equations specify that the acceleration will be the safe brak-
ing value sb ms−2; this is actually deceleration, since sb is negative. The two
behaviours are composed in sequence:

〈(ṡ = v, v̇ = a) ∧ (v < vebi)〉 ; 〈(ṡ = v, v̇ = sb) ∧ (v > vs)〉

This continuous behaviour can be interrupted by a signal from the controller
to cause an emergency stop. This signal is the event eb (for “emergency
brake”). Call the continuous behaviour we have described above P and call
the continuous behaviour after the event Q, then the syntax for describing the
interruption is P 4 eb → Q. The description of Q is straightforward now:
the train must decelerate safely until it stops.

〈(ṡ = v, v̇ = sb) ∧ (v > 0)〉
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Putting all this together, we have:

TrainEB =̂ (〈(ṡ = v, v̇ = a) ∧ (v < vebi)〉 ; 〈(ṡ = v, v̇ = sb) ∧ (v > vs)〉)
4
eb → 〈(ṡ = v, v̇ = sb) ∧ (v > 0)〉

Here P 4 eb → Q behaves like P until interrupted by the event eb (signaling
emerging braking) and then behaves like Q. We can now model aspects of the
controller. For example, the controller may wait d seconds and then signal an
emergency halt to the train:

ControllerEB =̂ wait d ; eb → SKIP

Our train emergency brake intervention system is made up of the parallel
composition of the two pieces that we have specified:

TEBIS =̂ TrainEB ‖ ControllerEB

In this example, we have seen the need for constructs to deal with dif-
ferential equations, communications between train and controller, real-time
aspects, communications, sequence, parallelism, and process interruptions.

8.6 METHODS FOR MODEL-BASED CPS ENGINEERING

We have discussed the need for well-founded tool chains to support the suc-
cessful integration of diverse models involved in the design of CPSs. The pro-
vision of such tool chains requires semantic integration between equally di-
verse modelling and analysis tools, and we have outlined a framework based
on UTP that could underpin this semantic integration. In this section, we out-
line methods that need to be supported for successful co-model-based CPS
engineering, and which present particular challenges. In the following Sec-
tion 8.7 we outline the architecture of tools to support these activities.

8.6.1 Co-models

We advocate a model-based approach to collaborative design of dependable
CPSs. Models are abstract representations of systems of interest. The specific
abstractions that are made in a given model depend on the purpose of which
the model is constructed and analysed. As a consequence, models developed
to represent the architecture of a CPS might make quite different abstractions
from those that focus on the computational elements and those that focus
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on the physical aspects. For example, in the railway interlocking example
introduced in Section 8.3 we noted some details of track topography omitted
from the logical representation shown in Figure 8.1.

A CPS is inherently mutidisciplinary, integrating the computational,
physical, human and regulatory aspects identified in Section 8.5. A CPS
model is therefore likely to reflect this, being composed of complementary
constituent models that use very different abstractions for handling these di-
verse dimensions. Further, since a CPS may often be the result of integrating
separately owned and managed pre-existing systems, these models of simi-
lar aspects might also be represented in diverse notations (e.g., Simulink and
20-sim models of physical aspects of integrated constituent systems). In our
approach, we use the term co-model to describe a collection of semantically
diverse constituent models describing complementary aspects of a CPS of
interest.

The goal of our work is to enable engineers to use co-modelling to allow
early-stage analysis of system-level behaviours in CPSs, so that risks to de-
pendability and performance can be identified and handled appropriately in
the design process. Co-model-based methods must therefore integrate with
design work flows, permit the analysis of a range of design alternatives at
strategic points during development, and help to provide the evidence that is
needed to justify the dependance placed on a CPS once created.

In the rail example introduced in Section 8.3, there is a need to model both
the logic of the interlocking transfer functions in the distributed solution, and
the physics of trains on the track, given the track topography. Co-modelling
linking discrete event models of the former with continuous time models of
the latter are appropriate here. It is even conceivable that analysis of tradeoffs
between design alternatives could influence the design of both computing and
physical elements.

8.6.2 Workflows

Within the application domains represented in INTO-CPS, we see mainly
iterative and V life-cycles, sometimes involving the development of an en-
tire system ab initio, but often integrating existing components contributed
by multiple engineers. Workflows are managed by a variety of tools rang-
ing from spreadsheets or manual documents in word processors to special-
purpose systems such as Rational DOORS. There is considerable diversity
in development practices, and it is not our aim to mandate a specific process
to replace established approaches wholesale. Indeed, systems and software
process standards such as IEEE 15288 [27] and 12207 [26] do not specify
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particular life-cycles but do identify development activities that go to make
up a development process. Typically, these include requirements definition
and analysis, architectural design, detailed design, implementation and inte-
gration, and operation and maintenance. Within each of those activities, we
may expect to see transverse tool chains, as alternative tools are required to
manage the construction, simulation and analysis of diverse constituent mod-
els. Between activities, we might expect to see longitudinal tool chains.

The process of co-model construction may depend on a range of factors
including the development team capabilities available at any time and the use
of legacy models. In the case of embedded systems, guidelines have been
developed for co-model construction in a range of such scenarios [19].

Figure 8.6 illustrates a possible flow for the development of CPSs,
supported by integrated tools. In addition to Model-in-the-Loop (MiL) co-
simulation, the figure also shows Software-in-the-Loop (SiL) and Hardware-
in-the-Loop (HiL) simulations enabling a gradual transition of either DE or
CT elements from models to their corresponding realisations. In order for this
to work appropriately it is not enough just to have competent co-models; one
also needs to consider their fidelity in terms of the accuracy with which they
predict the behaviour of both cyber and physical elements of the CPS. Re-
finement theories enabled by the semantic approaches outlined in Section 8.5
allow the relationships between abstract models and successively more con-
crete counterparts to be addressed. Considering our baseline technologies,
we might see architecture models represented in SysML in the Modelio tool,
with detailed modelling of cyber elements using VDM in Overture, and mod-
els of physical elements and the environment in 20-sim and/or OpenModelica
as introduced in Section 8.4.

CPSs can be large-scale distributed integrations of diverse elements
which include existing systems, devices, and infrastructure that are indepen-
dently owned and managed. Reliance comes to be placed on the behaviours
that emerge from the interactions between these diverse elements, and so
CPSs have characteristics in common with Systems of Systems [39]. Among
these, independence of ownership and management means that the develop-
ment of co-models might take place as a collaboration between distributed
and possibly independent development teams. Within model construction,
there is therefore a need to support distributed specification of interfaces and
for managing the results of co-simulation [40].
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Figure 8.6 Design workflow features in a co-modelling environment [20]

8.6.3 Design Space Exploration

A significant goal of our research is to support the exploration of alternative
system architectures at the modelling level, allocating and reallocating re-
sponsibilities to cyber and physical elements in an effort to deliver the func-
tional and extra-functional behaviours required at the CPS system level. We
use the term Design Space Exploration (DSE) to refer to the construction and
evaluation of a range of designs of alternative co-models, with an assessment
of the outcomes to inform the selection of a preferred alternative. These types
of activity are normally undertaken in an informal or ad hoc manner, but the
use of well-founded co-simulation technology enables scripted simulations
of co-models with a range of values for design parameters, with (optionally,
weighted) evaluations of the performance of the co-model on each run.

A number of candidate design parameters can be considered. Within the
DE elements, one might wish to consider different control loop frequencies,
especially if there is interaction with the physical environment. On the CT el-
ement side, parameters might include physical configurations with position-
ing of sensors or actuators or alternative equipment for example. In our rail
example, DSE could be of value in arriving at optimal and safe allocations
of responsibilities between the distributed controllers (Figure 8.3). Variations
might be considered in terms of the number and positioning of distributed
controllers.

Exploration of large design spaces caused by large numbers and ranges of
design parameters present challenges. However, candidate techniques such as
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Taguchi tables, simulated annealing etc., have potential to help manage this.
Tool performance is always going to be under pressure, however.

8.6.4 Model Management, Traceability and Provenance

There are several reasons for taking a disciplined approach to model manage-
ment during the development of a dependable CPS. Co-models are composed
of numbers of diverse constituent models, each of which may have been pre-
pared using different versions of different tools. Dynamic or static analyses
conducted on the co-models may have been performed by various tools using
specific input data or parameters.

Models produced by individual development engineers or teams will
evolve continuously, and requirements will change during development. It
is therefore essential to keep track of the increasingly complex set of models
and their constituent parts as the overall CPS design set changes, in order
to avoid costly redesign. Perhaps most importantly, dependability requires
that reliance can justifiably be placed on the functioning of the CPS. It is not
enough simply to engineer a dependable CPS; it is imperative to record and
maintain the rationale and evidence required to justify that claim as part of
safety and certification criteria.

Traceability refers to the existence of evidence of an association between
elements of the design set. In a document-centric approach to CPS devel-
opment, traceability matrices are maintained, providing bidirectional links
mapping sources to code via levels of design, and software requirements to
test cases [22]. Maintaining these matrices can be labour intensive, but no
tools maintain this automatically [34], limiting the support available for re-
gression testing and evidence generation in the complex space of CPS mod-
els. Some techniques are promising and merit investigation in INTO-CPS. In
particular, the W3C provenance notation (PROV-N) model [37] permits the
maintenance of graph representations of relations between artefacts. From a
tool support perspective, graph queries and abstractions are necessary to re-
duce potentially large provenance graphs to smaller but semantically correct
versions [36].

8.7 CPS CO-SIMULATION TOOL SUPPORT

8.7.1 The Functional Mockup Interface Standard

The starting point for enabling the production of the tool chain vision pre-
sented above is the Functional Mockup Interface standard version 2.0 for co-
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simulation15. However, there is a working group discussing enhancements
of the standard and here the INTO-CPS project is also represented in order
to influence the future improvements that will be made to the standard. We
(and others [50]) have already identified that a number of the parameters in
the FMI standard that are made optional need to be present for our COE to
function efficiently inspired by Broman [8, 9]. Here we wish to use the for-
malisation of the core COE semantics from Section 8.5 as a kind of oracle to
test the realisation of the COE. This will enable us to explore optimisations
for example using concurrency and a multi-processor platform in a semanti-
cally sound fashion.

8.7.2 Tool Usage for the Distributed Interlocking Case Study

Considering the railway case study introduced in Section 8.3 above it is en-
visaged that the tool support will be able to support this all the way from
requirements expressed in SysML using Modelio via heterogeneous models
to a final realisation of the system with full traceability of all the artefacts
produced in the process. The intent is to model the centralised interlocking
both at the cyber side (the interlocking logic) as well as at the physical side
(the trains and the tracks) using the different baseline tools introduced in
Section 8.4 above. Here the timing delays on both sides will be central to
ensuring a sufficiently high level of fidelity of the model for it to be trust-
worthy. The initial way of assessment of the models produced will be using
Model-in-the-Loop (MiL) simulations. High-level consistency requirements
for avoiding collisions between trains will be formulated and the simulators
will be monitoring this continuously. Because of the complexity of the full
scale system scalability, and speed of the collaborative simulation will be an
essential parameter for this case study. Thus, it is also envisaged that using
code generation for the discrete event models can be a way to speed up the
overall simulation time.

In order to certify a system such as this interlocking system different
safety standards needs to be followed. In the INTO-CPS project we will in-
vestigate whether it is possible to produce results from the MBD analysis
that will be good enough to serve as elements in the safety case that needs
to be defined for the application. This naturally also means that fault mod-
elling and investigating how to make the overall system tolerant against the
most important potential faults will be taken into account. Here the accuracy

15See https://www.fmi-standard.org/downloads for more information.
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of the model predictions in relation to the real physical behaviour will be of
paramount importance for the success of creating such a safety case.

8.8 CONCLUDING REMARKS

In this chapter we have presented what we believe will be the technology that
will take collaborative modelling and analysis of CPSs to a new level. We will
build an open, well-founded tool chain for multidisciplinary model-based de-
sign of CPS that covers the full development life cycle of CPS. The tool chain
will support multiple modelling paradigms and will cover multiple develop-
ment activities, including requirements modelling, analysis, simulation, val-
idation, verification, and traceability of artefacts throughout all development
activities across disciplinary boundaries.

This tool chain will be based on mathematical foundations formulated in
UTP to support CPS co-modelling. This will include semantics for FMI co-
simulation, as well as SysML, discrete-event and continuous-time paradigms.

The INTO-CPS methodology will be developed to ensure that adoption
of the tool chain is cost-effective, providing industrial users with pragmatic
guidance to help them determine the best modelling technologies and patterns
to meet their needs.

In the INTO-CPS project we will supply four complementary industry
case studies which have been selected from four distinct domains that cur-
rently experience pressure to develop reliable CPSs (automotive, agricultural,
railways and building automation). In this chapter we have given more in-
formation for the one from the railway sector. However, in general the case
studies will be used to drive the production of the tools and methods and eval-
uate them. Finally we expect to establish an association that will allow future
case study owners access to information, training, and competitively priced
licenses at various levels of support. Tool vendors will be offered services to
help integrate their products into the tool chain.

In the future we expect that many more baseline tools will be incorporated
into the INTO-CPS tool chain suggested in this chapter. We expect that the
future directions of the work here will be driven by the needs both of the
end-users of the INTO-CPS project as well as the members of an Industrial
Follower Group (IFG).
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